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1 Purpose

The Standards Australia ATS 5822-2010 – E-Health Secure Message Delivery specification consists of mandatory, recommended and optional conformance points. This Implementation Conformance Statement (ICS) lists the conformance points and indicates which of these conformance points are supported by the identified implementation.
2 Notations and conventions

The ICS contains information in a tabular form. Each table consists of a series of items, where each item is a conformance point of a specification.

# column: The ‘#’ column contains a number which, combined with the table number, uniquely identifies a conformance point.

Item column: The ‘Item’ column contains sufficient information to identify each conformance point. 

Type column: The ‘Type’ column indicates the type of the conformance point in the specification. 
	m
	mandatory
	The implementation must adhere to the conformance point (the SMD specification uses the keyword SHALL or SHALL NOT)

	r
	recommended
	The implementation should adhere to the conformance point (the SMD specification uses the keyword SHOULD or SHOULD NOT)

	o
	optional
	The implementation may adhere to the conformance point (the SMD specification uses the keyword MAY)

	m.n
	qualified mandatory
	There is a qualification on the mandatory conformance point. ‘n’ identifies the qualification.

	r.n
	qualified recommended
	There is a qualification on the recommended conformance point. ‘n’ identifies the qualification.

	c.n
	conditional
	Whether or not the item is mandatory, recommended or optional depends on the implementation’s support of other items (which may be other items in the same table or items in other tables). ‘n’ numbers the conditional type expression.

	n/a
	not applicable
	In the given context, it is impossible to use the item.


Clause column: The ‘Clause’ column refers to a clause, or a list item within a clause, of the specification except when stated otherwise.
Support column: The ‘Support’ column contains information provided by the developer of the implementation. The following notations should be used for the support column:
	Y or y
	The item is supported by the implementation.

	N or n
	The item is not supported by the implementation.

	N/A, n/a or ‘-‘
	No answer required.


Comments column: The ‘Comments’ column may be used by the developer to provide other information about the implementation’s support for the item.

References to items: An item in a table of the ICS may refer to one or more items in the same table or to items in other tables. The references are used in conditional expressions and are of the form:

table number, followed by the character ‘#’, followed by the item number in the identified table.

The references refer to information provided by the developer in the ‘support’ column of the identified table.

EXAMPLE: ‘Table 5#4’ refers to the developer’s response in the ‘support’ column of item 4 in table 5.
3 Instructions
3.1 Identifying the implementation

The implementation should be identified, and as much detail as possible should be provided, including version numbers and relevant configuration options.

Information about the organisation that developed the implementation must also be provided.

A person who is able to answer queries about the information supplied in the ICS should be named as the contact person.

3.2 Using the tables

The tables summarise the conformance points of the specification. Information about table columns and notations is provided in section two of these instructions.

A developer can provide information about their implementation in the ‘support’ and ‘comments’ columns. This information will be used to assess their implementation’s conformance to specifications.

Examples showing how to complete the ‘Support’ column are provided below:

EXAMPLE 1: If an item has the type of ‘m’ (mandatory), then the developer shall enter ‘y’ in the support column if their implementation is conformant.

EXAMPLE 2: If an item has the type of ‘r’ (recommended) or ‘o’ (optional), then the developer shall enter either:

‘n’ in the support column if their implementation does not support that item; or

‘y’ in the support column if their implementation supports that item.
3.3 Completing the ICS Proforma

The developer of an implementation must provide an answer in the ‘support’ column. The developer may provide additional comments beneath each table or in the ‘comments’ column.

Additional instructions may be given at the beginning of sections of the ICS proforma.

Developers should indicate whether an item is supported, regardless of how a deployment of the implementation is configured.

These instructions may be removed from the ICS once the ICS has been completed.

4 Identification of the implementation
Implementation identification

Name: 











Version: 











Developer

Name: 











Address: 










Telephone number: 










Facsimile number: 










E-mail address: 










Additional contact information: 







ICS contact person

The following person may be contacted if there are any queries about the content of the ICS.

Name: 











Address: 










Telephone number: 










Mobile number: 










Facsimile number: 










E-mail address: 










Additional contact information: 







5 Identification of the specification

This ICS applies to the following specification and version:

· Standards Australia ATS 5822—2010 – E-Health Secure Message Delivery
· Standards Australia Amendment 1 to ATS 5822—2010 E-Health Secure Message Delivery
This ICS also refers to the following specifications and versions:

· Standards Australia ATS 5820—2010 E-Health Web Services Profile
· Standards Australia ATS 5821—2010 E-Health XML Secure Payload Profiles
6 Additional information

The following is additional information that may be needed for testing the implementation (additional information may be attached):

7 Messaging roles
Four roles (also called endpoints) are described in the Secure Message Delivery specifications: Sender, Receiver, Sender Intermediary and Receiver Intermediary. This Implementation Conformance Statement is used to describe the mandatory, recommended and optional features supported by all four implementation types. 

The following table indicates the roles supported by the implementation.  The section column indicates the section within the ICS relating to the item.
	#
	Item
	Type
	Section
	Support
	Comments

	1
	Sender
	m.1
	6
	
	

	2
	Receiver
	m.1
	7
	
	

	3
	Sender Intermediary
	m.1
	8
	
	

	4
	Receiver Intermediary
	m.1
	9
	
	


Table 1: Endpoints

m.1:
It is mandatory to support at least one of these roles.

Additional comments:

8 Common behaviours

This section defines behaviours and conformance points for all endpoints.
8.1 XML Secured Payload Profiles

Four profiles are described in the E-health XML Secured Payload Profiles specification. It is mandatory to implement the features listed in the specification of each of these profiles. The following table confirms the implementation’s support for these profiles.
	#
	Item
	Type
	Support
	Comments

	1
	Signed Container Profile 
	m
	
	

	2
	Encrypted Container Profile 
	m
	
	

	3
	XML Signature Profile
	m
	
	

	4
	XML Encryption Profile
	m
	
	


Table 2: XML Secured Payload Profiles 

8.2 Web Services Profiles
Three profiles are described in the E-health Web Services Profiles specification. Two are mandatory and one is optional. The following table confirms the implementation’s support for these profiles.

	#
	Item
	Type
	Support
	Comments

	1
	Web Services Base Profile
	m
	
	

	2
	TLS Security Profile
	m
	
	

	3
	WS-Security Profile
	o
	
	


Table 3: Web Services Profiles

8.3 Date and time values

It is mandatory for all endpoints to implement the following conformance point from the E-health Secure Message Delivery specification.
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	xsd:dateTime elements in UTC timezone
	m
	2.5
	
	


Table 4: Date and time values

9 Sender
The following tables contain the mandatory and optional functional areas for Sender implementations.
Recommended and optional conformance points related to a Sender implementation can be found in Appendix A: under A.1 Sender.
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Service invoker for Sealed Message Delivery service interface
	m
	3.2(a)
	
	

	
	WSDL: Sealed Message Delivery
	
	8.2
	
	

	2
	Service invoker for Sealed Immediate Message Delivery service interface
	o
	3.2(b)
	
	

	
	WSDL: Sealed Immediate Message Delivery
	
	9.2
	
	

	3
	Service invoker for Transport Response Retrieval interface
	m.2
	3.2(c)(ii)
	
	

	
	WSDL: Transport Response Retrieval
	
	12.2
	
	

	4
	Message Delivery
	m
	3.3
	
	

	5
	Transport Response Receipt
	m
	3.4
	
	


Table 5: Service invoker

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Transport Response Delivery interface
	m.2
	3.2(c)(i)
	
	

	
	WSDL: Transport Response Delivery
	
	11.2
	
	

	2
	Message Delivery
	m
	3.3
	
	

	3
	Transport Response Receipt
	m
	3.4
	
	


Table 6: Service provider 

m.2:
It is mandatory to support at least one of these items. Both may be supported.
10 Receiver
The following tables contain the mandatory and optional functional areas for Sender implementations.

Recommended and optional conformance points related to a Receiver implementation can be found in Appendix A: under A.2 Receiver.

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Transport Responses
	m
	2.8
	
	

	2
	Invoker for Sealed Message Retrieval service interface
	m.3
	4.2(a)(ii)
	
	

	
	WSDL: Sealed Message Retrieval
	
	10.2
	
	

	3
	Invoker for Transport Response Delivery interface
	m
	4.2(d)
	
	

	
	WSDL: Transport Response Delivery
	
	11.2
	
	

	4
	Transport Response Delivery
	m
	4.4
	
	


Table 7: Service invoker 

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Sealed Message Delivery service interface
	m.3
	4.2(a)(i)
	
	

	
	WSDL: Sealed Message Delivery
	
	8.2
	
	

	2
	Sealed Immediate Message Delivery service interface
	o
	4.2(c)
	
	

	
	WSDL: Sealed Immediate Message Delivery
	
	9.2
	
	

	3
	Message Receipt
	m
	4.3
	
	


Table 8: Service provider 

m.3:
It is mandatory to support at least one of these items. Both may be supported.
11 Sender Intermediary
The following tables contain the mandatory and optional functional areas for Sender implementations.

Recommended and optional conformance points related to a Sender Intermediary implementation can be found in Appendix A: under A.3 Sender Intermediary.

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Transport Response
	m
	2.8
	
	

	2
	Transport Metadata Extension
	m
	2.9
	
	

	3
	Invoker for Sealed Message Delivery service interface
	m
	5.2(b)
	
	

	
	WSDL: Sealed Message Delivery
	
	8.2
	
	

	5
	Invoker for Sealed Immediate Message Delivery interface
	o
	5.2(c)
	
	

	
	WSDL: Sealed Immediate Message Delivery interface
	
	9.2.2.2
	
	

	6
	Invoker for Transport Response Delivery interface
	m
	5.2(e)
	
	

	
	WSDL: Transport Response Delivery
	
	11.2
	
	

	7
	Message Delivery
	m
	5.4
	
	

	8
	Transport Response Delivery
	m
	5.5
	
	


Table 9: Service invoker 

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Sealed Message Delivery service interface
	m
	5.2(a)
	
	

	
	WSDL: Sealed Message Delivery
	
	8.2
	
	

	2
	Sealed Immediate Message Delivery interface
	c.1
	5.2(c)
	
	

	
	WSDL: Sealed Immediate Message Delivery
	
	9.2
	
	

	3
	Transport Response Delivery interface
	m
	5.2(d)
	
	

	
	WSDL: Transport Response Delivery
	
	11.2
	
	

	4
	Transport Response Retrieval interface
	m
	5.2(f)
	
	

	
	WSDL: Transport Response Retrieval
	
	12.2
	
	

	5
	Privacy and Authentication
	m
	5.3
	
	

	6
	Message Delivery
	m
	5.4
	
	

	7
	Transport Response Delivery
	m
	5.5
	
	


Table 10: Service provider 

c.1:
IF Table 9#5 – Sealed Immediate Message Delivery is implemented
THEN m
ELSE n/a
12 Receiver Intermediary
The following tables contain the mandatory and optional functional areas for Receiver Intermediary implementations.

Recommended and optional conformance points related to a Receiver Intermediary implementation can be found in Appendix A: under A.4 Receiver Intermediary.

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Transport Responses
	m
	2.8
	
	

	2
	Transport Metadata Extension
	m
	2.9
	
	

	3
	Invoker for Sealed Message Delivery service interface
	m
	6.2(c)
	
	

	
	WSDL: Sealed Message Delivery
	
	8.2.2.3
	
	

	4
	Invoker for Sealed Immediate Message Delivery interface
	o
	6.2(d)
	
	

	
	WSDL: Sealed Immediate Message Delivery
	
	9.2.2.2
	
	

	5
	Invoker for Transport Response Delivery interface
	m
	6.2(f)
	
	

	
	WSDL: Transport Response Delivery
	
	11.2
	
	

	6
	Message Delivery
	m
	6.4
	
	


Table 11: Service invoker 

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Transport Metadata Extension
	m
	2.9
	
	

	2
	Sealed Message Delivery interface
	m
	6.2(a)
	
	

	
	WSDL: Sealed Message Delivery
	
	8.2
	
	

	3
	Sealed Message Retrieval interface
	m
	6.2(b)
	
	

	
	WSDL: Sealed Message Retrieval
	
	10.2
	
	

	4
	Sealed Immediate Message Delivery interface
	c.2
	6.2(d)
	
	

	
	WSDL: Sealed Immediate Message Delivery
	
	9.2
	
	

	5
	Transport Response Delivery interface
	m
	6.2(e)
	
	

	
	WSDL: Transport Response Delivery
	
	11.2
	
	

	6
	Privacy and Authentication
	m
	6.3
	
	

	7
	Message Delivery
	m
	6.4
	
	


Table 12: Service provider 

c.2:
IF Table 11#4 – Sealed Immediate Message Delivery is implemented
THEN m
ELSE n/a
Appendix A: Auxiliary conformance points
This appendix lists recommended and options conformance points supporting the secure message delivery roles and functional areas listed the main body of this document.  A developer’s support for these conformance points may be stated in the tables in this appendix. Mandatory conformance points are not listed.
A.1 Sender
A.1.1 Service Invoker

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Using a Sender Intermediary
	o
	3.3.2(b)
	
	

	2
	Using a service directory
	r
	3.3.2(c)
	
	

	3
	Caching directory information
	r
	3.3.2(c)
	
	

	4
	Using a health industry message format
	r
	3.3.3(c)
	
	

	5
	Identification of intended recipient
	r
	3.3.3(e)
	
	

	6
	Escalation of issues to a responsible party
	r
	3.3.4(c)
	
	

	7
	Sender should not retry an invocation after the expiry time
	r
	3.3.6(a)
	
	


Table 13: Message delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Identify sender and intended receiver
	o
	8.2.2.2(i)
	
	


Table 14: WSDL Sealed Message Delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Set limit element 
	r
	12.2.3.2(b)
	
	

	2
	Set allAvailable flag 
	o
	12.2.3.2(c)
	
	


Table 15: WSDL Transport Response Retrieval
A.1.2 Service Provider

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Validation to ensure identity information in certificate identifies source of invocation
	r
	3.4.2(b)
	
	

	2
	Escalation of delivery failure
	r
	3.4.4(b)
	
	

	3
	Escalation of unknown invocation identifier
	r
	3.4.4(c)
	
	


Table 16: Transport response receipt

A.2 Receiver
A.2.1 Service Invoker

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Sending an intermediate transport response to nearest endpoint when sendIntermediateResponses set to true
	o
	2.8.2(c)
	
	

	2
	Setting responseClass to Information 
	r
	2.8.3(c)
	
	

	3
	Setting responseClass to Warning 
	r
	2.8.3(d)
	
	

	4
	Setting responseClass to Error 
	o
	2.8.3(e)
	
	


Table 17: Transport responses

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Creation and sending of one or more intermediate responses
	o
	4.4.2(b)
	
	


Table 18: Transport response delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Indicate max number of items returned in ml:list 
	r
	10.2.3.2(b)
	
	

	2
	Set allAvailable flag
	o
	10.2.3.2(c)
	
	


Table 19: WSDL Sealed Message Retrieval
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Set responseCode element to valued defined by standards organisation
	r
	11.2.1.2(ii)
	
	

	2
	Include multiple TransportResponse elements from one or more originators
	o
	11.2.1.3(b)
	
	


Table 20: WSDL Transport Response Delivery
A.2.2 Service Provider
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Cease duplicate detection after expiry time has passed
	o
	4.3.3(b)
	
	

	2
	Validation to ensure identity information in certificate matches Sender or authorised agent information in message
	r
	4.3.7(a)
	
	

	3
	Validation to ensure identity information in certificate identifies source of invocation
	r
	4.3.7(b)
	
	

	4
	Validation of local identity information in Sender encryption certificate
	c.3
	4.3.7(e)
	
	


Table 21: Message receipt

c.3:
IF Table 7#2 – Sealed Immediate Message Delivery is implemented
THEN r
ELSE n/a
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Message either stored or successfully delivered 
	r
	8.2.2.4.1(b)
	
	


Table 22: WSDL Sealed Message Delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Return response
	r.1
	9.2.2.3(b)
	
	

	2
	Return fault
	r.1
	9.2.2.3(b)
	
	

	3
	Set smsg:expiryTime
	r
	9.2.2.3(h)
	
	

	4
	Set smsg:senderIndividual 
	r
	9.2.2.3(k)
	
	

	5
	Respond with a timeoutError fault
	r
	9.2.2.4.2(b)
	
	


Table 23: WSDL Sealed Immediate Message Delivery
r.1:
One of these recommended conformance points are to be selected for the handling of duplicates.
A.3 Sender Intermediary
A.3.1 Service Invoker

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Sending an intermediate transport response to nearest endpoint when sendIntermediateResponses set to true
	o
	2.8.2(c)
	
	

	2
	Setting responseClass to Information 
	r
	2.8.3(c)
	
	

	3
	Setting responseClass to Warning 
	r
	2.8.3(d)
	
	

	4
	Setting responseClass to Error 
	o
	2.8.3(e)
	
	


Table 24: Transport responses
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Deliver to nominated Sealed Message Delivery interface
	r
	5.4.1(b)(ii)
	
	

	2
	Set sendIntermediateResponses flag to true 
	o
	5.4.2(b)
	
	


Table 25: Message delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Delivery of transport response via a Transport Response Delivery interface
	r
	5.5.2(b)(ii)
	
	

	2
	Delivery of intermediate transport response
	r
	5.5.2(c)
	
	


Table 26: Transport response delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Identify sender and intended receiver
	o
	8.2.2.2(i)
	
	


Table 27: WSDL Sealed Message Delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Set responseCode element
	r
	11.2.1.2(ii)
	
	

	2
	Satisfy conformance point to do with usage of responseCode
	r
	11.2.1.2(ii)
	
	

	3
	Include multiple TransportResponse elements from one or more originators
	o
	11.2.1.3(b)
	
	


Table 28: WSDL Transport Response Delivery
A.3.2 Service Provider

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Validation to ensure identity information in certificate identifies source of invocation
	r
	5.3.2(b)
	
	


Table 29: Privacy and authentication

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Delivered through Sealed Message Retrieval interface
	c.4
	5.4.1(b)(i)
	
	

	2
	Cease duplicate detection after expiry time 
	o
	5.4.1(g)
	
	


Table 30: Message delivery
c.4:
IF (Table 1#3 and Table 1#4) – Sender Intermediary is also a Receiver Intermediary
THEN r
ELSE n/a
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Delivery of transport response via a Transport Response Retrieval interface
	r
	5.5.2(b)(i)
	
	

	2
	Delivery of intermediate transport response
	r
	5.5.2(c)
	
	

	3
	Remove of Transport Response instance from storage
	r
	5.5.4
	
	


Table 31: Transport response delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Message either stored or successfully delivered 
	r
	8.2.2.4.1(b)
	
	


Table 32: WSDL Sealed Message Delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Respond with a timeoutError fault
	r
	9.2.2.4.2(b)
	
	


Table 33: WSDL Sealed Immediate Message Delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Handling requests when organisation element does not match
	r
	12.2.2(b)
	
	

	2
	Handling requests when organisation element does not identify a client of the service provider
	r
	12.2.2(c)
	
	

	3
	Include human-readable string in message element
	r
	12.2.2(c)
	
	

	4
	Determining response values
	c.5
	12.2.3.3(i)
	
	

	5
	Include human-readable string 
	r
	12.2.4.4(c)

12.2.4.4(d)
	
	


Table 34: WSDL Transport Response Retrieval
c.5:
IF Table 15#2 – allAvailable flag is true
THEN r – consider all stored transport responses
ELSE m – consider only transport responses that have not been removed by invoker
A.4 Receiver Intermediary
A.4.1 Service Invoker

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Compliance with RFC 5280 
	r
	2.3(a)
	
	


Table 35: Public Key Infrastructure

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Sending an intermediate transport response to nearest endpoint when sendIntermediateResponses set to true
	o
	2.8.2(c)
	
	

	2
	Forward transport response to nearest endpoint when sendIntermediateResponses set to true
	r
	2.8.2(e)
	
	

	3
	Setting responseClass to Information 
	r
	2.8.3(c)
	
	

	4
	Setting responseClass to Warning 
	r
	2.8.3(d)
	
	

	5
	Setting responseClass to Error 
	o
	2.8.3(e)
	
	


Table 36: Transport responses

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Make message available via Sealed Message Retrieval interface
	r
	6.4.1(b)(i)
	
	

	2
	Set sendIntermediateResponses flag 
	o
	6.4.2(b)
	
	


Table 37: Message Delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Creation and sending intermediate transport responses
	o
	6.5.2
	
	


Table 38: Transport response delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Set responseCode element to valued defined by standards organisation
	r
	11.2.1.2(ii)
	
	

	2
	Satisfy conformance points for usage
	r
	11.2.1.2(ii)
	
	

	3
	Include multiple TransportResponse elements from one or more originators
	o
	11.2.1.3(b)
	
	


Table 39: WSDL Transport Response Delivery
A.4.2 Service Provider

	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Delivery of messages via a Sealed Message Delivery interface
	r
	6.4.1(b)(ii)
	
	

	2
	Cease duplicate detection after expiry time
	o
	6.4.1(g)
	
	

	3
	Remove Sealed Message instance without final transport response
	r
	6.4.4
	
	


Table 40: Message Delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Message either stored or successfully delivered 
	r
	8.2.2.4.1(b)
	
	


Table 41: WSDL Sealed Message Delivery
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Return same response for previous invocation
	r.2
	9.2.2.3(b)
	
	

	2
	Return fault
	r.2
	9.2.2.3(b)
	
	

	3
	Set smsg:expiryTime
	r
	9.2.2.3(h)
	
	

	4
	Set smsg:senderIndividual 
	r
	9.2.2.3(k)
	
	

	5
	Respond with a timeoutError fault
	r
	9.2.2.4.2(b)
	
	


Table 42: WSDL Sealed Immediate Message Delivery
r.2:
One of these recommended conformance points are to be selected for the handling of duplicates.
	#
	Item
	Type
	Clause
	Support
	Comments

	1
	Handling requests when receiverOrganisation element does not match
	r
	10.2.2(b)
	
	

	2
	Handling requests when receiverOrganisation element does not identify a client of the service provider
	r
	10.2.2(c)
	
	

	3
	Include human-readable string describing problem in message element of fault
	r
	10.2.2(c)
	
	

	4
	Determining response values
	r
	10.2.3.3(i)
	
	

	5
	Include human-readable string
	r
	10.2.4.4(c)
	
	

	6
	Respond to retrieve request with retrieveError fault with errorCode set to hasBeenRemoved and remove invocation identifier in invocationId element
	r
	10.2.4.4(d)
	
	

	7
	Include human-readable string
	r
	10.2.4.4(d)
	
	


Table 43: WSDL Sealed Message Retrieval
4
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