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1 Introduction 

1.1 Purpose 
The purpose of this document is to provide a detailed view of the design of the HIPS-UI Web module 
that supports participating organisations integrating with the My Health Record system. 

The intended use of this document is to help implementers understand the modules of the HIPS-UI 
Web product, and the user-oriented functions they provide. 

1.2 Scope 
This document describes the high-level architectural module and functional makeup of the HIPS-UI 
Web module. For details of other HIPS modules such as HIPS-Core, consult the document 
corresponding to that module.  

1.3 Assumptions 
This document assumes a high-level understanding of health information systems and the 
terminology used. 



HIPS 
Module Guide (UI) v7.1.1  

7 June 2019  Approved for external use  7 of 126 
     

2 Product & Module Overview 

The HIPS suite consists of the following products: 

• HIPS-Core: A middleware and communications solution to enable a Clinical Information 
System (CIS), Laboratory Information System (LIS), Radiology Information System (RIS) 
and/or Patient Administration System (PAS) to interact with the My Health Record system. 
The solution can interface with the above systems, often via an Integration Engine or 
Enterprise Service Bus (ESB), to receive HL7 messages for patient and episode information 
and IHI lookups, and to receive multiple levels and types of clinical documents for upload to 
the My Health Record system. 

• HIPS-UI: An extension of the core services provided by the HIPS-Core product, providing a 
web-based user interface for fulfilling common interaction requirements with the My 
Health Record system, including features such as My Health Record Viewing, Level 1A 
Discharge Summary Uploads, Viewing and Removing documents uploaded to a My Health 
Record, Consent Withdrawal, Hidden Record Disclosure, Assisted Registration to create a 
My Health Record, Local Provider HPI-I Management, and Patient IHI Reconciliation. 

The HIPS-UI has the following key features to support healthcare facilities integrating with My Health 
Record: 

• Patient IHI Reconciliation, providing list of current patients whose IHI was not found using 
automated searches with the current demographic data from the PAS, duplicate patient 
records and other IHI alerts. Administrative staff may use this list to identify patients whose 
demographic information may have been entered incorrectly and confirm their legal name, 
sex, date of birth and Medicare card or DVA file numbers and make corrections in the PAS 
or, if enabled by the organisation, directly in HIPS UI. 

• Consent Management, providing a data-entry form to capture the withdrawal of consent 
to upload documents for an episode of care to the My Health Record. This information will 
be captured in the HIPS database and HIPS will prevent the upload of documents for that 
episode of care if consent has been withdrawn. HIPS does not handle withdrawal of 
consent for non-episodic documents such as HL7 ORU messages containing pathology and 
diagnostic imaging reports. 

• Disclosure of Hidden Record, providing a data-entry form to capture the disclosure of the 
existence of a My Health Record whose existence was not automatically flagged on 
registration or episode creation due to the restricted access settings applied to the record 
by the consumer. 

• Viewing and Removal of Uploaded Documents, providing a capability to select a clinical 
document that has been uploaded to the My Health Record by the organisation using HIPS, 
view the document, record the reason why the document must be removed from the My 
Health Record, submit the request to HIPS to remove the document, and verify that the 
document has been removed successfully. 

• View My Health Record feature consists of the following sub-features: 

o Patient List provides a searchable list of current or recent patients with a My Health 
Record, a Lookup by MRN form to find any patient known to HIPS, and the ability for 
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each user to maintain a personal list of patients under their care by pinning or 
unpinning patients. It allows selection of a patient to view the documents and views 
available in their My Health Record via the “Patient Summary” screen. For facilities 
whose PAS is not integrated with HIPS, this screen also allows the manual registration 
and update of patient records for viewing their My Health Record. 

o Patient Summary provides access to the Health Record Overview, Medicare Overview 
and the Pathology, Diagnostic Imaging and Prescription/Dispense views and the list of 
Other Documents as components of the screen, as well as a link to Gain Access. 

o Health Record Overview provides information from the shared health summary and a 
list of recent documents for the selected patient filtered according to the user’s 
preferences. 

o Medicare Overview provides a combined view of the Medicare benefits, 
pharmaceutical benefits, organ donation decisions and immunisation records for the 
selected patient. 

o Pathology Report View provides a list of pathology reports for the selected patient. 

o Diagnostic Imaging Report View provides a list of imaging reports for the patient. 

o Prescription Dispense View provides a combined view of the prescription and 
dispense history for the selected patient. 

o Medicines View provides combined medicines information from recent prescription 
and dispense records, PBS claims, shared health summary, discharge summary, event 
summaries, specialist letters, e-Referral notes and the patient’s personal health 
summary. 

o Other Documents provides a searchable list of documents available in the selected 
patient’s My Health Record. 

o Document View is accessed when a document is selected in a view or list. It provides a 
rendered view of the selected document’s contents. 

o My Health Record Access Check & Gain Access checks the current access to the 
selected patient’s My Health Record and if required enables the user to gain access to 
the selected patient’s My Health Record either (a) without code; (b) with code or (c) 
emergency access. 

• Local Provider Management, providing an interface to maintain a list of local providers, 
including the ability to create, update, activate or deactivate, maintain a mapping to the 
local identifiers used to identify the provider in each facility, and to look up and validate the 
HPI-I for each provider. 
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3 Architectural Detail 

3.1 Architecture Overview 
The HIPS-UI Web product is architected as a layered web application built with Microsoft 
technologies, illustrated below. 

 
The layers in the application architecture are: 

Layer Description 

Presentation Provides a web browser based graphical user interface with which users of 
the application interact. 

Business Logic Encapsulates the business rules, validation, and business processes for the 
application. 

Resource Access Provides access to external resources such as databases and web services. 

Cross-Cutting Concerns Supports elements of the application architecture that are common 
requirements across application layers and tiers. 

Resources External resources such as databases and web services with which the 
application interacts. 
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The HIPS-UI Web product is built upon the following technology platform: 

Role Technology 

Core 

Presentation ASP.NET MVC 4.0 

HTML 5.0 

CSS 3.0 

Javascript, JSON 

Bootstrap 

DataTables 

jQuery  

Business Logic .NET Framework 4.5.1 

Resource Access Entity Framework 6.1 (database) 

WCF 4.5 (web services) 

Cross-Cutting Concerns 

Configuration System.Configuration 

Security Active Directory 

MVC Authorization 

Exception Management IIS 7 Error Handling 

Logging & Instrumentation ELMAH.MVC 

Caching System.Runtime.Caching.MemoryCache 

Validation System.ComponentModel.DataAnnotations 

Object Mapping AutoMapper 

Dependency Injection Ninject 

Shared Logic .NET Framework 4.5.1 

Object Serialization Json.NET 

 

 

http://getbootstrap.com/
http://datatables.net/
http://jquery.com/
https://mvcauthorization.codeplex.com/
https://github.com/alexanderbeletsky/elmah-mvc
http://automapper.org/
http://www.ninject.org/
http://json.codeplex.com/
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3.2 Functions & Navigation 
Navigation is done either through the HIPS-UI menu or direct via the embedded pages. Section 3.3 describes the embedded pages. 

3.2.1 Home 

The “Home” screen is the entry point into the HIPS-UI Web product. It provides “Healthcare Identifiers”, “My Health Record Registration”, “Clinical 
Documentation” and “Patient” menu items. 

  

 

“Health Identifiers” 

menu includes 

Patients Without 

IHI, HPI-I Validation 

and Search, Local 

Providers and 

Overridden 

Demographics. 

“My Health Record 

Registration” menu 

allows access to 

Register Current 

Patients, New 

Adult, New Child 

and Disclose 

Hidden Record 

Shortcut links  

User Preference Menu. 
This includes Account 
setting for Clinical 
Document Preferences 
and Log out button. 

“Clinical Documentation” 
menu allows access to View 
My Health Record, 
Withdraw Consent, View 
and Remove Uploaded 
Documents, Discharge 
Summary 

“Patient” menu allows 
access to Advanced Search 

Public version number. 

Tooltip displays internal 

version number. 

Select Facility links to 
change facility. The links 
only appear in pages 
allowed to change facility. 
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3.2.2 View My Health Record - Patient List 

The annotated image below illustrates the functional design for the “View My Health Record” screen accessed via the “Clinical Documentation” menu item 
on the “Home” screen.  

  

Results to display: 

Name, Date of Birth, 

Episode Type, Location 

(Ward, Room, Bed), 

MRN, IHI. 

Title to be “Patients at 

<Facility Name>”. 

Filtering based on partial 

match of contents of any 

text-based column in 

results. 

Sorting of results (asc 

/ desc). Default sort: 

Name, Date of Birth. 

Summary of matching results. 

Paging of results. 

Page size: 10. 

Results contain current 

and pinned patients who 

have a valid IHI and a My 

Health Record. 

Results do not contain 

patients with IHI alerts 

other than duplicates. 

“View Patient Summary” 

button displays “Patient 

Summary” screen for 

selected patient. 

Display format for IHI: 

nnnn nnnn nnnn nnnn 

Definition of “current” to 

allow for configurable 

window of recent and 

future episodes – e.g. not 

discharged, or discharged 

within x days of current 

date, x days after service 

or x days prior to 

admission. 

Show/hide Episode Type by selecting the Episode Type. 

Select “Show My Pinned Patients” to 

view your pinned patients only.  

 

Select “Show All Current Patients” to 

view all current patients.  
To search for a patient by MRN, enter the patient’s 

MRN in the MRN textbox and select a facility then 

click on the Lookup/Register button.  

Select ☆ to pin a patient 

and ★ to unpin a patient. 
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3.2.3 Lookup By MRN 

In the View My Health Record page, users can enter the patient’s MRN in the MRN textbox and click on the “Lookup” button at the top of the grid. This will 
find any patient known to HIPS, even if they have no episodes of care. If the currently selected Facility is “All Facilities” then a specific facility must be 
selected from a drop-down box before clicking “Lookup”. 

If a patient is found via the Lookup by MRN then the patient details are displayed, with one row for each episode type, displaying information related to the 
most recent episode of that type. If the patient has no episodes, the patient is displayed with an episode type of “Registered”. 

If the patient has a valid IHI then the View My Health Record button is displayed. A valid IHI is either “Active” with no alerts or has an alert type of 
“Duplicate IHI” or “Duplicate Patient”. 

Manual Registration of Patients 

The Lookup by MRN form has additional features for manual registration of patients in HIPS UI if the healthcare facility is configured as a facility whose PAS 
is not integrated with HIPS. The “Lookup” button text changes to “Lookup/Register” to indicate the availability of this function. 

If no patient could be found with the specified MRN against a healthcare facility that has registration enabled, a Register button will be displayed. The user 
can select the Register button to register a new patient. 

If a patient is found via the Lookup by MRN against a healthcare facility that has registration enabled but the patient does not have a valid IHI then the View 
My Health Record button is not displayed but an Update Registration button will be displayed. 

 

 

  

Select Register button to 

register a new patient. 
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3.2.4 Register/Update Patient 

The Register Patient form allows a user to register a new patient into HIPS after the patient has been registered in the PAS at the healthcare facility, where 
the PAS is not integrated with HIPS. The Update Patient form allows a user to update existing patient registration details in HIPS after they have been 
updated in the PAS. 

 

 

 

 

 

IHI details will appear after patient is 

saved. 
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3.2.4.1 Correcting a patient registered in HIPS UI on the wrong MRN  
 

The HIPS UI patient registration process allows users to specify the MRN and patient details. It is possible that a user may mistype the MRN and so incorrectly register a 
patient with another patient’s MRN. This will initially succeed, and the user will view the My Health Record of their patient without issue. 

Sometime later, another user may attempt to find their patient in HIPS UI using their valid MRN but will be presented with details of the incorrect patient. The user may 
attempt to update the patient details in HIPS UI; however, the new details will conflict with the patient's assigned IHI and will cause a demographic mismatch, and the 
patient’s My Health Record will no longer be viewable through HIPS UI. 

Currently the only way to resolve this issue is to raise a support request and escalate it to a HIPS system administrator. 

In this scenario it is important that the patient is not deleted as this would remove mandatory audit records. The system administrator will need to make a manual 
database change to clear the patient's IHI, IHI Status and IHI Last Validated in the [hips].[PatientMasterIhi] table and then return to HIPS UI to update the patient with the 
correct patient details. Clearing the IHI can be achieved by executing the following SQL statement, replacing <MRN> with the padded MRN of the manually registered 
patient and <Hospital> with the name of the healthcare facility: 

UPDATE [hips].[PatientMasterIhi] 
SET Ihi = null, 
   IhiStatusId = -1, 
   DateLastValidated = '1900-01-01 00:00:00.000' 
WHERE PatientMasterId = ( 
   SELECT PatientMasterId FROM [hips].[HospitalPatient]  
   WHERE MRN = '<MRN>' 
       AND HospitalId = ( 
       SELECT HospitalId FROM [hips].[Hospital]  
       WHERE Name = '<Hospital>')) 
 

Once the IHI has been removed, the patient can be updated using HIPS UI with the correct patient’s details provided. This will trigger HIPS to look up the IHI using the new 
details and assign the new IHI to the patient record without a demographic mismatch. 
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3.2.1 Advanced Search 

Advanced search allows a user to search for patients and episodes using a range of criteria. Search 
results are displayed for any matching patients and episodes, with individual search results providing 
a set of actions applicable to that result (dependent on user authorisation). 

 

 

 

Page Title 
Search criteria: Hospital, Given Names, 

Surname, Sex, MRN, IHI, Enterprise ID, 

Medicare Number, DVA Number, Date 

of Birth, Episode Type, Status, Ward, In 

Hospital?, With Valid IHI?, With MyHR? 

In Hospital?: Not Specified, Currently in 

hospital, All. 

With Valid IHI?: Not Specified, Yes, No. 

With MyHR?: Not Specified, Yes, No. 

Executes search. 

Results display Name, 

Date of Birth, Episode 

Type, Hospital, MRN, 

IHI and Location 

Actions:  

- Consent  

- Disclosure  

- Document Upload 

- View MyHR 

- View and Remove 

Uploaded Documents 

Paging of results.  

Page size: 10 

Sorting of results. Default sort: Name, 

Date of Birth. 

Summary of 

matching results. 

Expanded episode 
details. 

Hidden episode 
details. 
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3.2.2 My Health Record Access Check & Gain Access 

The “My Health Record Access Check & Gain Access” capability enforces only appropriately 
authorised access to patient information available within the My Health Record system. It does this 
by providing two key components: 

The “My Health Record Access Check” is used to protect any patient-centric function or capability 
where interaction with the My Health Record system for that patient is required. It ensures that a 
check is made for the access of the current HPI-O (via the selected hospital) and takes steps to 
prevent a user at that HPI-O from accessing information in a patient’s My Health Record without 
appropriate access if required. 

The “Gain Access” screen supports a user explicitly requesting access to a patient’s My Health 
Record, either through the “with code” or “emergency” gain access functions supported by the My 
Health Record system. 

The diagram below illustrates the logical activities required to support the My Health Record Access 
Check & Gain Access capability: 
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The key activities and decisions are: 

1

Check Access 

Status

Access 

Status

Perform selected 

function

Access Granted

Gain access 

(without code)

Unknown, Without Code

Select Access 

Type

With Code

Access 

Type

Specify Access 

Code

With Code

Display & acknowledge 

conditions

Emergency

Gain access 

(with code)

Gain access 

(emergency)

Success

Success

Yes

No Notify user

No

Yes

Preconditions:

Patient-centric 

function selected
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Activity / Decision Description Notes 

Check Access Status Checks the status of access for the current 
HPI-O (via the selected hospital) to a 
patient’s My Health Record. 

Via HIPS-Core service 
PCEHRService.IsPcehrAdvertised 

Access Status = “Access 
Granted” 

The HPI-O already has access to the patient’s 
My Health Record, so proceed directly to the 
originally selected patient-centric function. 

 

Access Status = 
“Unknown” or “Without 
Code” 

The access status is either unknown or the 
HPI-O does not already have access to the 
patient’s My Health Record, but the My 
Health Record system has indicated that 
access can be gained without code. 

In either case, attempt to gain access without 
code. 

Gain access (without 
code) 

Automatically gain access to the patient’s My 
Health Record without a code. 

Via HIPS-Core service 
PCEHRService.GainAccessWithoutCode 

Success For gain access (without code). 

In the case of success, proceed to the 
originally selected patient-centric function. 

In the case of failure, redirect to the “Gain 
Access” container to attempt to explicitly 
gain access through another access 
mechanism. 

 

Access Status = “With 
Code” 

The HPI-O does not already have access to 
the patient’s My Health Record, and the My 
Health Record system has indicated that 
access can be gained with a code if required. 

 

“Gain Access” Logical container that is executed as part of 
the overall “My Health Record Access Check” 
when the patient’s access status is “With 
Code”, when access cannot be obtained 
automatically, or when a user explicitly 
navigates to the “Gain Access” screen. 

 

Select Access Type Provides options for gaining access to the 
patient’s My Health Record using “with code” 
or “emergency”. 

 

Access Type = “With 
Code” 

The user chooses to enter an access code 
provided by the patient to gain access to 
their My Health Record. 

Must conform to “CIS Connecting to the 
PCEHR System” conformance requirement 
019048 “Ability to submit provider access 
consent codes (PACC or PACCX)”. 

Specify Access Code The user enters the access code provided by 
the patient. 

 

Gain access (with code) Gain access to the patient’s My Health 
Record using the access code provided by the 
patient. 

Via the HIPS-Core service 
PCEHRService.GainAccessWithCode 

Access Type = 
“Emergency” 

The user chooses to request emergency 
access to the patient’s My Health Record. 

Must conform to “CIS Connecting to the 
PCEHR System” conformance requirement 
019116 “Conditions of emergency access”. 
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Activity / Decision Description Notes 

Display & acknowledge 
conditions 

Display the conditions specified as part of 
conformance requirement 019116 and 
ensure they are acknowledged by the user. 

 

Gain access (emergency) Gain emergency access to the patient’s My 
Health Record. 

Via the HIPS-Core service 
PCEHRService.GainAccessEmergency 

Success For gain access (with code) or gain access 
(emergency). 

In the case of success, proceed to the 
originally selected patient-centric function. 

In the case of failure, notify the user of the 
failure condition then redirect to the start of 
the “Gain Access” container to allow retry. 
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The annotated image below illustrates the functional design for the “Gain Access” screen accessed via the “Gain Access” button on the “Patient Summary” 
screen for a selected patient.  

  

3.2.3 Health Record Overview 

The annotated image below illustrates the “Health Record View” screen which is served as home screen of the patient summary of selected patient. 

Section for gaining access 

“with code”. Supports 

“CIS Connecting to the 

PCEHR System” 

conformance requirement 

019048. 

Title to be “Gain Access for 

<Patient Name>”. 

Explanatory text. 

Field for entering access 

code. 

Required conditions. 

Supports “CIS 

Connecting to the PCEHR 
System” conformance 

requirement 019116. 

 

“Submit Code” button 

attempts to gain access 

“with code” using the 

access code specified. 

“I understand…” button 

acknowledges conditions 

and attempts to gain 

“emergency” access. 

Section for gaining 

“emergency” access. 

Upon successfully gaining access, automatically 

redirect to originally selected function or screen. 

Upon failure, redisplay screen including error 

information. 

Display reason for being 

redirected (if relevant). 

Display error 

information (not 

shown). 

Ability to navigate back to 

“Patient List” or “Patient 

Summary” screens 
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The annotated images below show the details of expanded sections for Health Record Overview. 

Expandable 

section that 

shows available 

documents since 

the last Shared 

Health Summary 

for the selected 

patient. 

“Gain Access” button 

provides access to “Gain 

Access” screen for 

selected patient. 

Displays the current 

patient’s name, dob, 

sex, and MRN. Note 

– if the MRN format 

matches a UUID or 

partial UUID format, 
the IHI will be 

displayed in its place.  

 
ACDC button: only 

displays if the 

patient has 

Advance Care 

Directive Custodian 

details available. 

Shared Health 

Summary details 

for the selected 

patient 

All Shared 

Health Summary 

documents are 

included in this 

section 

Available 

documents from 

the last 12 

months  

My Health Record  

statement 

Select ☆ to pin a patient 

and ★ to unpin a patient.  

“Update Registration” button allows 

user to update patient details.  
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New document 

icon shows the 

document is new 

based on user 

preferences 

settings.  

By selecting this 

checkbox, the table 

shows only event 

summaries 

View documents 

button: displayed 

for all documents, 

when clicked will 

open the CDA 

source document 

rendered using the 

Agency generic 

style sheet. 

Filter icon and 

button: indicates 

to the user a filter 

has been applied 

and text to show 

what the filter is. 

The filter is based 

on used 

preferences 

settings. 

User can search 

through the 

tables for any 

keyword within 

the columns 

The details about 

applied filter such 

as excluded 

document types 

or user time 

preferences 

settings 

Expand button: 

only display for 

Event Summary 

document types, 

when clicked will 

expand the row 

below to display the 

Clinical Synopsis. 
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Shared Health 

Summary 

Expandable 

details about 

Allergies and 

Adverse 

Reactions, 

Medicines, 

Current and Past 

Medical History 

and 

Immunisations 

Sorting icon that 

can sort the table 

based on the 

selected column 

header 

Number of 

items 

included in 

each section. 
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3.2.4 Medicare Overview 

The annotated image below illustrates the functional design for the “Medicare Overview” screen accessed via “Patient Summary” page. 

“Medicare 

Overview”  
 

Date the view 

was 

downloaded 

from the My 

Health Record 

system.  

Administrative 

details section 

which shows 

the details 

related to 

patient, author 

and clinical 

document 

details. 
  

Patient 

information 

and “Medicare 

Overview” 

details. 
  

Date Range: 

Result view 

can be 

updated by 

selected 

“From” dates. 

Prints the 

current view 

page 
  

Any links rendered in 

the CDA document 

will retrieve the 

clinical document 

from the My Health 

Record system and 

render the clinical 

document using the 

Agency generic 

stylesheet. 
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3.2.5 Pathology Report View 

The annotated image below illustrates the functional design for the “Pathology Report View” screen accessed via “Patient Summary”.

 

Sorting the 

results based 

on selected 

sorting button. 

Link to CDA source 

button. When 

clicked will open 

the source 

document and 

render it using the 

Agency generic 

stylesheet. 

Result view 

can be 

updated by 

selected dates. 

Name of 

reporting 

organisations 

which the 

results are 

grouped by 

them. 

“Pathology 

Report View”  

This checkbox 

groups the 

documents listing 

by organisations. 

If not selected, the 

results are shown 

based on Specimen 

Collection Date. 
 

Print button: opens 

up print view in a 

modal dialog. 

Search the 

table and 

shows the 

corresponding 

row. 
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3.2.6 Diagnostic Imaging Report View 

The annotated image bellow illustrates the functional design for the “Diagnostic Imaging Report”. This view is accessible from “Patient Summary”.

 

“Diagnostic 

Imaging 

Report View” 
 

Result view 

can be 

updated by 

selected 

dates. 

This checkbox 

groups the 

documents 

listing by 

organisations. 
If not 

selected, the 

results are 

shown based 

on Imaging 

Date. 
Name of 

reporting 

organisations 

which the 

results are 

grouped by 

them. 

Sorting the 

results based 

on selected 

sorting button. 

Print button: opens 

up print view in a 

modal dialog. 

Search the 

table and 

shows the 

corresponding 

row. 
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3.2.7 Prescription Dispense View 

The annotated image below illustrates the functional design for the “Prescription Dispense View” component of the “Patient Summary” screen for a specific 
patient.

 

Display warnings (if 

any) returned from My 

Health Record system 

(not shown). 

Result view can be 

updated by selected 

dates. 
 

Drop-down selector 

refreshes the document 

to group by different 

field properties 

supported by Agency 

XSLT. These fields are 

“Prescription” 

(Default), “Generic 

Name”, “PBS Item 

Code”, and “Brand 

Name” 

Clicking header rows 

expands and 

contract nested 

detail rows. 

Document links redirect 

the browser to view the 

requested document. 

Display date & time 

document was 

downloaded from My 

Health Record 

system. 

Administrative 

Details section 

which shows 

the details 

related to 

patient, author 

and clinical 

document 

details. 
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3.2.8 Medicines View 

The annotated image below illustrates the functional design for the “Medicines View” component of the “Patient Summary” screen for a specific patient. 

The following are known issues of the Medicines View: 

• The links for sorting the medicines open an HTML attachment in a new tab, containing a pre-rendered Medicines View using a different stylesheet 
to that which HIPS UI uses for rendering clinical documents. Users need to close the tab to return to the Patient Summary. 

• The links for opening included documents open an HTML attachment in a new tab, containing a pre-rendered clinical document using a different 
stylesheet to that which HIPS UI uses for rendering clinical documents. Users need to close the tab to return to the Patient Summary. 

• The logo image for included documents is not included in the Medicines View, which results in broken logo images in documents. 
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Page title displays 

patient details for 

quick identification.  

Print button: opens 

up print view in a 

modal dialog. 

“Medicines View” 
 

Display date & time 

document was 

downloaded from 

My Health Record 

system. 

Administrative 

Details section 

which shows the 

details related to 

patient, author and 

clinical document 

details. 
  

Rendered Medicines 

View document 

using default CDA 

stylesheet. Any 

hyperlinks within 

the document 

should be displayed 

in a modal dialog.  



HIPS 
Module Guide (UI) v7.1.1  

7 June 2019  Approved for external use  31 of 126 
     

3.2.9 Other Documents 

The annotated image below illustrates the functional design for the “Other Documents” component of the “Patient Summary” screen for a specific patient. 

 

 

 

 

Result view 

can be 

updated by 

selected 

dates. 

Sorting the 

results based 

on selected 

sorting button. 

Link to CDA source 

button. When 

clicked will open 

the source 

document and 

render it using the 

Agency generic 

stylesheet. Name of 

document type 

which the 

results are 

grouped by 

them. 

“Other 

Documents”  

Search the 

table and 

shows the 

corresponding 

row. 

“Gain Access” button 

provides access to “Gain 

Access” screen for 

selected patient. 

Page title displays 

patient details for 

quick identification.  

My health record 

statement 
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3.2.10 Document View 

The annotated image below illustrates the functional design for the “Document View” screen accessed via a “View Document” button in the Health Record 
Overview, Pathology, Imaging and Others tabs, or from a document link in the Medicare Overview or Prescription & Dispense tabs. 

 
 

Display document contents as 
HTML generated from the 
XML source using the Generic 
Clinical Document Style Sheet. 

Title to be “<Document Type> 

for <Patient Name> <DOB> 

<Sex> <MRN>” 

Document may include 

inline PNG or JPG images 

and links to PDF or TIFF 

attachments. Links will 

open in a new tab 

(standalone) or in frame 

(embedded). 

Display as modal “pop-up” 

when a document is 

selected. 

If the document includes 

an organisation logo 

image it will display 

here. 

Display warnings associated with document (not shown here). 

For demographic mismatch warnings, format as (example): "This 

document and the local patient record have a Different Sex and 

Different DOB and Different Family Name". 

“Share” button provides 

URL for other users to 

view this document 

(standalone only) 

“Print” button displays 

separate window 

containing a printable 

view of the document 

(standalone) or print 

dialog (embedded). 

“Close” button closes 

modal pop-up. 

Display date & time 

document was 

downloaded from the 

My Health Record 

system. 
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3.2.11 User Preferences 

The annotated image below illustrates the functional design for the “User Preferences” screen accessed via the “User Logo” item on the “Home” screen. 

 

The Save button saves 

the user preferences. 
The Cancel button 

cancels the current 

unsaved modifications. 

Title to be “User 

Preferences”. 

Users can select how 

they prefer HIPS UI 

to identify documents 

as new documents: 

Since the patient’s 

last visit, since the 

last Shared Health 

Summary uploaded 

by the organisation, 

or in the past N 

months. 
  
 

The “In the past N months” 

option requires a valid 

number of months as input. 

Users can select which 

document types are 

shown in the Health 

Record Overview when 

the document filter is 

applied. 

The Reset to Default button 

resets the user preferences 

to default values. 

Users can select 

which Episode 

Types they prefer 

to initially display 

on the Patient List 

for the View My 

Health Record 

function. 
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3.2.12 Register Current Patients 

The annotated image below illustrates the functional design for the “Register Current Patients” screen accessed via the “Register Current Patients” menu item. 
This screen is for selecting a patient to perform Assisted Registration to create a My Health Record.

 

Results to display: 
Name, Date of Birth,  

Location (Ward : 

Room : Bed), IHI 

(groups of 4 digits) 

Title to be “Register 

Current Patients”. 

Filtering based on 

partial match of 

contents of any text-

based column in 

results. 

Users can click 

column headers to 

sort the results 

(ascending and 

descending). Default 

sort: Name 

Patients between 14 

and 18 years old have 

both buttons. 

Results contain  

current patients who 

do not have a My 

Health Record, and 

who have an active 

verified IHI with no 

alerts or have a 

duplicate patient or 

duplicate IHI alert. 

“Register” button 

appears for patients 

over 14 years old. This 

button displays the 

“Patient Registration” 

screen for the selected 

patient. 

“Register as Dependant” 

button appears for 

patients under 18 years 

old. This button displays 

the “Dependant Patient 

Registration” screen for 

the selected patient. 

Paging of results. 

Page size: 10. 
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3.2.13 Adult Patient Registration 

The annotated image below illustrates the functional design for the “Register Patient” screen accessed via the “Register” button on the “Register Current 
Patients” screen for a selected patient who is at least 14 years of age. The patient will be registered as an individual with no authorised representative.

 

Displays the selected 

patient’s details: 

Name, sex, date of birth, 
Medicare card number or 

DVA File Number. 

Title to be “Register 

Patient”. 

Allow selection of the indigenous 

status of the patient. 

Allows selection of the 

identity verification method 

used. 

Allows selection of 

which information will 

be accessible in the 
My Health Record 

system. 
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Allows the entry of the IVC 

code delivery method for 

the patient. 

Send the My Health 

Record registration to  

HIPS for processing. 

Collection of the 

patient’s acceptance 

of the terms and 

conditions. 
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3.2.14 Dependant Patient Registration 

The annotated image below illustrates the functional design for the “Register Patient as Dependant” screen accessed via the “Register as Dependant” 
button on the “Current Patients” screen for a selected patient who is under 18 years of age. The patient will be registered with a parent or legal guardian as 
their authorised representative.

 

Display the selected 

patient’s details: 

Name, sex, date of birth, 

Medicare card number. 

Title to be “Register Patient 

as Dependant”. 

Allow selection of the indigenous 

status of the patient. 

Allow entry of the 

authorised representative’s 

Medicare card number and 

IRN. The Medicare card 

number must be the same 

as the dependant’s. 

Allow entry of the 

authorised 

representative’s family 

name, given name, sex 

and date of birth. The 

representative must be at 

least 14 years older than 

the dependant. 
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Allow the entry of a 

delivery method for an IVC 

that the authorised 

representative can use to 

access the dependant’s My 

Health Record online. 

Send the My Health 

Record registration to 

HIPS for processing. 

Collect the authorised 

representative’s declaration 

of parental responsibility and 

consent for the dependant’s 

health information to be 

uploaded to the My Health 

Record. 

Allow selection of 

which information will 

be accessible in the 

new My Health 

Record. 

Allow selection of the 

identity verification 

method used. 
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3.2.15 New Applicant Registration 

The annotated image below illustrates the functional design for the “New Applicant” screen accessed via the “Register New Adult” button on the “Home” 
screen. This screen is based on the “Adult Patient Registration” screen with additional fields as required. 

 
 

Collection of the person’s 

details: Name, Sex, Date of 

Birth, Medicare Number with 

IRN or DVA file number. 

Title to be “Register New 

Adult”. 

Allow selection of the 

indigenous status of the 

person. 

Allow selection of 

which information will 

be accessible in the 

new My Health 

Record. 
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Allows selection of the 

identity verification method 

used. 

Allows the entry of the IVC 

code delivery method for 

the person. 

Collection of the person’s 

acceptance of the terms 

and conditions and 

consent for their health 

information to be 

uploaded to the My Health 

Record. 

Send the My Health 

Record registration to 

HIPS for processing. 
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3.2.16 New Dependant Registration 

The annotated image below illustrates the functional design for the “New Dependant Registration” screen accessed via the “Register New Child” button on 
the “Home” screen. 

 

Title to be “Register New 

Child”. 

Allow selection of the indigenous 

status of the dependant. 

Allow entry of the 

dependant’s Medicare card 

number and IRN. The 

Medicare card number 

must be the same as the 

authorised 

 

Collection of the dependant’s 

details: Family Name, Given 

Name, Sex and Date of Birth. 
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Allow selection of 

which information will 

be accessible in the 

new My Health 

Record. 

Allow selection of the 

identity verification 

method used. 

Allow entry of the authorised 

representative’s Medicare 

card number and IRN. The 

Medicare card number must 

be the same as the 

dependant’s. 

Allow entry of the 

authorised representative’s 

family name, given name, 

sex and date of birth. The 

representative must be at 

least 14 years older than 

the dependant. 
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Allow the entry of a 

delivery method for an IVC 

that the authorised 

representative can use to 

access the dependant’s My 

Health Record online. 

Send the My Health 

Record registration to 

HIPS for processing. 

Collect the authorised 

representative’s declaration 

of parental responsibility and 

consent for the dependant’s 

health information to be 

uploaded to the My Health 

Record. 
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3.2.17 Registration Response 

For a successful response the “Registration Response” screen will display. 

 
 

For an unsuccessful registration an error message will display: 

 
 

 

 

 

Confirmation of successful 

registration. 

IVC code for the 

patient if requested to 

be displayed. 

Displays the reason for the 

unsuccessful registration. 
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3.2.18 IHI Reconciliation 

3.2.18.1 Description  

‘IHI Reconciliation’ is a data integrity function allowing users to list patients who are unexpectedly 
missing an IHI or patients whose IHI is currently unusable because of an outstanding alert and 
currently an inpatient at, or recently discharged from, a selected hospital. A report of these patients 
can subsequently be generated for manual investigation. 

3.2.18.2 Process Overview 

 

Figure 1 – Patients Without IHI – Process Overview 

3.2.18.3 Process Detail 

Activity / Decision Description Detail / Notes  

Prerequisites User logged in to the HIPS-UI 
Web application with 
appropriate security access. 

Valid security details are required to login. 

Start User requests the ‘Patients 
Without IHI’ page. 

Located under Data Integrity > Patients Without IHI. 

Get Settings HIPS-UI Web loads 
configuration settings. 

Gets HIPS-UI Web configuration settings from the 
Settings table of the HIPS-WebDataStore database. 

Retrieves from cache if present and stores in cache after 
retrieval. 
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Activity / Decision Description Detail / Notes  

Get Hospitals HIPS-UI Web gets a list of all 
hospitals in HIPS that are 
enabled for web administration. 

Gets a list of all hospitals from the ListHospitals method 
of the HIPS ReferenceService web service.  

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Filters the hospital list to only include hospitals that have 
a code in the DefaultHospitalCodeSystem code system. 

Retrieves from cache if present and stores in cache after 
retrieval. 

List Hospitals HIPS-Core returns a list of all 
hospitals in HIPS. 

Represents the ListHospitals method of the 
ReferenceService web service. 

Returns all Hospitals in HIPS.  

Hospital records include at least the following 
information: 

Hospital Name 

Hospital ID 

HPI-O 

HPI-O Name 

Hospital Codes and Code Systems 

 

View Hospitals User receives a hospital 
selection screen. 

 

Select Hospital User requests the ‘Patients 
Without IHI’ page for a selected 
hospital. 

User request includes the following field(s): 

Hospital Code 

Get Recent Patients 
without IHI or IHI is 
currently unusable 
because of an 
outstanding alert 

HIPS-UI Web gets a list of 
patients unexpectedly missing 
an IHI or IHI is currently 
unusable because of an 
outstanding alert and who are 
currently an inpatient at, or 
recently discharged from, the 
selected hospital. 

Refers to loaded configuration settings to determine 
PatientsWithoutIhiDaysDischarged and 
DefaultHospitalCodeSystem. 

Gets a list of patients from the ListPatientsWithoutIhi 
method of the HIPS PcehrService web service using: 

The Selected Hospital (Code, DefaultHospitalCodeSystem) 

The PatientsWithoutIhiDaysDicharged value to determine 
how many days of recently discharged patients are 
returned 

Retrieves from cache if present and stores in cache after 
retrieval. 

List Hospital Patients 
without IHI or IHI is 
currently unusable 
because of an 
outstanding alert 

HIPS-Core returns a list of 
patients unexpectedly missing 
an IHI or IHI is currently 
unusable because of an 
outstanding alert and currently 
at, or recently discharged from, 
the specified hospital. 

Represents the ListPatientsWithoutIhi method of the 
PcehrService web service. 

Receives the following input: 

Hospital Code and Code System 

Discharge Days number indicating how many days into 
the past to include discharged patients from 

Resolves the HospitalId for the provided hospital details. 

Determines the MinimumDischargeDate by subtracting 
the provided Discharge Days from the current date and 
time. 

Returns patient data for each HospitalPatient in HIPS who 
meets the following criteria: 
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Activity / Decision Description Detail / Notes  

Associated with the Identified Hospital 

HospitalId matches the provided HospitalId. 

No valid IHI assigned 

PatientMaster/PatientMasterIhi/Ihi field is null or empty. 

IHI Status is not Service Unavailable 

PatientMaster/PatientMasterIhi/IhiStatusId is either null 
or a value other than ‘103’ 

Currently inpatient at the selected hospital or discharged 
from the hospital within a configured number of days 

The most recent Episode for the HospitalPatient has a 
DischargeDate that is either null or after the 
MinimumDischargeDate. 

Aged over 1 month old 

PatientMaster/DateOfBirth is more than one month ago 
(e.g. before 1/2/2014 12:23:00 if now is 1/3/2014 
12:23:00). 

Medicare Number is not in the HIPS Medicare Number 
Exclusions list 

PatientMaster/MedicareNumber is not present in the 
MedicareNumber field of the MedicareExclusion table. 

Most recent episode has not had a completed IHI 
investigation 

The most recent Episode for the HospitalPatient does not 
have a true IhiInvestigationComplete value. 

Patient data to include the following information (as 
available): 

Patient Name 

Date of Birth 

Sex 

MRN 

Medicare Card Number and IRN 

DVA File Number 

Location (Ward, Room, and Bed) of the patient’s most 
recent episode at the selected hospital 

View Patients User receives a screen 
displaying the Patients Without 
IHI, Duplicate Patients & Other 
Alerts data for the selected 
hospital. 

See Error! Reference source not found.. 

Open Report User requests the ‘Patients 
Without IHI’, ‘Duplicate 
Patients’ or ‘Other Alerts’ 
report for a selected hospital. 

User request includes the following field(s): 

Hospital Code 

Render Report Report display for printing the 
‘Patients Without IHI’ , 
‘Duplicate Patients’ or ‘Other 
Alerts’. 

The report will open as a new window and display the 
data without pagination (thus a continuous page), the 
user will then be able to print the report using the 
standard print functionality of the web browser.   
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Activity / Decision Description Detail / Notes  

Patients Report User receives a report 
displaying the requested 
Patients Without IHI data. 

See IHI Reconciliation Report 
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3.2.18.4 Web User Interfaces 

IHI Reconciliation Patient List 
The Patient List page shows a sortable list of the current and recent patients at a selected hospital who do not have an IHI (and are expected to have one) or 
IHI is currently unusable because of an outstanding alert in three categories: 

a) ‘Patients Without IHI’ whose IHI has not been found,  

 

  

Data to display (as available): 

• MRN 

• Location (Ward:Room:Bed) of 

current / most recent episode at 

the selected hospital. 

• Name 

• Sex 

• Date of Birth 

• Medicare Number 

• DVA File Number 

Errors and feedback to be 

displayed on top. 

Paging of results 

Page size: 10. 
Summary of 

matching results. 

Search bar to filter across all 

columns (except actions) 
Sortable columns. Default 

sort Location & Name ASC. 

Toggle to show/hide Group by 

Location. 

Print Report based on the tab 

selected. 

Select to perform patient’s 

demographics update and 

other IHI reconciliation actions. 

The Lookup button searches for a current patient with the entered MRN 

across all 3 tabs. Unlike the Lookup by MRN on other screens, it does not 

find patients who are not current patients. 
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b) ‘Duplicate Patients’ who have a duplicate patient or duplicate IHI alert. (Patient’s IHI column is shown in this tab) 

 

  

Data to display (as available): 

• MRN 

• Location (Ward:Room:Bed) of 

current / most recent episode at 

the selected hospital. 

• Name 

• Sex 

• Date of Birth 

• Medicare Number 

• DVA File Number 

• IHI 

Errors and feedback to be 

displayed on top. 

Paging of results 

Page size: 10. 
Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions) 
Sortable columns. Default 

sort Location & Name ASC. 

Toggle to show the patients 

grouped by the Ward and Room 

components of their current 

location. 

The Lookup button searches for a current patient with the entered MRN 

across all 3 tabs. Unlike the Lookup by MRN on other screens, it does not 

find patients who are not current patients. 

Print Report based on the tab 

selected. 

Rollover to see short instruction 

text and select the icon will 

show a long instruction text. 
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c) ‘Other Alerts’ listing patients having an IHI status other than Active, or another unresolved IHI alert: demographic mismatch, Medicare/DVA 
change mismatch or merge conflict. The IHI status or alert type is shown in the IHI Status column. 

 

  

Data to display (as available): 

• MRN 

• Location (Ward:Room:Bed) of 

current / most recent episode at 

the selected hospital. 

• Name 

• Sex 

• Date of Birth 

• Medicare Number 

• DVA File Number 

• IHI Status 

Errors and feedback to be 

displayed on top. 

Paging of results 

Page size: 10. 
Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions) 
Sortable columns. Default 

sort Location & Name ASC. 

Toggle to show/hide Group by 

Location. 

Print Report based on the tab 

selected. 

Rollover to see short instruction 

text and select the icon will show 

a long instruction text. 

The Lookup button searches for a current patient with the entered MRN 

across all 3 tabs. Unlike the Lookup by MRN on other screens, it does not 

find patients who are not current patients. 
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IHI Reconciliation Report 
The image below shows the IHI Reconciliation Report, which presents a report of the current and recent patients at a selected healthcare facility who do not have 
an IHI (and are expected to have one) or whose IHI is currently unusable because of an outstanding alert. The report is generated when the user clicks on the 
“Print” button and the contents are based on the current tab selected (Patients Without IHI, Duplicate Patients & Other Alerts). 

 

IHI Reconciliation Check Demographics 

The image below shows the “IHI Reconciliation – Check Demographics” screen that appears when the user selects the action button on the ‘Patients without IHI’ 
tab to perform IHI reconciliation actions for a patient whose IHI was not found. The user can make minor changes to the patient demographics and attempt to 
search for the IHI using the new demographic information. The user can record the progress of their investigation into the missing IHI and mark the investigation 
complete if unable to reconcile, which will remove the patient from the list of patients without IHI. 
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The HIPS system 

administrator can 

customise which 

investigation notes are 

shown via the HIPS Core 

database table 

puma.IhiCheckList 

If all the check boxes are 

ticked, or the checkbox is 

ticked for an item in 

IhiCheckList that has 

MarkForInstantRemoval true, 

then the episode is marked as 

having IHI investigation 

complete and the episode will 

no longer appear in the list of 

Patients Without IHI. 
The notes text area is grey and 

disabled for items in 

IhiCheckList where AllowNotes 

is false. 

The asterisk is shown for items 

in IhiCheckList where 

AreNotesMandatory is true. 

To avoid overriding one 

patient with a completely 

different patient’s 

demographic information, 

users can change the Name 

and Sex, or they can 

change the Medicare and 

DVA, but they cannot 

change the Name/Sex as 

well as the Medicare/DVA. 

The search IHI button 

performs an ad-hoc search 

without updating the 

demographic information 

from the PAS. If successful, the 

modified Medicare number, 

IRN, DVA number and Date of 

Birth are stored as an override 

in the PatientMasterOverride 

table. These overrides remain 

in place until the same value is 

received from the PAS. 

The modified name and sex 

are stored as Registered 

details in the PatientMasterIhi 

table. 

Displays the current patient’s 
name, dob, sex, and MRN. 
Note – if the MRN format 
matches a UUID or partial 
UUID format, the IHI will be 
displayed in its place.  
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Patients with Overridden Demographics Report 
The image below shows the Overridden Demographics Report, which presents a report of the patient demographic overrides currently in place in the HIPS 
database. Overrides are stored after successful ad-hoc IHI searches performed on the “IHI Reconciliation Check Demographics” screen. The report is generated 
when the user clicks on the “Overridden Demographics” item in the “Healthcare Identifiers” menu. 

 

The modified Medicare 

number, IRN, DVA number 

and Date of Birth are stored as 

an override in the 

PatientMasterOverride table. 

These overrides remain in 

place until the same value is 

received from the PAS. 

The Print button is 

automatically invoked when 

the page loads. 
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3.2.19 Disclose Hidden My Health Record 

3.2.19.1 Description  

‘Disclose Hidden My Health Record’ is a consent management function allowing users to record explicit 
disclosure (or rescind disclosure) of a patient’s My Health Record status to a specified healthcare provider 
organisation. 

Some patients elect to keep their My Health Record hidden (not advertised) by default. Healthcare provider 
organisations that would like to access My Health Records for these non-advertised patients (e.g. to upload 
a document) must have the My Health Record’s existence disclosed by the patient.  

The associated capacity to rescind disclosure is required for those circumstances where a patient changes 
their mind, or a user operator makes a mistake. 

If a patient wishes to disclose their My Health Record (or rescind disclosure) before HIPS receives the 
patient information from the PAS, a HIPS-UI Web user can pre-register the patient into HIPS for the purpose 
of recording the disclosure. 

3.2.19.2 Process Overview 

Figure 2 – Disclose hidden My Health Record – Process Overview 

3.2.19.3 Process Detail 

Activity / Decision Description Detail / Notes 

Prerequisites 

 

User logged in to the HIPS-UI 
Web application with 
appropriate security access. 

Valid security details are required to login. 



Australian Digital Health Agency 

56 of 126   Approved for external use   7 June 2019 
      

Activity / Decision Description Detail / Notes 

User has selected a healthcare 
facility. 

The controller will redirect to the Select Facility page if 
the session does not contain a healthcare facility 
selection. 

Start User requests the ‘Disclose 
Hidden My Health Record’ 
page. 

Located under Patient Registration > Disclose Hidden 
Record. 

Get Settings HIPS-UI Web loads 
configuration settings. 

Gets HIPS-UI Web configuration settings from the Settings 
table of the HIPSWebDataStore database. 

Retrieves from cache if present and stores in cache after 
retrieval. 

Get Patients List HIPS-UI Web displays all 
currently admitted patients, 
patients recently discharged, 
and patients with recent non-
inpatient episodes. 

Refers to loaded configuration settings to determine  

DiscloseHiddenRootFacilityCode, 
DiscloseHiddenPcehrDaysDischarged, 
DiscloseHiddenPcehrDaysAfterService and 
DefaultHospitalCodeSystem. 

Gets a list of patients from the ListAdmittedPatients 
method of the HIPS PatientServiceV4 web service using: 

• The selected healthcare facility (Code, 
DefaultHospitalCodeSystem) 

• The disclosure facility code 
(DiscloseHiddenRootFacilityCode) to specify 
which facility the disclosure status should be 
retrieved from. 

• The DiscloseHiddenPcehrDaysDischarged value 
to determine how many days of recently 
discharged patients are returned 

• The DiscloseHiddenPcehrDaysAfterService value 
to determine how many days after the non-
inpatient episode start date a Patient is returned. 

Retrieves from cache if present and stores in cache after 
retrieval. 
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Activity / Decision Description Detail / Notes 

List Hospital Patients HIPS-Core returns a list of all 
patients (IHI and My Health 
Record not required) currently 
admitted at, recently 
discharged from, or recently 
serviced by the specified 
facility. The patient list 
indicates if the patient’s My 
Health Record was found, not 
found or disclosed. 

Represents the ListAdmittedPatients method of the 
PatientServiceV4 web service. 

Receives the following input: 

• Facility Code System 

• Current Facility Code 

• Disclosure Facility Code (optional) 

• Discharge Days number indicating how many days 
into the past to include discharged inpatients from 

• Service Days number, for episode types where the 
patient will not be discharged (including outpatient 
and emergency episodes) indicates the number of 
days into the past to include patients after the 
episode start date. 

Resolves the Hospital for the provided current facility and 
disclosure facility codes and code system. 

Determines the MinimumDischargeDate by subtracting 
the provided Discharge Days from the current date and 
time. 

Determines the MinimumServiceDate by subtracting the 
provided Service Days from the current date (not time). 

Returns patient data for each HospitalPatient and 
EpisodeType in HIPS that is associated with the Current 
Facility and meets the following criteria: 

• Current inpatient where DischargeDate is null, or  

• Inpatient discharged after the 
MinimumDischargeDate, or  

• Non-inpatient episode where AdmissionDate is after 
the MinimumServiceDate. 

Patient data to include the following information (as 
available): 

• Patient Name 

• Date of Birth 

• MRN 

• Location (Ward, Room, and Bed) of the patient’s 
most recent episode at the selected hospital 

• My Health Record participation status, determined 
using the IHI status from the Current Facility, the 
PcehrAdvertised flag from the Current Facility and the 
PcehrDisclosed flag from the Disclosure Facility if 
specified, otherwise from the Current Facility. 
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Activity / Decision Description Detail / Notes 

View Patients User receives a screen 
displaying the patient list for 
the selected HPO facility. 

The View Patients page is a list of all currently admitted, 
recently discharged or recently serviced Patients that 
meet the criteria of number of days after service or 
number of days after discharge. 

The user may choose to use the MRN Lookup to attempt 
to find the Patient they are searching for. The MRN 
Lookup simply searches for a patient with the matching 
MRN for the selected HPO facility and ignores the episode 
dates. 

If the Patient does not exist within the selected HPO 
facility the user has the option to Register a Patient.  

The Register Patient button is not displayed until the user 
has performed an MRN Lookup and the Patient has not 
been found. 

My Health Record Participation Status is displayed as 
follows: 

“Not Found” for “NoValidIhi” or “PcehrNotAdvertised” 

“Found” for “PcehrAdvertised” 

“Disclosed” for “RequestedUpload” 

Register Patient User clicks the Register button 
to register a new patient into 
the selected HPO facility. 

 

Register Patient HIPS-UI Web validates the form 
contents. 

Validate the Register Patient form contents: 

A Family Name has been entered 

A Sex has been selected 

A valid Date of Birth has been entered 

An MRN has been entered for the selected HPO facility. 

Optional information: 

Given Name(s)  

Either a valid Medicare Care Number or DVA File Number 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem 
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Activity / Decision Description Detail / Notes 

Register Patient HIPS-Core receives the input 
and registers a new Patient in 
the selected HPO facility. 

Represents the RegisterPatient method of the 
PatientService web service. 

Receives the following input: 

MRN object:  

MRN,  

Hospital Code and  

Code System 

Demographic object: 

Family Name, 

Given Name, 

Sex 

Date of Birth 

Medicare or DVA 

Returns either a successful response if Register Patient 
action was successful, otherwise returns failure with an 
error message. 

Register Patient 
Response 

HIPS-UI Web receives and 
handles the register patient 
response. 

Receive the response message from the RegisterPatient 
method. 

If successful close the Register Patient page and display 
the Disclose Hidden My Health Record page. 

If unsuccessful display a detailed error message to the 
user. 

Select Patient User selects a patient to 
disclose a Hidden My Health 
Record or remove the 
disclosure for a Patient. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 

Get My Health Record 
Disclosure 

HIPS-UI Web gets the My 
Health Record Disclosure for 
the selected patient to 
determine if they have already 
disclosed their My Health 
Record. 

Gets the My Health Record Disclosure Status for the 
selected patient using the GetPatientDisclosureDetails 
method of the HIPS PatientService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Results are not cached. 

Get My Health Record 
Disclosure 

HIPS-Core gets the My Health 
Record Disclosure Status and 
last audit note for the specified 
patient. 

Represents the GetPatientDisclosureDetails method of 
the PatientService web service. 

Returns the My Health Record Disclosure Status for the 
specified patient. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

Returns at least the following information: 

My Health Record Disclosure Status and latest audit note 
if they have been disclosed before. 
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Activity / Decision Description Detail / Notes 

Disclose Form User receives the disclosure or 
rescind disclosure form as 
appropriate. 

Patients who have not explicitly disclosed their My Health 
Record (status is ‘NoValidIhi’, ‘PcehrNotAdvertised’, or 
‘PcehrAdvertised’) receive a form allowing them to 
disclose their My Health Record. This form requires a 
notes field and confirmation. Patients who have 
previously explicitly disclosed their My Health Record 
(status is ‘RequestedUpload’) receive a form allowing 
them to rescind their My Health Record disclosure. This 
form requires a notes field and confirmation. 

Update Disclosure User completes the Change 
Disclosure Form (either to 
Disclose or Rescind Disclosure) 
and submits the form. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 

Notes 

Confirmation of Disclosure or Rescind Disclosure 

Intended Disclosure State (i.e. true to disclose, false to 
rescind) 

Set My Health Record 
Disclosure 

HIPS-UI Web records the new 
disclosure value in HIPS. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Records the Patient’s My Health Record Disclosure state 
(disclosed or rescinded) for the selected patient using the 
RecordDisclosure method of the HIPS ConsentService web 
service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Intended Disclosure State (i.e. true to disclose, false to 
rescind) 

Notes converted to bytes using UTF-8 encoding. 

Invalidate cached patient lists after change in disclosure. 

Record Disclosure HIPS-Core records the new 
disclosure status. 

Represents the RecordDisclosure method of the 
ConsentService web service. 

Updates the ‘PcehrDisclosed’ flag for the specified 
patient’s HealthProviderOrganisationPatient record. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

Intended Disclosure State (i.e. true to disclose, false to 
rescind) 

Audit Information (Notes as byte array) 

View Result The User receives a page 
(updated form) indicating the 
patient has now successfully 
disclosed or rescinded 
disclosure. 

As cached list results are invalidated, if the user returns to 
the list page, they will see correct updated data about the 
patient’s disclosure.  
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3.2.19.4 Web User Interfaces 

When the user performs a Lookup by MRN and the patient is not found, the Register button appears. This button opens the following modal dialog that 
allows the user to register the patient into HIPS, in order to record the patient’s disclosure of a hidden My Health Record. 

 

Disclose My Health Record 
The Disclose My Health Record form allows users to record when a patient chooses to disclose the existence of their My Health Record if they have not yet 
done so for the healthcare provider organisation of the selected healthcare facility. 

Title includes the selected 
healthcare facility name. 
 

In the Patient Details section, 
each of the following fields are 
required (mandatory): 

• Family Name 

• Sex: drop down of Sex 
choices 

• Date of Birth: date picker 
 
The following fields are optional: 

• Given Names 

• Medicare Care Number, 
IRN and DVA Number 

Action buttons: 

• Register: validates data 
entered and invokes the 
RegisterPatient method 
of PatientService. 

• Close: cancels out of form 
and returns to the View 
Patients list. 

•  

MRN is populated with the MRN 
used in the Lookup by MRN and 
not editable. 
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Data to display (as  available): 

• Name + (MRN) 

• Date of Birth 

• Hospital 

• Location (Ward:Room:Bed) 

for current/most recent 

episode 

Notes is required. 

Maximum length 5000 

characters. 

Confirmation required. 

“Disclose My Health Record” marks 

the patient as having disclosed their 

My Health Record to the healthcare 

provider organisation, Feedback of 

the success of this operation is 

displayed. Repeat submission is 

disabled until feedback is received 

and only permitted if the submission 

was unsuccessful. 

Errors and feedback to be 

displayed on top of page. 

Title to be “Disclose My 

Health Record Existence” 

Confirmation text and submit 

button to refer to “Disclose My 

Health Record” 

Link to navigate back to 

patients list. 
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3.2.20 Withdraw Consent 

3.2.20.1 Description 

‘Withdraw Consent’ is a consent management function allowing users to record a patient’s 
intention to withdraw document upload consent (or reinstate withdrawn consent) for documents 
relating to a single episode at a hospital, this prevents documents being uploaded for a specified 
episode for patients with an advertised or disclosed My Health Record.  

Consent cannot be withdrawn if documents have already been uploaded until those documents are 
removed.  

The associated capacity to reinstate withdrawn consent is required for those circumstances where 
a patient changes their mind, or a user operator makes a mistake. 

As patients can change the advertisement or disclosure of their My Health Record at any time, but 
may want to withdraw consent in advance, no associated My Health Record or IHI is required in 
HIPS to withdraw (or reinstate) consent. 

This function does not apply to consent withdrawal for pathology and imaging reports that are 
uploaded through the UploadOrRemovePathology or UploadOrRemoveImaging interfaces because 
these are not related to a specified episode but instead create a new stub episode for each report. 
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3.2.20.2 Process Overview 
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3.2.20.3 Process Detail 

Activity / Decision Description Detail / Notes 

Prerequisites User logged in to the HIPS-UI 
Web application with 
appropriate security access. 

Valid security details are required to login. 

Start User requests the ‘Withdraw 
Consent’ page. 

Located under Consent Management > Withdraw 
Consent. 

Get Settings HIPS-UI Web loads 
configuration settings. 

Gets HIPS-UI Web configuration settings from the 
Settings table of the HIPSWebDataStore database. 

Retrieves from cache if present and stores in cache after 
retrieval. 

Get Hospitals HIPS-UI Web gets a list of all 
hospitals in HIPS that are 
enabled for web administration. 

Gets a list of all hospitals from the ListHospitals method 
of the HIPS ReferenceService web service.  

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Filters the hospital list to only include hospitals that have 
a code in the DefaultHospitalCodeSystem code system. 

Retrieves from cache if present and stores in cache after 
retrieval. 

List Hospitals HIPS-Core returns a list of all 
hospitals in HIPS. 

Represents the ListHospitals method of the 
ReferenceService web service. 

Returns all Hospitals in HIPS.  

Hospital records include at least the following 
information: 

Hospital Name 

Hospital ID 

HPI-O 

HPI-O Name 

Hospital Codes and Code Systems 

View Hospitals User receives a hospital 
selection screen. 

 

Select Hospital User requests the ‘Withdraw 
Consent’ page for a selected 
hospital. 

User request includes the following field(s): 

Hospital Code 

Get Recent Patients HIPS-UI Web gets a list of 
patients (IHI and My Health 
Record are not required) who 
are currently an inpatient at, or 
recently discharged from, the 
selected hospital. 

Refers to loaded configuration settings to determine 
WithdrawConsentDaysDischarged and 
DefaultHospitalCodeSystem. 

Gets a list of patients from the ListAdmittedPatients 
method of the HIPS PatientServiceV4 web service using: 

The Selected Hospital (Code, DefaultHospitalCodeSystem) 

The WithdrawConsentDaysDischarged value to determine 
how many days of recently discharged patients are 
returned 

Retrieves from cache if present and stores in cache after 
retrieval. 



Australian Digital Health Agency 

66 of 126   Approved for external use   7 June 2019 
      

Activity / Decision Description Detail / Notes 

List Hospital Patients HIPS-Core returns a list of 
current, recent and future 
patients at the specified 
healthcare facility. 

Represents the ListAdmittedPatients method of the 
PatientServiceV4 web service. 

Receives the following input: 

• Facility Code and Code System 

• Days Discharged number indicating how many days 
into the past to include discharged patients 

• Days After Service number indicating how many days 
into the past to include non-inpatient episodes 

• Days Before Pre-Admit number indicating how many 
days into the future to include pre-admit episodes 

Resolves the HospitalId for the provided hospital details. 

Determines the DischargeDateCutoff by subtracting the 
provided Discharge Days from the current date and time. 

Determines the DaysAfterServiceCutoff by subtracting the 
provided Days After Service from the start of today. 

Determines the DaysBeforePreAdmitCutoff by adding the 
provided Days Before Pre-Admit to the start of tomorrow. 

Returns patient data for each HospitalPatient and 
EpisodeType in HIPS who is associated with the identified 
Hospital and meets the following criteria: 

• Current inpatient at the facility, or  

• Inpatient who was discharged from the facility after 
DischargeDateCutoff, or  

• Outpatient, same-day patient or emergency episode 
either today or between DaysAfterServiceCutoff and 
today, or 

• Pre-admit episode between tomorrow and  
DaysBeforePreAdmitCutoff. 

Patient data to include at least the following information 
(as available): 

• Patient Name 

• Date of Birth 

• MRN 

• Episode Type 

• Location (Ward, Room, and Bed) of the patient’s 
most current episode of each type. The most current 
is where the AdmissionDate is closest to now. 

View Patients User receives a screen 
displaying the patient list for 
the selected hospital. 

 

Select Patient User selects a patient to change 
the upload consent for. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 
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Activity / Decision Description Detail / Notes 

List & Count Patient 
Episodes 

HIPS-UI Web gets a list of all 
episodes (current and 
historical) at the current 
hospital for the specified 
patient. 

HIPS-UI Web determines 
whether episode selection is 
necessary by counting whether 
there is more than one episode 
for the patient at the hospital. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Gets a list of patient episodes from the 
ListPatientEpisodesInHospital method of the HIPS 
PatientService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Results are not cached. 

The HIPS-UI retrieves the number of episodes for the 
patient at the hospital from the ListAdmittedPatients 
response.  

If there is more than one episode an episode selection 
screen is presented ("View Episode"). 

Otherwise the current episode is assumed to be the 
episode to withdraw consent for and the 
(withdraw/reinstate) consent form is presented (“View 
Change Consent Form”). 

Get Patient Episodes HIPS-Core gets all episodes 
(current and historical) for the 
specified patient and hospital. 

Represents the ListPatientEpisodesInHospital method of 
the PatientService web service. 

Returns all Episode records for the indicated patient and 
hospital. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

Returns at least the following information: 

Admission Date/Time 

Admission Reason 

Responsible Provider 

Episode Consent Status (Unknown, NoConsentRecorded, 
WithdrewConsent) 

View Episodes User receives a screen 
displaying the patient’s 
episodes at a hospital. 

Requires more than one episode present (otherwise skips 
to Consent Form for the single episode). 

Consent is withdrawn if episode consent status is 
“WithdrewConsent”, otherwise it is indicated as not 
withdrawn. 

Select Episode User selects a patient’s episode 
to change the upload consent 
for. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 

SourceSystemEpisodeId 



Australian Digital Health Agency 

68 of 126   Approved for external use   7 June 2019 
      

Activity / Decision Description Detail / Notes 

Check Existing 
Consent 

HIPS-UI Web gets the upload 
consent for the selected patient 
episode to determine if they 
have already withdrawn upload 
consent. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Gets the upload consent for the selected patient using 
the ListPatientEpisodesInHospital method of the HIPS 
PatientService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Episode Admission Date/Time 

Results are not cached. 

Check Consent HIPS-Core gets the upload 
consent for the specified 
patient episode. 

Represents the ListPatientEpisodesInHospital method of 
the patientService web service. 

Returns the upload consent for the specified patient 
episode. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

Episode Admission Date/Time 

Returns at least the following information: 

Episode Consent Status (Unknown, NoConsentRecorded, 
WithdrewConsent)  

Ensure No Episode 
Documents 

HIPS-UI Web gets a list of 
documents uploaded for the 
selected patient episode. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Gets the list of uploaded documents for the selected 
patient episode using the ListUploadedDocuments 
method of the HIPS PcehrService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Episode Admission Date/Time 

Results are not cached. 

Get Episode 
Documents 

HIPS-Core gets the list of 
documents uploaded via HIPS 
to the My Health Record system 
for the selected patient 
episode. 

Represents the ListUploadedDocuments method of the 
PcehrService web service. 

Returns a list of documents uploaded via HIPS to the My 
Health Record system for the specified patient episode. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

Episode Admission Date/Time 

Returns at least the following information for each 
document associated with the episode: 

Document ID  
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Activity / Decision Description Detail / Notes 

Consent Form User receives the withdraw or 
reinstate consent form as 
appropriate. 

Patients who have not withdrawn consent for the 
indicated episode (status is ‘Unknown’ or 
‘NoConsentRecorded’) receive a form allowing them to 
withdraw consent. This form requires a notes field and 
confirmation.  
This form presents an error if documents have already 
been uploaded for the indicated episode that prevents 
withdrawing consent until those documents are removed. 
See Consent Form (Withdraw Consent). 

Patients who have previously withdrawn consent for the 
indicated episode (status is ‘WithdrewConsent’) receive a 
form allowing them to reinstate upload consent for the 
indicated episode. This form requires a notes field and 
confirmation.  

Update Consent User completes the Change 
Consent Form (either to 
Withdraw or Reinstate Consent) 
and submits the form. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 

Notes 

Confirmation of Withdraw or Reinstate Consent 

Intended Withdraw Consent State (i.e. true to withdraw, 
false to reinstate) 

Update Episode 
Consent 

HIPS-UI Web records the new 
consent value in HIPS for the 
indicated episode. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Records the Patient’s Withdraw Consent state 
(withdrawn or reinstated) for the selected patient 
episode using the RecordConsent method of the HIPS 
ConsentService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Intended Withdraw Consent State (i.e. true to withdraw, 
false to reinstate) 

Notes converted to bytes using UTF8 encoding 

Results are not cached. 

Record Consent HIPS-Core records the new 
withdraw consent status for the 
indicated episode. 

Represents the RecordConsent method of the 
ConsentService web service. 

Updates the ConsentWithdrawn flag for the specified 
patient Episode record. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

Episode Admission Date/Time 

Intended Withdraw Consent State (i.e. true to withdraw, 
false to reinstate) 

Audit Information (Notes as byte array) 

View Result The User receives an updated 
form indicating the patient has 
now successfully withdrawn or 
reinstated consent. 

As list results are invalidated in the cache, if the user 
returns to the list page they will see correct updated data 
about the patient’s consent.  
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3.2.20.4 Web User Interfaces 

View Patients 
View Patients screen allows the user to select which patient has withdrawn consent to upload documents to their My Health Record, either by filtering 
current/recent/future patients or searching by MRN.

 

Data to display one row for 

each Episode Type for current 

or recent episodes: 

• Name 

• Date of Birth 

• Episode Type 

• Location 

(Ward:Room:Bed) of 

latest episode of the type 

• MRN 

Lookup by MRN allows exact search for any patient who is 

known to HIPS and registered in the selected facility. MRN 

is automatically padded with the configured number of 

zeros. If a result is found, the list of episodes for that 

patient are displayed. Otherwise an error is displayed. 

Errors and feedback 

to be displayed on 

top of page. 

Paging of results 

Page size: 10. 

Summary of matching results. 

Search bar to filter across all 

columns (except actions) 

Clicking the button 

“Review Consent” for a 

patient shows a list of 

episodes that the 

selected patient has 

had at the current 

healthcare facility (see 

View Episodes screen). 

Data is cached so refreshing the 

page does not refresh the data 

live. Cache is invalidated when 

withdrawal is completed. 

Sortable columns. Default sort 

Name ASC. 
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View Episodes 
View Episodes screen lists episodes for the selected patient, for which the user can record a withdrawal of consent to upload documents to the My Health 
Record. 

 

 

Data to display: 

• Admission Date/Time 

• Discharge Date/Time or 

“(None)” 

• Admission Reason 

• Responsible Provider 

• Consent Withdrawn 

Errors and feedback to be 

displayed on top of page. 

Paging of results 

Page size: 10. 
Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions) 

Action Buttons: 

• Withdraw Consent if 

consent is not 

currently withdrawn. 

• Reinstate Consent if 

consent is currently 

withdrawn. 

Both go to the Consent 

Form which will display 

appropriately depending on 

existing Consent. 

Sortable columns. Default 

sort Admitted and 

Discharged ascending. 

Title is “Episodes at 

(Facility Name) for 

(Patient Name)” 

Link to go back to Patient List 
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Consent Form (Withdraw Consent) 
The Withdraw Consent form allows users to withdraw consent if they have not yet withdrawn consent for the specified episode. 

 

 

Data to display (as  available): 

• Name + (MRN) 

• Date of Birth 

• Hospital 

• Location (Ward:Room:Bed) 

• Admission Date/Time 

• Discharge Date/Time 

• Responsible Provider 

• Admission Reason 

Notes is required. 

Maximum length 5000 

characters. 

Confirmation required. 

“Withdraw Consent” marks the 

current episode as consent 

withdrawn in HIPS. Feedback of 

the success of this operation is 

displayed. Repeat submission is 

disabled until feedback is received 

and only permitted if the 

submission was unsuccessful. 

Null fields (e.g. not 

discharged yet) to display 

“(None)” 

Errors and feedback to be 

displayed on top of page. 

Title to be “Withdraw 

Consent for Episode” 

Confirmation text and 

submit button to refer to 

“Withdraw Consent” 
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Data to display (as  available): 

• Name + (MRN) 

• Date of Birth 

• Hospital 

• Location (Ward:Room:Bed) 

• Admission Date/Time 

• Discharge Date/Time 

• Responsible Provider 

• Admission Reason 

Notes is required. 

Maximum length 5000 

characters. 

Confirmation required. 

“Reinstate Consent” marks the 

current episode as no longer 

consent withdrawn in HIPS. 
Feedback of the success of this 

operation is displayed. Repeat 

submission is disabled until 

feedback is received and only 

permitted if the submission was 

unsuccessful. 

Null fields (e.g. not 

discharged yet) to display 

“(None)” 

Errors and feedback to be 

displayed on top of page. 

Title to be “Reinstate 

Consent for Episode” 

Confirmation text and 

submit button to refer to 

“Reinstate Consent” 

Page to start with warning 

indicating that the current 

patient has previously 

withdrawn consent and include 

the Notes from the withdrawal. 



HIPS 
Module Guide (UI) v7.1.1  

7 June 2019  Approved for external use  75 of 126 
     

 



Australian Digital Health Agency 

76 of 126   Approved for external use   7 June 2019 
      

3.2.21 View and Remove Uploaded Documents 

3.2.21.1 Description  

‘View and Remove Uploaded Documents’ is a document management function allowing users to select a 
patient, and then to list and view documents that have been uploaded by their healthcare facility to the 
patient’s My Health Record and where necessary remove uploaded documents from the My Health Record. 

This functionality can be required in a number of scenarios: 

• Obtaining confirmation that a document was successfully uploaded, without viewing the patient’s 
full My Health Record. 

• A document was uploaded for the wrong individual (reason ‘Incorrect Identity’). 

• A document was uploaded after the patient had signed a consent withdrawal, however the consent 
withdrawal has not yet been actioned within HIPS  (reason ‘Withdrawn’). 

• A patient forgot to ask a document not be uploaded and has requested the document be removed 
(reason ‘Withdrawn’). This scenario is less likely as patients should do this themselves using the 
client portal.  

• Information in a document is incorrect and clinical staff need to remove it prior to a corrected 
version being uploaded rather than superseding (reason ‘Withdrawn’). 

Users are able to select a patient from a list of current, recent or pinned patients. Users can also find any 
registered patients via their MRN at the current facility or via their IHI. 

Only documents uploaded via the current instance of HIPS for the indicated patient at the selected facility 
will be displayed. Prior to removal, documents can be viewed to see the contents of the document as 
originally uploaded, unless the document has been purged from the HIPS database. If the document has 
been purged, limited metadata is available, and removal is still possible. 

Removal of documents requires a chosen reason and notes describing the reason for removal. 
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3.2.21.2 Process Overview 
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3.2.21.3 Process Detail 

Activity / Decision Description Detail / Notes 

Prerequisites 

 

User logged in to the HIPS-UI 
Web application with 
appropriate security access. 

Valid security details are required to login. 

User has selected the 
healthcare provider 
organisation facility that 
uploaded the document. 

The controller will redirect to the Select Facility page if 
the session does not contain a healthcare facility 
selection. 

Start User requests the ‘View and 
Remove Uploaded Documents’ 
page. 

Located under Clinical Documentation > View and 
Remove Uploaded Documents. 

Get Settings HIPS-UI Web loads 
configuration settings. 

Gets HIPS-UI Web configuration settings from the 
Settings table of the HIPSWebDataStore database. 

Retrieves from cache if present and stores in cache after 
retrieval. 

Get Patients List HIPS-UI Web displays all 
patients pinned by the current 
user, currently admitted 
patients, patients recently 
discharged, and patients with 
recent outpatient, same day 
patient and emergency 
episodes. 

Refers to loaded configuration settings to determine 
RemoveDocumentDaysDischarged, 
RemoveDocumentDaysAfterService and 
DefaultHospitalCodeSystem. 

Gets a list of patients from the ListAdmittedPatients 
method of the HIPS PatientServiceV4 web service using: 

• The selected healthcare facility (Code, 
DefaultHospitalCodeSystem) 

• The RemoveDocumentDaysDischarged value to 
determine how many days after the discharge date 
patients are returned for inpatient episodes. 

• The RemoveDocumentDaysAfterService value to 
determine how many days after the episode start 
date patients are returned for outpatient, same day 
patient and emergency episodes. 

Retrieves from cache if present and stores in cache after 
retrieval. 

Gets a list of patients from the ListPinnedPatients method 
of the HIPS PatientServiceV4 web service using: 

• The selected healthcare facility (Code, 
DefaultHospitalCodeSystem) 

• The current user identity (Domain, Login) 

Retrieves from cache if present and stores in cache after 
retrieval. 
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Activity / Decision Description Detail / Notes 

List Current and 
Recent Patients 

HIPS-Core returns a list of 
patients with current or recent 
episodes at the specified 
facility. The patient list 
indicates if the patient has a My 
Health Record. 

Represents the ListAdmittedPatients method of the 
PatientServiceV4 web service. 

Receives the following input: 

• Hospital Code and Code System 

• Discharge Days number indicating how many days 
after the episode end date to include inpatients. 

• Service Days number, for episode types where the 
patient may not be discharged (outpatient, same day 
patient and emergency episodes) indicates the 
number of days after the episode start date to 
include patients. 

Resolves the HospitalId for the provided facility details. 

Determines the MinimumDischargeDate by subtracting 
the provided Discharge Days from the current date and 
time. 

Determines the MinimumServiceDate by subtracting the 
provided Service Days from the current date. 

Returns patient data for each HospitalPatient and 
EpisodeType in HIPS that is associated with the identified 
facility and meets the following criteria: 

• Current inpatient at the facility, or  

• Inpatient discharged from the facility where the 
DischargeDate is after the MinimumDischargeDate, 
or 

• Recent outpatient, same day patient or emergency 
episode at the facility where the AdmissionDate is 
after the MinimumServiceDate. 

Patient data to include the following information (as 
available): 

• Patient Name 

• Date of Birth 

• MRN 

• Episode Type 

• Location (Ward, Room, and Bed) of the patient’s 
most current episode of each type. The most current 
episode is the one whose AdmissionDate is closest to 
now. 

• My Health Record participation status 
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Activity / Decision Description Detail / Notes 

List Pinned Patients HIPS-Core returns a list of 
patients at the specified facility 
who have been pinned by the 
current user. 

Represents the ListPinnedPatients method of the 
PatientServiceV4 web service. 

Receives the following input: 

• Facility Code and Code System 

• User Name, Login and Domain 

Resolves the HospitalId for the provided facility details. 

Returns patient data for each PatientMaster in HIPS that 
is associated with the identified facility and is pinned by 
the identified user. 

Patient data to include the following information (as 
available): 

• Patient Name 

• Date of Birth 

• MRN 

• My Health Record participation status 

View Patients User receives a screen 
displaying the patient list for 
the selected hospital. 

 

Select Patient User selects a patient to view or 
remove a document from. 

If the Patient the user is looking for is not in the list the 
user may: 

Use the “Lookup by MRN” field on the Patient List page to 
select the patient. 

Use the “Lookup by IHI” field on the Patient List page to 
select the patient. 

 

User request includes the following field(s): 

Hospital Code 

Patient MRN or Patient IHI 

List Patient 
Documents 

HIPS-UI Web displays a list of 
locally updated documents for 
the selected Patient and 
Hospital. 

Refers to loaded configuration settings to determine if 
DefaultRemoveDocumentTab is either “General”, 
“Pathology” or “DiagnosticImaging”. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Gets a list of uploaded documents from: 

The ListUploadedGeneralDocuments method of the HIPS 
DocumentService web service 

The ListUploadedPathologyReports method of the HIPS 
DocumentService web service 

The ListUploadedDiagnosticImagingReports method of 
the HIPS DocumentService web service 

using: 

The User, Patient Identifier (MRN, Hospital Code, 
DefaultHospitalCodeSystem), IHI 

Results are cached and may be refreshed by user actions. 
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Activity / Decision Description Detail / Notes 

List Patient 
Documents 

HIPS-Core returns a list of  

Pathology reports 

Diagnostic imaging reports 

All other documents 

uploaded for the specified 
patient or any patient record 
with the specified IHI. 

Represents the ListUploadedGeneralDocuments, 
ListUploadedPathologyReports and 
ListUploadedDiagnosticImagingReports methods of the 
DocumentService web service. 

Returns all locally stored successfully uploaded 
documents for the indicated patient and hospital, or the 
indicated IHI and hospital (refer to the PathologyReport, 
DiagnosticImagingReport, ClinicalDocument, 
ClinicalDocumentStatus, and ClinicalDocumentVersion 
tables). 

Receives the following input: 

User, Patient Identifier (MRN and associated Hospital 
Code and Code System), IHI (optional) 

Returns at least the following information: 

Associated Episode Admission Date/Time 

Associated Episode Discharge Date/Time 

Responsible Provider Name 

Status  (Uploaded, Pending Remove, Removed, Failed 
Remove) 

Document ID 

Document Type 

For Pathology Reports, also the Report ID, Specimen 
Collection Date/Time, Report Date/Time, Department List 
and Test Result Name List. 

For Diagnostic Imaging Reports, also the Accession ID, 
Imaging Date/Time, Report Date/Time, Modality List and 
Examination List. 

View Patient 
Document List 

User receives a screen 
displaying the patient’s 
documents at the current 
healthcare facility. 

 

Select Document to 
Remove 

User selects the document to 
remove for the selected 
Patient. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 

Document ID 

Display Remove 
Document Form 

HIPS-UI Web displays the 
remove document modal for 
the selected document. 

If the document is uploaded to an episode that is not an 
inpatient episode: 

Change “Hospital” to “Facility” 

Change “Admission Reason” to “Service” 

Change “Admission Date” to “Service Date” 

Hide “Discharge Date” 

If the document is a pathology report: 

Display the Report ID, Specimen Collection Date/Time, 
Report Date/Time, Department List and Test Result Name 
List. 

If the document is a diagnostic imaging report: 

Display the Accession ID, Imaging Date/Time, Report 
Date/Time, Modality List and Examination List. 
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Activity / Decision Description Detail / Notes 

View Remove 
Document Form 

User receives the remove 
document form for the selected 
document. 

 

Remove Document User completes and submits the 
remove document form. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 

Document ID 

Reason 

Notes 

Confirmation of Removal 

Remove Document HIPS-UI Web submits a request 
to remove an uploaded 
document from the My Health 
Record system. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Submits a request to remove an uploaded document 
from the My Health Record using the Remove method of 
the HIPS PcehrService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Document Set ID, Admission Date/Time, Removal Reason, 
Audit Notes 

Remove My Health 
Record Document 

HIPS-Core adds the Remove 
Document action onto the HIPS 
queue. 

Represents the Remove method of the PcehrService web 
service. 

Enqueues an operation to remove a document from the 
My Health Record. 

Receives the following input: 

User, Patient Identifier (MRN and associated Hospital 
Code and Code System), Document Set ID, Admission 
Date/Time, Removal Reason, Audit Notes 

View Result The User receives an updated 
form page indicating the 
patient has now successfully 
placed a request to remove the 
document. 

The user can click the Refresh button to refresh the 
document list and display the latest document state. 

The row that was previously selected remains highlighted 
with a coloured border to avoid mistaking which row was 
actioned. 
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3.2.21.4 Web User Interfaces 

View Patients 
View Patients screen allows the user to select a patient, either by filtering current/recent/pinned patients or searching by MRN or IHI. 

 

 

Data to display (as available): 

• Name 

• Date of Birth 

• MRN 

Lookup by IHI allows exact search on IHI across 

all time. If result found that patient is selected. 

Otherwise an error is displayed. 

If multiple records have the same IHI a warning 

is displayed and reports from all patient records 

having the entered IHI are listed. 

Errors and feedback to be 

displayed on top of page. 

Paging of results 

Page size: 10. 

Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions). 

Clicking “View Uploaded 

Documents” button shows the 

documents that have been 

uploaded by the current 

healthcare facility for the 

selected patient (‘Document 

List’). 

Lookup by MRN allows search by MRN for any patient 

known to HIPS. The entered value is automatically padded 

with zeros based on the configured MRN length. If a result 

is found, the documents for that patient are displayed. 

Otherwise an error is displayed. 

Sortable columns. 

Default sort Name 

ASC. 
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Document List – General Tab 
The General tab displays a list of documents, except pathology or imaging reports, uploaded by the selected facility for the selected patient. 

 

 

 

Data to display: 

• Document Type 

• Admission Date/Time 

• Discharge Date/Time or 

“(None)” 

• Responsible Provider 

• Status  

Refresh button to reload 

the document list with 

updated status. 

Paging of results 

Page size: 10. Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions). 

Clicking “View” opens the 

document for viewing (‘View 

Document’). 

Clicking “Remove” opens the 

document removal form 

(‘Remove Document’). 

Sortable columns. Default 

sort Name ASC. 

Title is “Documents 

Uploaded by (Facility Name) 

for (Patient Name)” 

Errors and feedback to be 

displayed on top of page. 
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Document List – Pathology Tab 
The Pathology tab displays a list of pathology reports uploaded by the selected facility for the selected patient. 

 

Data to display: 

• Report ID 

• Specimen Collection 

• Report Date 

• Department 

Test Result Name 

• Status  

Refresh button to reload 

the document list with 

updated status. 

Paging of results 

Page size: 5. Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions). 

Clicking “View” opens the 

document for viewing (‘View 

Document’). 

Clicking “Remove” opens the 

document removal form 

(‘Remove Document’). 

Sortable columns. Default 

sort on Report Date, 

descending. 

Title is “Documents 

Uploaded by (Facility Name) 

for (Patient Name)” 

Errors and feedback to be 

displayed on top of page. 
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Document List – Diagnostic Imaging Tab 
The Diagnostic Imaging tab displays a list of diagnostic imaging reports uploaded by the selected facility for the selected patient. 

 

 

Data to display: 

• Accession ID 

• Imaging Date 

• Report Date 

• Modality 

Examination 

• Status  

Refresh button to reload 

the document list with 

updated status. 

Paging of results 

Page size: 5. Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions). 

Clicking “View” opens the 

document for viewing (‘View 

Document’). 

Clicking “Remove” opens the 

document removal form 

(‘Remove Document’). 

Sortable columns. Default 

sort on Report Date, 

descending. 

Title to be “Documents 

Uploaded by (Facility Name) 

for (Patient Name)” 

Errors and feedback to be 

displayed on top of page. 
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Remove Documents – General Document 
Remove Documents screen is displayed as a modal and allows removal from the My Health Record of a document the current healthcare facility uploaded. 

 

 

  

Patient Details section: 

• Patient Name & MRN 

• Date of Birth 

• Hospital or Facility 

• Document Type 

• Responsible Provider 

• Admission Reason or 
Service 

• Admission Date or 
Service Date 

• Discharge Date 

Removal Reason: 

• Incorrect Identity 

• Withdrawn 

Reference Notes: Text area for user to 
enter Removal Reason description. 
 

Confirmation checkbox 
 

Remove Document button: 
triggers the Remove Document 
operation to be added to the 
HIPS queue for processing. 

Modal Title: Remove 
[Document Type] for [Patient 
Name] 
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Remove Documents – Pathology Report 
Remove Documents screen is displayed as a modal and allows removal from the My Health Record of a pathology report that the current healthcare facility 
uploaded. 

 

 

  

Patient Details section: 

• Patient Name & MRN 

• Date of Birth 

• Hospital or Facility 

• Document Type 

Removal Reason: 

• Incorrect Identity 

• Withdrawn 

Reference Notes: Text area for user to 
enter Removal Reason description. 

Confirmation checkbox 

Remove Document button: triggers 
the Remove Document operation to 
be added to the HIPS queue for 
processing. 

Modal Title: Remove 
[Document Type] for [Patient 
Name] 

Report Details section: 

• Report ID 

• Specimen Collection Date 

• Report Date 

• Department List 

• Test Result Name List 
(no truncation) 
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Remove Documents – Diagnostic Imaging Report 
 Remove Documents screen is displayed as a modal and allows removal from the My Health Record system of a diagnostic imaging report that the current 
healthcare facility uploaded. 

 

 

 

 

 

 

Patient Details section: 

• Patient Name & MRN 

• Date of Birth 

• Hospital or Facility 

• Document Type 

Removal Reason: 

• Incorrect Identity 

• Withdrawn 

Reference Notes: Text area for user to 
enter Removal Reason description. 

Confirmation checkbox 

Remove Document button: triggers 
the Remove Document operation to 
be added to the HIPS queue for 
processing. 

Modal Title: Remove 
[Document Type] for [Patient 
Name] 

Report Details section: 

• Accession ID 

• Imaging Date 

• Report Date 

• Modality List 

• Examination List 
(no truncation) 
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3.2.22 Upload PDF Discharge Summary 

3.2.22.1 Description  

‘Upload PDF Discharge Summary’ is a clinical documentation function allowing users to take a PDF file containing a discharge summary document and 
upload it to a patient’s My Health Record. 

3.2.22.2 Process Overview 

 

Figure 3 – Discharge Summary – Process Overview 

Discharge Summary - Process Overview
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3.2.22.3 Process Detail 

Activity / Decision Description Detail / Notes 

Prerequisites User logged in to the HIPS-UI 
Web application with 
appropriate security access. 

Valid security details are required to login. 

 User has selected a hospital OR 
hospital code supplied in the 
embedded URL format. 

Hospital code specified in URL will be resolved using 
‘DefaultHospitalCodeSystem’ setting and set the hospital 
selection for the session. 

The controller will redirect to the Select HPO page if the 
session does not contain a hospital selection. 

Start User requests the ‘Discharge 
Summary’ page. 

OR 

External system links to 
embedded version with patient 
pre-selected. 

A menu item for this feature will be located under Clinical 
Documentation > Discharge Summary. 

The embedded process skips to step “Select Patient”. 

Get HPO Session - 
Settings 

HIPS-UI Web loads 
configuration settings. 

Gets HIPS-UI Web configuration settings from the 
Settings table of the HIPSWebDataStore database. 

Retrieves from cache if present and stores in cache after 
retrieval. 

Get Current, Recent 
and Pinned Patients 

HIPS-UI Web gets a list of 
patients who are pinned by the 
current user, are currently an 
inpatient at, or recently 
discharged from, the selected 
hospital. 

Refers to loaded configuration settings to determine 
DischargeSummaryPatientListDaysDischarged and 
DefaultHospitalCodeSystem. 

Gets a list of patients from the ListAdmittedPatients 
method of the HIPS PatientServiceV4 web service using: 

• The Selected facility (Code, 
DefaultHospitalCodeSystem) 

• The DischargeSummaryPatientListDaysDischarged 
value to determine how many days of recently 
discharged patients are returned 

Gets a list of patients from the ListPinnedPatients method 
of the HIPS PatientServiceV4 web service using: 

• The selected facility (Code, 
DefaultHospitalCodeSystem) 

• The current user identity. 

Retrieves from cache if present and stores in cache after 
retrieval. 
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Activity / Decision Description Detail / Notes 

List Current and 
Recent Patients 

HIPS-Core returns a list of 
patients currently at, or 
recently discharged from, the 
specified facility. The patient list 
indicates if the patient has a My 
Health Record. 

Represents the ListAdmittedPatients method of the 
PatientServiceV4 web service. 

Receives the following input: 

• Facility Code and Code System 

• Discharge Days number indicating how many days 
into the past to include discharged patients from 

Resolves the HospitalId for the provided facility details. 

Determines the MinimumDischargeDate by subtracting 
the provided Discharge Days from the current date and 
time. 

Returns patient data for each HospitalPatient in HIPS who 
meets the following criteria: 

• Associated with the identified facility 

• HospitalId matches the provided HospitalId. 

• Currently inpatient at the selected hospital or 
discharged from the hospital within a configured 
number of days 

• The most recent Episode for the HospitalPatient has 
a DischargeDate that is either null or after the 
MinimumDischargeDate. 

Patient data to include the following information (as 
available): 

• Patient Name 

• Date of Birth 

• MRN 

• Location (Ward, Room, and Bed) of the patient’s 
most recent episode at the selected hospital 

• My Health Record participation status 

List Pinned Patients HIPS-Core returns a list of 
patients in the specified facility 
who have been pinned by the 
specified user. The patient list 
indicates if the patient has a My 
Health Record. 

Represents the ListPinnedPatients method of the 
PatientServiceV4 web service. 

Receives the following input: 

• Hospital Code and Code System 

• User Name, Login and Domain 

Resolves the HospitalId for the provided hospital details. 

Returns patient data for each PatientMaster in HIPS who 
meets the following criteria: 

• Associated with the identified facility 

• Currently pinned by the provided user. 

Patient data to include the following information (as 
available): 

• Patient Name 

• Date of Birth 

• MRN 

• My Health Record participation status 
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Activity / Decision Description Detail / Notes 

View Patients User receives a screen 
displaying the patient list for 
the selected facility. 

See view patients screen. There will not be an embedded 
version of this screen. 

Select Patient User selects a patient to upload 
or supersede a document. 

OR 

External system links to 
embedded version of this page. 

Request includes the following fields: 

Hospital Code 

Patient MRN 

or 

Hospital Code 

Registered Enterprise Patient ID 

List & Count Patient 
Episodes 

HIPS-UI Web gets a list of all 
episodes (current and 
historical) at the current facility 
for the specified patient, up to a 
configured number of days in 
the past (typically 365 days, one 
year is sufficient). 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Gets a list of patient episodes from the 
ListPatientEpisodesInHospital method of the HIPS 
PatientService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

The DischargeSummaryEpisodeList DaysDischarged value 
to determine how many days of recently discharged 
episodes are returned 

Include Documents setting which defines if the method 
should return information about previously uploaded 
documents 

Document Code value which limits the type of documents 
returned by the method. 

Results are not cached. 

An episode selection screen is presented (“View 
Episode”). 

Get Patient Episodes HIPS-Core gets all episodes 
(current and historical) for the 
specified patient and hospital. 

Represents the ListPatientEpisodesInHospital method of 
the PatientService web service. 

Returns all Episode records for the indicated patient and 
hospital. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

Days Discharged value. 

Include Documents setting. 

Document Code value 

Returns at least the following information: 

Admission Date/Time 

Discharge Date/Time 

Admission Reason 

Responsible Provider 

Consent Withdrawn 

Document Status (None, Uploaded, Removed) 

View Episodes User receives a screen 
displaying the patient’s 
episodes at a hospital. 

See view episodes screen. 
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Activity / Decision Description Detail / Notes 

Select Episode User selects a patient’s episode 
to upload or supersede the 
discharge summary for. 

Request includes the following fields: 

Hospital Code 

Patient MRN 

SourceSystemEpisodeId 

OR 

Hospital Code 

Registered Enterprise Patient ID 

SourceSystemEpisodeId 

Check My Health 
Record & Consent 

(including Get 
Episode Details) 

HIPS-UI Web gets the details of 
the episode. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem, DischargeSummaryAuthor 
and DischargeSummaryRHP. 

Gets the list of values for Clinical Specialty from the 
ClinicalSpecialty table of the HIPSWebDataStore 
database. 

Gets the details for the selected patient episode using the 
GetEpisodeDetails method of the HIPS PatientService web 
service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Source System Episode ID 

Returns at least the following information: 

Admission Date/Time 

Discharge Date/Time 

Admission Reason 

Responsible Provider Name and ID 

Discharge Summary Status (None, Uploaded, Removed) 

Get Episode Details HIPS-Core gets details for the 
selected patient episode. 

Represents the GetEpisodeDetails method of the 
PatientService web service. 

Returns details of the specified patient episode. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

Source System Episode ID 

Returns at least the following information for each 
document associated with the episode: 

Document ID  

Document Type 

Document Status (Uploaded / Removed) 
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Activity / Decision Description Detail / Notes 

Upload PDF Form User receives the upload form 
showing upload or supersede as 
appropriate. 

For patient episodes that have no discharge summary 
uploaded, the user receives a form allowing them to 
upload a PDF discharge summary.  

For patient episodes that have a discharge summary 
uploaded (status is Uploaded or Removed), the user 
receives a form allowing them to select another PDF to 
supersede the discharge summary for the indicated 
episode. 

Author and RHP are pre-populated with current user or 
the responsible provider of the episode, depending on 
DischargeSummaryAuthor and DischargeSummaryRHP 
settings. 

These forms require metadata and confirmation. 

Complete Form User completes the Upload PDF 
Discharge Summary form 
(either to Upload or Supersede) 
and submits the form. 

User request includes the following field(s): 

Discharge Date/Time (Can be set as date only value by 
ticking the Date Only Discharge Date checkbox) 

Hospital Code 

MRN or Registered Enterprise Patient ID 

Source System Episode ID 

Document Author (ID, names, HPI-I) 

Responsible Health Professional at Time of Discharge (ID, 
names, HPI-I) 

Attached file names and contents (Body PDF, Images, 
Logo) 

Document Status 

Mode of Separation 

Clinical Specialty 

Date and Time of Completion 

Confirmation of intent to upload 

Validate Form 
(Upload PDF) 

 

HIPS-UI Web validates the form 
contents. 

Validates the form contents. 

The HPI-I of the Author and Responsible Health 

Professional are only required if the Discharge Summary 

Document Format Code is set to “Enforced”. 

Validates the HPI-I of the Author and Responsible Health 

Professional (if entered) using the HpiiValidation method 

of the HIPS HpiiService web service using: 

HPI-I number 

Family Name 

Given Name 

Results are not cached. 
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Activity / Decision Description Detail / Notes 

Render CDA 
Document 

HIPS-UI Web creates a CDA 
wrapper for the PDF discharge 
summary document and 
renders it for viewing. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Gets a CDA wrapper for the document from the 
CreateDischargeSummaryLevel1A method of the HIPS 
CdaService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

Admission and Discharge Date/Time (Discharge 
Date/Time can be date only) 

Document Author (ID, names, HPI-I) 

Responsible Health Professional at Time of Discharge (ID, 
names, HPI-I) 

Attached file names and contents (Body PDF, Images, 
Logo) 

Document Status 

Mode of Separation 

Clinical Specialty 

Date and Time of Completion 

Stores in cache after creation, using these keys: 

Hospital Code 

Patient MRN 

Document Set ID 

Document ID 

Rendering leverages and extends existing My Health 
Record system Web Viewer functionality to render the 
document CDA package using the Agency stylesheet. 

Create Level 1A 
Discharge Summary 

HIPS-Core creates a CDA 
wrapper for the PDF document. 

Represents the CreateDischargeSummaryLevel1A method 
of the CdaService web service. 

Creates a CDA discharge summary document that wraps a 
PDF document body.  

Receives the following input: 

PDF document 

Patient identifier 

CDA header metadata 

Attachment files 

Returns at least the following information: 

CDA document 

Attachment files 

Preview Document User views the rendered 
document as it would be shown 
on the My Health Record 
system. 

Leverages and adapts existing My Health Record system 
Web Viewer functionality. See view document screen. 
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Activity / Decision Description Detail / Notes 

Print Document User clicks the Print button on 
the view document modal 
window. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 

Document Set ID 

Document ID 

Print Document HIPS-UI Web renders the 
document in a new window for 
printing. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Retrieve the document from the cache. 

Views the document in a new window and invokes the 
print function of the browser. 

Confirm Upload  User clicks the Upload button 
on the view document modal 
window. 

User request includes the following field(s): 

Hospital Code 

Patient MRN 

Document Set ID 

Document ID 

Upload Document HIPS-UI Web uploads the 
document to the My Health 
Record system. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Retrieve the document from the cache. 

Upload the document to the My Health Record system 
using the UploadOrSupersedeDocument method of the 
HIPS PcehrService web service using: 

The Selected Patient (MRN, Hospital Code, 
DefaultHospitalCodeSystem) 

CDA document 

Attachment files 

Document Format code for Level 1A Discharge Summary 

Upload Document to 
My Health Record 
system 

HIPS-Core uploads or 
supersedes the document to 
the My Health Record system. 

Represents the UploadOrSupersedeDocument method of 
the PcehrService web service. 

Uploads a document to the My Health Record system. 

Receives the following input: 

Patient MRN and associated Hospital Code and Code 
System 

CDA document 

Attachment files 

Document format code 

View Result The User receives an updated 
form page indicating the 
patient has now successfully 
placed a request to upload the 
document. 

The episode list can be refreshed to retrieve the latest 
document state.  
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3.2.22.4 Web User Interfaces 

View Patients  

View Patients screen allows the user to select a patient, either by filtering current/recent patients or searching by MRN. 

 

 

Discharge Summary 
 

Data to display (as available): 

• Name 

• Date of Birth 

• MRN 

• Location (Ward:Room:Bed) 

of the most current episode 

of each type at the selected 

facility 

• My Health Record 

participation status 

Lookup by MRN allows exact search on MRN across all 

time. If result found, episodes for that patient are 

shown. Otherwise an error is displayed, and another 

patient can be selected. 

Errors and feedback to be 

displayed on top of page. 

Paging of results 

Page size: 10. 

Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions). 

Clicking “Select” button 

shows the episodes that 

the selected patient has 

had at the current 

healthcare facility (‘View 

Episodes). 

Sortable columns. Default 

sort Name ASC. 
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Discharge Summary screen lists the episodes at the selected hospital for the selected patient. Also available as embedded without header/footer. 

 

 

Upload or Supersede PDF 
Upload or Supersede PDF screen allows entry of the metadata and selection of the files to upload. Also available as embedded without header/footer. 

Data to display: 

• Admission Date/Time 

• Discharge Date/Time (or 

“-“) 

• Admission Reason 

• Responsible Provider 

• Discharge Summary 

(None, Uploaded, 

Removed)  

Errors and feedback to be 

displayed on top of page. 

Paging of results 

Page size: 10. Summary of 

matching 

results. 

Search bar to filter across all 

columns (except actions). 
Action button indicates 

Upload vs Supersede 

depending on existing 

Discharge Summary status. 

Both go to the Upload Form 

which will display 

appropriately depending on 

existing status. 

Sortable columns. 

Default sort Admitted 

DESC. 

Title to be “Discharge 

Summary – Episodes for 

(Patient Name)” 

Action is N/A when consent 

has been withdrawn for the 

episode, or when the 

patient has no valid IHI or 

has no My Health Record. 
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Table to display: 

• Type (Body PDF, Image or Logo) 

• File Name 

• Size (KB or MB) 

Validation errors and feedback 

to be displayed on top of page. 

Drop-down to select mode of separation. 

Drop-down to select 

document status. 

HPI-I fields can be left empty otherwise 

must start with “800361”, pass Luhn 

check, and HPI-I search. 

HPI-I fields are only required if the 

Discharge Summary Document Format 

Code is set to “Enforced”. 

Link to remove item from table. 

Title to be “Discharge Summary – Upload PDF” 

unless there is already a discharge summary 

uploaded for this episode, in which case 

“Discharge Summary – Supersede PDF”. 

Drop-down field to enter clinical 

specialty (configurable list). 

Button to add image attachment. 

Accept JPG or PNG up to 10 MB. 

Note: Internet Explorer 8 will not 

support multiple attachments. 

Button to select discharge summary 

body. Accepts PDF up to 10 MB. 

User must select a body PDF before 

completing the form. 

Details of selected patient 

and episode appear at the 

top. Prepopulate discharge date/time from 

episode if not null, otherwise require user to 

enter. 

User must confirm 

upload and enter the 

document’s completion 

date and time. 

Author & RHP’s ID and names are pre-

populated from the user or episode 

(configurable). 

Validates form, calls Create Level 

1A and displays the document in a 

modal window. 

Upload status shows whether the discharge 

summary for this episode has been uploaded 

or removed. (None / Uploaded / Removed) 

Checkbox to indicate the discharge 

date/time is a date only value.  
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Preview Document 
Preview Document modal pop-up allows user to confirm the document contents before printing and uploading the document. 

 

 

Print button opens new window 

with the document rendered by 

the style sheet and instructs 

browser to print the window. 

Document is rendered using the 

Australian Digital Health Agency 

generic CDA style sheet. 

Title to be “Discharge Summary – Preview Document” 

Document will contain a link to the 

PDF body and show attached images 

inline. These must be active, so that 

the user can display the full PDF or 

image. 

Message informs user 

that the document has 

not yet been uploaded. 

“Upload” button is shown as 

“Supersede” if there is already a 

discharge summary uploaded for 

this episode. When the button is 

clicked, invoke the HIPS web 

service, show the resulting status 

and error messages to the user, 

and hide the button. 

“Close” button closes the 

modal window. 
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3.2.23 Manage Local Providers 

3.2.23.1 Description 

Provides an interface to list Local Providers, create or update Local Providers and Activate or Deactivate Local Providers, and to search or validate HPI-I’s 
for Local Providers. 

3.2.23.2 Process Overview 
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3.2.23.3 Process Detail 

Activity / Decision Description Detail / Notes 

Prerequisites User logged in to the HIPS-UI 
Web application with 
appropriate security access. 

Valid security details are required to login. 

 User has selected a healthcare 
provider organisation (HPO) 
and facility. 

The controller will redirect to the Select HPO page if the 
session does not contain a HPO facility selection. 

Start User requests the ‘Local 
Providers’ page. 

Located under Healthcare Identifiers > Local Providers. 

Get Settings HIPS-UI Web loads 
configuration settings. 

No changes required to the current functionality. 

Get Local Providers 
List 

HIPS-UI Web displays local 
providers for all HPO facilities. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Gets a list of local providers from the ListLocalProviders 
method of the HIPS HpiiService web service  

Results are not cached. 

List Providers HIPS-Core returns a list of all 
providers. 

Represents the ListLocalProviders method of the 
HPIIService web service. 

Provider data to include the following information (as 
available): 

Local Provider Code 

Full Name 

HPI-I 

HPI-I Status 

Local Provider Status 

List of Local Provider Identifiers 

View Providers User receives a screen 
displaying the providers list for 
all hospitals. 

 

Implement server-side paging for large result sets.  

Add or Edit Provider User clicks the Add button to 
create a new provider or the 
Edit icon in the action column 
next to an existing Provider. 

A new page is displayed . 

Display Provider form HIPS-UI Web displays the Add 
or Edit Provider form. 

Refers to Action. 

If Add then loads an empty form. 

If Edit then loads the form with the details of the Provider 
selected retrieved from the Providers List. 

AHPRA or HPI-I 
Search 

User clicks the AHPRA or HPI-I 
Search button on the Add or 
Edit Provider page. 

The HPI-I Identifier Search page is loaded in a modal 
dialogue. This page is the same as the existing HPI-I 
Validation page in HIPS-UI. 
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Activity / Decision Description Detail / Notes 

Display the HPI-I 
Identifier Search 
form 

HIPS-UI Web displays the HPI-I 
Identifier Search form. 

Opens the HPI-I Identifier Search page in a modal 
dialogue. 

If the following fields have been entered into the Add 
Provider screen they should be passed through to the 
HPI-I Identifier Search page: 

HPI-I 

Family Name 

Given Name(s) 

HPI-I Identifier 
Search 

User clicks the Search by 
Identifier button. 

Submits the HPI-I Identifier Search form. 

HPI-I Identifier 
Search 

HIPS-UI Web invokes the HPI-I 
Web service, SearchByIdentifier 
method. 

Searches for the provider’s HPI-I using the 
SearchByIdentifier method of the HpiiService web service 
using: 

The current HPO facility (HPI-O) 

The Identifier search query. 

Results are not cached. 

HPI-I Identifier 
Search 

HIPS-Core returns Search Result 
message. 

Represents the HpiiIdentifierSearch method of the 
HpiiService web service. 

HpiiIdentifierSearch response data to include the 
following information (as available): 

Error details 

HPI-I 

HPI-I Identifier 
Search Response 

HIPS-UI Web receives the HPI-I 
SearchByIdentifier response 
and handles it. 

Receives the HpiiIdentifierSearch response.  

If the search was unsuccessful and the Provider’s HPI-I 
was not found, then display the response message. 

If the search was successful and the Provider’s HPI-I was 
found, then the modal dialogue should close and the 
HPI-I number should be returned to the Add or Edit 
Provider page. 

Demographic Search 
for HPI-I 

User clicks the Demographic 
Search button on the Add or 
Edit Provider page.  

The HPI-I Demographic Search page is loaded in a modal 
dialogue. This page is the same as the existing HPI-I 
Search page in HIPS-UI Web. 

Display the HPI-I 
Demographic Search 
form 

HIPS-UI Web displays the HPI-I 
Demographic Search form. 

Opens the HPI-I Demographic Search page in a modal 
dialogue. 

If the following fields have been entered into the Add 
Provider screen, they should be passed through to the 
HPI-I Validation page: 

Family Name 

Given Name(s) 

HPI-I Search User clicks the Search by 
Demographics button. 

Enters the required details and submits the HPI-I search 
form. 
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Activity / Decision Description Detail / Notes 

HPI-I Search HIPS-UI Web invokes the Core 
service, SearchByDemographics 
method. 

Searches for the provider’s HPI-I using the 
SearchByDemographics method of the HpiiService web 
service using: 

The current HPO facility (HPI-O) 

The Demographics search query. 

Results are not cached. 

HPI-I Search HIPS-Core returns Search Result 
message. 

Represents the HpiiDemographicsSearch method of the 
HpiiService web service. 

HpiiDemographicsSearch response data to include the 
following information (as available): 

Error details 

HPI-I 

HPI-I Search 
Response 

HIPS-UI Web receives the HPI-I 
web service’s 
SearchByDemographics 
response and handles it. 

Receives the HpiiDemographicsSearch response.  

If the search was unsuccessful and the Provider’s HPI-I 
was not found, then display the response message. 

If the search was successful and the Provider’s HPI-I was 
found, then the modal dialogue will close and the HPI-I 
number will be returned to the Add or Edit Provider page. 

Add or Edit Provider - 
Save 

User clicks on the Save button 
of the Add or Edit Provider 
form. 

User enters all of the details for the provider and clicks on 
the Save button. 

Add or Edit Provider - 
Save 

HIPS-UI Web validates the data 
and calls the appropriate web 
service methods from the 
HpiiService. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Validates: 

the Provider’s Family Name has been entered 

if a HPI-I has been entered it is in the correct format.  

Invokes a request to the AddEditLocalProvider method of 
the HpiiService web service using: 

The current HPO facility (Code, 
DefaultHospitalCodeSystem) 

Family Name 

Given Names 

Suffix 

Title 

HPI-I 

Local Provider Identifier 

Add or Edit Provider - 
Save 

HIPS-Core validates the request 
and returns a response. 

Represents the new AddEditLocalProvider method of the 
HpiiService web service. 

Checks if the Provider exists already if a Local Identifier 
has been passed through. 

If a Provider does not exist a new Provider will be 
created. 

If the Provider exists, then the existing Provider will be 
updated. 

Responds with a successful response type or an 
unsuccessful response type. 
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Activity / Decision Description Detail / Notes 

Add or Edit Provider 
– Save Response 

HIPS-UI Web receives the Add 
or Edit Provider response. 

Receives the AddEditLocalProvider response.  

Displays the successful response or unsuccessful response 
with any error messages. 

Add or Edit Provider 
– Save Response 

User will receive either a 
successful message or 
unsuccessful message and any 
error messages as part of the 
response. 

Notifies the user if the Save action was successful. 

If the Save action was unsuccessful a message stating 
such should be displayed and any detailed error 
messages. 

Link Provider User clicks on the Link Provider 
icon in the Action column of the 
View Providers List. 

The Link Provider icon will only be displayed if the 
Provider does not have a Local Identifier for the User’s 
selected HPO facility. 

 

Link Provider HIPS-UI Web displays a text box 
for the user to enter a Local 
Identifier. 

The user needs to enter the Local Identifier to link this 
Provider to their selected HPO facility. 

Invokes a request to the 
AddReplaceLocalProviderIdentifier method of the 
HpiiService web service using: 

Existing Local Provider Identifier 

The selected HPO facility (Code, 
DefaultHospitalCodeSystem) 

New Local Provider Identifier 

Link Provider HIPS-Core links the Provider 
and returns a response. 

Represents the new AddReplaceLocalProviderIdentifier 
method of the HpiiService web service. 

Checks if the Provider is already linked to the Hospital, if 
it does an error is returned. Otherwise add the new Local 
Identifier to the Provider for the selected Hospital. 

Responds with a successful response type or an 
unsuccessful response type. 

Link Provider - 
Response 

HIPS-UI Web will handle the 
AddReplaceLocalProviderIdentif
ier response. 

Receives the AddReplaceLocalProviderIdentifier 
response. 

If the Provider is linked successfully the View Providers 
List should refresh to display the Provider with the new 
Local Identifier. 

If an error was returned, then display the error message 
and details to the user. 

Deactivate/Activate 
Provider 

User clicks on the Deactivate or 
Activate Provider icon in the 
Action column of the View 
Providers List. 

The Deactivate icon is only displayed if the Provider has a 
Local Identifier set for the user’s selected hospital and the 
Local Provider is currently Active. If Deactivate Provider is 
clicked the user will need to enter a Deactivated Date and 
Time, this will default to the current date and time. 

The Activate icon is only displayed if the Providers has a 
Local Identifier set for the user’s selected hospital and the 
Local Provider is currently Inactive. 
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Activity / Decision Description Detail / Notes 

Deactivate/Activate 
Provider 

HIPS-UI Web invokes the 
DeactivateLocalProvider 
method of the HpiiService web 
service. 

Refers to loaded configuration settings to determine 
DefaultHospitalCodeSystem. 

Invokes a request to the DeactivateLocalProvider method 
of the HpiiService web service using: 

The Selected HPO facility (Code, 
DefaultHospitalCodeSystem) 

Local Provider Identifier 

Deactivated DateTime (set to null if Provider is to be re-
activated) 

Deactivate/Activate 
Provider 

HIPS-Core will either Activate or 
Deactivate the Provider based 
on the currents status and using 
the Local Provider Identifier. 

Represents the new DeactivateLocalProvider method of 
the HpiiService web service. 

Sets the deactivated date on the Provider, if a null date is 
sent as part of the request for Deactivated DateTime then 
the Provider is activated. 

This method Activates and Deactivates the Provider 
across all HPO facilities, not just the selected HPO facility. 

Responds with a successful response type or an 
unsuccessful response type. 

Deactivate/Activate 
Provider - Response 

HIPS-UI Web will handle the 
DeactivateLocalProvider 
response. 

Receives the DeactivateLocalProvider response. 

If the Provider activation or deactivation is successful, the 
View Providers List should refresh to display the Provider 
with the new Status and Actions. 

If an error was returned, then display the error message 
and details to the user. 

View Provider List User views the refreshed 
Providers List. 
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3.2.23.4 Web User Interfaces 

View Providers 
Lists all the Local Providers and allows the user to Add, Edit, Activate, or Deactivate. 

 

User can search on any of the 
column data to easily find the 
Provider they want. 

List details: 

• Name: always displayed 

• Local Identifier: only displays 
the Local Identifier for the 
User’s selected HPO facility, 
can be empty if the Provider 
is not yet linked to the User’s 
selected hospital. 

• HPI-I: can be empty. 

• Status: always displayed as 
Active or Inactive. 

• Actions: dependent on 
Provider Status and whether 
they are linked or not to 
User’s HPO facility. 

Page title is ‘Local Providers’ as list if for all 
providers not just the ones associated with the 
User’s HPO facility. 

Activate action icon: only displayed if 
the Provider is a Local Provider and has 
a status of Inactive 

Link action icon: only displayed if local 
identifier is empty for the User’s HPO 
facility. 

Edit action icon: only displayed if 
Provider is a Local Provider and has a 
Status of Active. 

Deactivate action icon: only displayed 
if Provider is a Local Provider and has a 
Status of Active. Once clicked the user 
should be prompted to enter a 
deactivation date and time, this should 
default to the current date and time 
but allow the user to change. 

Add button: Opens the Add or Edit 
Provider page with empty fields to 
allow the User to Add a new Local 
Provider. 

Alert icon: displayed when the Hpii 
Status returned is not ‘Active’. When 
user mouses over a tool tip should 
display stating the Hpii Status string 
value. 
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Add or Edit Provider 
Allows users to add a new local provider, edit an existing local provider, search and associate a local provider with a HPI-I. 

 

 

 

 

 

Page title is either ‘New’ or ‘Edit’, depending 
on user’s previous action,  ‘Provider for’ 
append user’s selected HPO facility  

Form details: 

• Title: drop down of 
configured Titles 

• Family Name: mandatory text 
box 

• Given Name(s): text box 

• Suffix: drop down of 
configured suffixes 

HPI-I: text box validated against HPI-I 
format. 

AHPRA or HPI-I search button: opens the 
HPI-I Identifier Search form in a modal 
dialog. 

Demographic Search button: opens the HPI-I 
Demographic Search form in a modal dialog. 

Save button: validates the form.  
If valid details are submitted to HpiiService 
AddEditLocalProvider.  
If invalid, validation messages should be 
displayed. 
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3.2.24 HPI-I Search 

The Provider Individual Search page allows users to find a Provider Individual. It initially presents a 
simplified selection of common search filters. The section is accessible in HPI-I Search which is 
located in Health Identifiers section. 

 

 

Any validation errors to be 

presented on page under the 

subtitle. 

Populated from Postal Delivery 

Types reference data. 

Populated from Unit Types 

reference data. 

Populated from Level Types 

reference data. Populated from Street Types 

reference data. 

Additional search criteria. 

Required: Either an 

Australian Address or 

International Address. 

Clicking “Search by 

Demographics” performs a 

search using the provided 

parameters and displays the 

results as per Search Results. 

Additional search criteria  

Required: Family Name, 

Sex, Date of Birth. 

Required when providing 

an Australian Address: 

Suburb, Postcode, State. 
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3.3 Embedded Pages 
The embedded pages allow for the HIPS-UI to be accessed directly from other systems where 
applicable. The following section describes the embedded pages links. In all the embedded pages, 
no main site header or footer will be displayed. 

The X-Frame-Options HTTP response header indicates whether or not a browser should be 
allowed to render a page in a <frame>, <iframe> or <object>. The use of X-Frame-Options is 
strongly recommended to mitigate the risk of clickjacking attacks, by ensuring that HIPS UI is not 
embedded into untrusted sites. The installation guide explains how to configure this header to 
enable embedding the HIPS UI within trusted sites. 

3.3.1 Adult Patient Registration 

The Adult Patient Registration page as described in Section 3.2.13 can be accessed directly using 
the URLs below. 

URL Description 

http://[WebSite]:[Port]/EmbeddedAssistedRegistratio
n/Hospitals/[Hospital Code]/Patients/[MRN]/Register 

 

This URL should be used when each facility has a 
separate MRN and the patient records are not 
linked between facilities. 

http://[WebSite]:[Port]/EmbeddedEnterpriseAssisted
Registration/Hospitals/[Hospital 
Code]/Patients/[MRN]/Register 

This URL should be used when multiple facilities use 
a single MRN for each patient across the enterprise. 

http://[WebSite]:[Port]/EmbeddedEnterpriseAssisted
Registration/Hospitals/[Hospital 
Code]/Patients/[MRN]/[StatePatientId]/Register 

 

This URL should be used when multiple facilities 
each create an MRN for each patient, but there is a 
single patient ID that links the MRNs across the 
enterprise. 

 

Where: 

[WebSite]:[Port] is the configured website address and port number for HIPS-UI. 

[Hospital Code] is a code identifying the healthcare facility where the patient is being registered. 

[MRN] is a local patient ID issued by the healthcare facility. 

[StatePatientId] is an enterprise-wide patient ID that links multiple facility MRN’s to one master 
patient record. 

3.3.2 Dependent Patient Registration 

The Dependent Patient Registration page as described in Section 3.2.14 can be accessed directly 
using the URLs below. 

URL Description 

http://[WebSite]:[Port]/EmbeddedAssistedRegistration/Hospitals/[Hos
pital Code]/Patients/[MRN]/RegisterDependent 

 

This URL should be used when 
each facility has a separate MRN 
and the patient records are not 
linked between facilities. 

http://[WebSite]:[Port]/EmbeddedEnterpriseAssistedRegistration/Hosp
itals/[Hospital Code]/Patients/[MRN]/RegisterDependent 

This URL should be used when 
multiple facilities use a single 
MRN for each patient across the 
enterprise. 
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URL Description 

http://[WebSite]:[Port]/EmbeddedEnterpriseAssistedRegistration/Hosp
itals/[Hospital 
Code]/Patients/[MRN]/[StatePatientId]/RegisterDependent 

 

This URL should be used when 
multiple facilities each create an 
MRN for each patient, but there 
is a single patient ID that links the 
MRNs across the enterprise. 

 

Where: 

[WebSite]:[Port] is the configured website address and port number for HIPS-UI. 

[Hospital Code] is a code identifying the healthcare facility where the patient is being registered. 

[MRN] is a local patient ID issued by the healthcare facility. 

[StatePatientId] is an enterprise-wide patient ID that links multiple facility MRN’s to one master 
patient record. 

3.3.3 Patient Summary 

The Patient Summary page as described in Section 3.2.3 can be accessed directly using the URLs 
below. 

URL Description 

http://[WebSite]:[Port]/EmbeddedPcehrView/Hospitals/[Hospital 
Code]/Patients/[MRN]/PatientSummary 

 

This URL should be used when each 
facility has a separate MRN and the 
patient records are not linked 
between facilities. 

http://[WebSite]:[Port]/EmbeddedEnterprisePcehrView/Hospitals/
[Hospital Code]/Patients/[MRN]/PatientSummary 

This URL should be used when 
multiple facilities use a single MRN for 
each patient across the enterprise. 

http://[WebSite]:[Port]/EmbeddedEnterprisePcehrView/Hospitals/
[Hospital Code]/Patients/[MRN]/[StatePatientId]/PatientSummary 

 

This URL should be used when 
multiple facilities each create an MRN 
for each patient, but there is a single 
patient ID that links the MRNs across 
the enterprise. 

 

Where: 

[WebSite]:[Port] is the configured website address and port number for HIPS-UI. 

[Hospital Code] is a code identifying the healthcare facility accessing the My Health Record. 

[MRN] is a local patient ID issued by the healthcare facility. 

[StatePatientId] is an enterprise-wide patient ID that links multiple facility MRN’s to one master 
patient record. 

3.3.4 Upload PDF Discharge Summary 

The Upload PDF Discharge Summary page as described in Section 3.2.22 can be access directly 
using the URLs below. 
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URL Description 

http://[WebSite]:[Port]/EmbeddedDocumentUpload/Hospit
als/[Hospital Code]/Patients/[MRN]/Episodes  

 

This URL should be used when each facility 
has a separate MRN and the patient records 
are not linked between facilities. 

This URL will display the View Episodes page 
for the given Patient as per section 0. 

http://[WebSite]:[Port]/EmbeddedDocumentUpload/Hospit
als/[Hospital Code]/Patients/[MRN]/Episodes/[Episode 
ID]/Upload  

This URL should be used when each facility 
has a separate MRN and the patient records 
are not linked between facilities. 

This URL will display the Upload or 
Supersede PDF page for the given Patient 
and Episode as per section 0. 

http://[WebSite]:[Port]/EmbeddedEnterpriseDocumentUplo
ad/Hospitals/[Hospital Code]/Patients/[MRN]/Episodes 

This URL should be used when multiple 
facilities use a single MRN for each patient 
across the enterprise. 

This URL will display the View Episodes page 
for the given Patient as per section 0. 

http://[WebSite]: 
[Port]/EmbeddedEnterpriseDocumentUpload/Hospitals/[Ho
spital Code]/Patients/[MRN]/Episodes/[Episode ID]/Upload 

This URL should be used when multiple 
facilities use a single MRN for each patient 
across the enterprise. 

This URL will display the Upload or 
Supersede PDF page for the given Patient 
and Episode as per section 0. 

http://[WebSite]: 
[Port]/EmbeddedEnterpriseDocumentUpload/Hospitals/[Ho
spital Code]/Patients/[MRN] /[StatePatientId]/Episodes  

This URL should be used when multiple 
facilities each create an MRN for each 
patient, but there is a single patient ID that 
links the MRNs across the enterprise. 

This URL will display the View Episodes page 
for the given Patient as per section 0. 

http://[WebSite]: 
[Port]/EmbeddedEnterpriseDocumentUpload/Hospitals/[Ho
spital Code]/Patients/[MRN] 
/[StatePatientId]/Episodes/{Episode ID]/Upload 

This URL should be used when multiple 
facilities each create an MRN for each 
patient, but there is a single patient ID that 
links the MRNs across the enterprise. 

This URL will display the Upload or 
Supersede PDF page for the given Patient 
and Episode as per section 0. 

 

Where: 

[WebSite]: [Port] is the configured website address and port number for HIPS-UI. 

[Hospital Code] is a code identifying the healthcare facility. 

[MRN] is a local patient ID issued by the healthcare facility. 

[StatePatientId] is an enterprise-wide patient ID that links multiple facility MRN’s to one master 
patient record. 

[EpisodeId] is the visit number for the episode of care for the patient in the facility. 
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3.4 Security Model 
Security is implemented using a combination of IIS Windows Security or JSON Web Tokens for 
authentication and the MVC Authorization package for authorisation.  

3.4.1 Active Directory Authentication 

When a user first navigates to the HIPS-UI Web site they will be presented with a log in page. 

 

The user has the options of logging in to the HIPS-UI Web by entering their Active Directory 
username and password and clicking Log in or by logging in with the user account that is currently 
logged onto the PC. 

The Windows Identity is then validated against Active Directory to determine if the user can be 
authenticated.  

If Active Directory authentication passes then the user groups are retrieved for authorisation, the 
user’s profile image (if available), and first name and surname from Active Directory. The user’s 
authorised healthcare facilities (hospitals) are retrieved from the HIPS-Core database. If only one 
facility is associated to the user, then the HIPS-UI Web banner is updated to display the facility 
logo and name. 
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If the user is authorised to access HIPS-UI on behalf of more than one facility then the HIPS-UI 
Web banner is updated to display the user’s name and profile image and a hyperlink for the user 
to click to select which facility they want to be associated with for the current session. If the UI is 
running in the embedded mode and if configured the user will simply see a ‘Log Out’ link at the 
top of the window as the banner and footer is hidden in the embedded pages. The Log Out link 
can be hidden from embedded pages via a configuration setting. 

 

 

 

If the user is not authorised to access on behalf of any facilities the user will be presented with the 
following message.  

 

The user will not be granted access to any of the HIPS-UI Web functions that require access on 
behalf of a facility, but will still be able to access any functions not requiring access on behalf of a 
facility. Should the user attempt to access a function requiring access on behalf of a facility, they 
will be redirected to a page displaying a message similar to that previously shown. 

Once authenticated the user has the option of logging out of the HIPS-UI Web application by 
clicking on the Log Out link in the banner. This will log the user out of the session and return them 
to the Log in screen.  

The HPO logo the user is 

associated with. 

The HPO name the user 

is associated with. 

User’s display name 

User’s profile image 

The user must select 
which facility to 

associate with. 
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If the HIPS-UI Web application is inactive for a configured number of minutes HIPS UI will display a 
session timeout warning allowing the user to continue or log out. If no action is taken, the user 
will be automatically logged out of the HIPS-UI Web application and will need to log back in to 
continue. 

If Active Directory authentication fails, the user is presented with a page indicating they are 
unauthenticated. 

 

 

3.4.2 JSON Web Token Authentication 

The JSON Web Token Authentication method allows a software vendor to integrate their clinical 
information system with HIPS-UI so that the CIS user identity is passed through to the HIPS-UI 
automatically. This mechanism avoids users needing to authenticate to HIPS-UI with an Active 
Directory account. 

When the user requests a patient’s My Health Record, the clinical information system issues a 
token to identify the user. The token is added to the URL for launching the Embedded View of the 
My Health Record. 

3.4.2.1 Token Payload 

A valid token payload consists of the following entries in a JSON dictionary: 

family_name Family name of the user. 

given_name Given name of the user. 

sub Subject: a unique identifier of the user. 

jti JWT ID: a unique identifier for the token. 

role Roles: A list of security permissions belonging to the user, equivalent to the Active 
Directory group names that control functional permissions and facility permissions. 

nbf Not Before: Unix timestamp before which the token should not be accepted. 

exp Expiry: Unix timestamp after which the token should not be accepted. 

iat Issued At: Unix timestamp for when the token was issued. 

iss Issuer: an identifier of the system that issued the token. 

aud Audience: an identifier of the system that the token is intended for. 

3.4.2.2 Token Signing 

The claims in the JWT are encoded as a JSON object that is used as the payload of a JSON Web 
Signature (JWS) structure. 
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The token must be signed with the RSA-SSA-PKCS version 1.5 algorithm, using the SHA-256 digest 
of the token payload and the RSA private key of an X.509 v3 certificate. 

The signed token is made of the following 3 parts in compact representation, which is the URL-
safe base-64 encoding of each part (see RFC 4648 section 5), joined with dots. 

Header The fixed JSON string: 

{"alg":"RS256","typ":"JWT"} 

The “RS256” represents the signature algorithm RSA-
SSA-PKCS-v1.5 using SHA-256. The “JWT” represents 
that the payload is a JSON Web Token. 

Payload The JWT token payload, for example: 

{ 

 "family_name": "Smith", 

 "given_name": "Sam", 

 "sub": "ssmith", 

 "jti": "216a93db-0a96-4e8a-9d42-
1086a5a67a4f", 

 "role": ["ViewMyHealthRecord", 

 "AssistedRegistration"], 

 "nbf": 1470814350, 

 "exp": 1470814360, 

 "iat": 1470814350, 

 "iss": "CIS", 

 "aud": "HIPS" 

} 

Signature The digital signature produced using the signature 
algorithm. 

3.4.2.3 Token Encryption 

The encoded JWS structure is used as the plaintext of a JSON Web Encryption (JWE) structure, 
enabling the claims to be digitally encrypted with a pre-shared encryption key.  

The token is encrypted with a direct pre-shared symmetric key, using AES-256-CBC with an HMAC-
SHA-512 authentication tag, to prove that the data is correctly decrypted. The shared secret key 
for this encryption method must be 512 bits (64 bytes). 

The encrypted token is made of the following 5 parts in Compact representation, which is the 
URL-safe Base64 encoding of each part, joined with dots. 

Protected Header The fixed JSON string: 

{"alg":"dir","enc":"A256CBC-HS512"} 

The “dir” represents that there is no key wrapping algorithm but rather 
a direct pre-shared symmetric key. The “A256CBC-HS512” represents 
that encryption is performed using AES-256-CBC with an HMAC-SHA-
512 authentication tag. 

Encrypted Key Empty because the key is pre-shared. 

Initialisation Vector 128 bits of random data from a random number generator. 

https://tools.ietf.org/html/rfc4648#section-5
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Protected Header The fixed JSON string: 

{"alg":"dir","enc":"A256CBC-HS512"} 

The “dir” represents that there is no key wrapping algorithm but rather 
a direct pre-shared symmetric key. The “A256CBC-HS512” represents 
that encryption is performed using AES-256-CBC with an HMAC-SHA-
512 authentication tag. 

Cipher Text The result of performing AES-256-CBC on the plaintext, where the 256-
bit encryption key is the second half of the 512-bit shared secret key. 

Authentication Tag The 256-bit first half of the HMAC-SHA-512 of the concatenation of 
AAD, IV, Ciphertext and AAD Length, where the 256-bit HMAC key is 
the first half of the 512-bit shared secret key. 

The Additional Authentication Data (AAD) is the URL-safe base-64 
representation of the Protected Header. 

The AAD Length is the length of the AAD in bits, represented as a 64-bit 
big endian integer. 

3.4.2.4 Authentication Endpoint 

The token authentication endpoint can be accessed using the URL below: 

http://[WebSite]:[Port]/Account/Token?Token=[Token]&ReturnUrl=[Return URL] 

Where: 

[WebSite]:[Port] is the configured website address and port number for HIPS-UI 

[Token] is the JSON Web Token after performing signing and encryption operations 

[Return URL] is the path of the Embedded View to be displayed if the token authentication 
succeeds. 

Any of the Embedded Pages described in section 3.3 of this guide may be used in the Return URL 
parameter. In order to view the My Health Record for a patient using the patient MRN, the Return 
URL will be of this form: 

/EmbeddedPcehrView/Hospitals/[Hospital Code]/Patients/[MRN]/PatientSummary 

Where: 

[Hospital Code] is a code identifying the healthcare facility where the patient is being registered. 

[MRN] is a local patient ID issued by the healthcare facility. 

[StatePatientId] is an enterprise-wide patient ID that links multiple facility MRN’s to one master 
patient record. 

3.4.2.5 Process 

The annotated image below shows the Token Authentication process. 
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3.4.3 Authorisation 

The MVC Authorization package enables security to be configured in a web.config configuration 
file on a per-controller or per-action basis, as well as additional policies such as ‘deny anonymous 
users’. The configuration is loaded statically – updates to the configuration require an AppPool 
restart as would typically occur when changing the web.config file. 

Typically, this configuration will specify an Active Directory group that executing users must be a 
member of in order to view the desired path. 

By default, HIPS-UI Web specifies an MVC Authorization package which requires users to not be 
anonymous. However, this policy is overridden on error pages to allow anonymous users to see a 
user-friendly error if appropriate. 

An additional feature of the MVC Authorization package is the inclusion of HTML Helpers that 
prevent rendering of Action Links (e.g. in the menu system) if the user has insufficient access. 

If the user is authenticated via Active Directory, but not a member of the Active Directory group 
required to access the intended functionality (fails authorisation check), the user is presented 
with a page indicating they require additional permissions.  
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3.4.4 Client-side caching of data 

To the extent possible, HIPS UI prevents client-side caching of data, by setting “no cache” headers 
to be respected by web browser clients. 

3.5 Session Timeout 
When a user is logged into the HIPS UI, regardless of the authentication method, the session 
times out after a period that defaults to 20 minutes but can be changed in HIPS configuration.  

3.5.1 Auto Forward to a Logout Screen 

HIPS UI will detect the duration since the last communication with the server and a timeout 
warning will be displayed after a given period of no communication with the server. For example, 
when a user is scrolling through a document, or switching tabs in a page, there is no 
communication with the server. The timeout warning is to inform the user that they will be logged 
out in a certain number of hours, minutes and seconds. If the number of hours is zero, the hours 
component will not be shown. If the number of hours and minutes are zero, then only the 
seconds component will be shown. 

The timeout warning allows the user to either continue the session or log out immediately. If 
continue is selected, the current session will be extended, whilst log out will end the current 
session and redirect the user to the appropriate logged out screen. In case no action is taken by 
the user, HIPS UI will automatically redirect the page to the appropriate logged out screen when 
the timer reaches zero. 

 

Users will see a friendly message that informs them of the need to log out if extending the current 
session is unsuccessful. This can happen if they click Continue on the session timeout warning 
after the session has already ended in another browser tab or window. 

Extend the current session. 
If successful, the user can 
continue browsing the 
current page or go to 
another page. 

End the current session and 
redirect the user to the 
appropriate logged out screen. 

Live countdown clock for 
session timeout. 
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Remark: The timeout warning is NOT shown when a user opens a Print Dialog, and while viewing 
attached PDFs and HTML pages within a clinical document. 

3.5.2 Forward to Different Logout Screen Depending on Entry Route 

HIPS UI will keep track of how the user is logged in. In HIPS UI standalone mode, a user can log in 
using a username and password or select the ‘Windows’ button which will use the currently 
logged in Windows account to attempt to log in to the HIPS UI. Otherwise, in Embedded mode, 
HIPS UI is launched from a CIS in patient context and optionally a JWT is passed to HIPS to bypass 
the login screen. 

If user is logged in via username & password or selecting the ‘Windows’ button, when the user 
logs out or the session times out, HIPS UI will redirect the user to the normal login page as in the 
image below, and the user will have two options to log back in HIPS UI. 

 

 

If the user is logged in via JWT, when the user logs out or the session times out, HIPS UI will 
redirect the user to a permanent logoff page with the text “You have been logged out.” This page 
will not provide any option for the user to log back in. 

Log in via username 
& password. Log in via 

currently logged in 
Windows account. 
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Acronyms 

Acronym Description 

AAD Additional Authentication Data 

AHPRA Australian Health Practitioner Regulation Agency 

B2B business-to-business 

CDA Clinical Document Architecture 

CIS clinical information system 

CSP contracted service provider 

DI diagnostic imaging 

DVA Department of Veterans' Affairs 

ESB Enterprise Service Bus 

HI Healthcare Identifier (IHI, HPI-I or HPI-O) 

HL7 Health Level Seven 

HMAC hash-based message authentication code 

HPI-I Healthcare Provider Identifier for Individual 

HPI-O Healthcare Provider Identifier for Organisation 

HPO Healthcare Provider Organisation 

IHI individual healthcare identifier 

IIS Internet Information Services 

JSON JavaScript Object Notation 

JWE JSON Web Encryption 

JWS JSON Web Signature 

JWT JSON Web Token  

LIS laboratory information system 

MRN Medical Record Number 

MVC Model-View-Controller  

PACC Provider Access Consent Codes 

PAS patient administration system 

PCEHR personally controlled electronic health (eHealth) record 

PDI pathology and diagnostic imaging 

RHP responsible healthcare provider 

RIS radiology information system 

RSA Rivest–Shamir–Adleman public-key cryptosystem. 

UI user interface 
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Acronym Description 

XML eXtensible Markup Language 
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Glossary 

Term Meaning 

Australian Health Practitioner 
Regulation Agency 

Assigns registration numbers to registered individual healthcare providers. 

business-to-business Describes a gateway between systems operated by different organisations. 

clinical information system Generates clinical documents. 

contracted service provider An organisation that can access the HI Service or the My Health Record system on 
behalf of an HPO. 

Enterprise Service Bus Integration hub for routing and transforming messages within and between 
healthcare facilities. 

individual healthcare identifier The national identifier for a subject of care. 

laboratory information system Generates pathology reports. 

Medical Record Number, Identified by the code “MR” in PID-3. Ideally one MRN is allocated by each health 
facility for each patient, though it is common to temporarily allocate a new MRN 
for new patients until their identity is confirmed. These temporary MRNs should 
be merged back to the original MRN for the patient using an A36 Merge MRN 
message. This number is stored in HospitalPatient.Mrn and is the primary 
identifier used to find the existing patient records in the HIPS database. 

personally controlled electronic 
health (eHealth) record 

This name has been replaced with My Health Record system (do not abbreviate 
this name).  

radiology information system Generates diagnostic imaging reports. 

 

 


