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1.

Introduction

1.1 Purpose

The eHISC Ul has the following key features to support non jurisdictional hospitals integrating with national
eHealth:

Data Integrity Management, providing a report that lists patients whose IHI was not found using
automated searches with the current demographic data from the PAS. The hospital staff may use
this report to identify patients whose demographic information may have been entered incorrectly
and confirm their legal name, sex, date of birth and Medicare card or DVA file numbers and make
corrections in the PAS.

Consent Management, providing a data-entry form to capture the withdrawal of consent to upload a
discharge summary to the PCEHR system. This information will be captured in the eHISC database
and eHISC will prevent the upload of the discharge summary if consent has been withdrawn.

Disclosure of PCEHR, providing a data-entry form to capture the disclosure of the existence of a
PCEHR record whose existence was not automatically flagged on admission to hospital due to the
restricted access settings applied to the record by the consumer.

Removal of Documents, providing a capability to select a clinical document that has been uploaded
to the PCEHR by the organisation using eHISC, record the reason why the document must be
removed from the PCEHR system, submit the request to eHISC to remove the document, and verify
that the document has been removed successfully.

Patient List, Provides a searchable list of patients with an advertised PCEHR who are currently
resident in hospital. Allows selection of a patient to view the documents and prescription dispense
view available through their PCEHR via the “Patient Summary” screen.

Patient Summary, Provides access to “Document List” and “Prescription Dispense View” as
components of the screen and to “Gain Access” separately.

Document List, Provides a searchable list of documents available through the selected patient’s
PCEHR. Allows selection of a document to view its contents via the “Document View” screen.

Document View, Accessed from the “Document List” or “Prescription Dispense View” component
when a document is selected. Provides a rendered view of the selected document’s contents.

Prescription Dispense View, Provides a combined view of the prescription and dispense history for
the selected patient available via the NPDR.

PCEHR Access Check & Gain Access, Checks the current access to the selected patient’s
PCEHR and if required enables the user to gain access to the selected patient's PCEHR (a) without
code; (b) with code; (c) emergency access. Purpose

This document will provide a detailed view of the design of eHISC-Ul Web and eHISC Core extensions to
enable the eHISC-UI Web product to support non jurisdictional hospitals integrating with national eHealth.
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1.2 Summary

The eHISC suite consists of the following products:

e eHISC-Core: A middleware and communications solution to enable a CIS (Clinical Information
System) and a PAS (Patient Administration System) to interact with the National eHealth Record
System. The solution can interface with an Enterprise Service Bus (ESB) to receive HL7 records
from the PAS systems for patient and episode information and IHI lookups, and CDA documents
from the clinical systems for upload to PCEHR. It can also be used as a broker to the PCEHR
without the need of an interface to an ESB for upload and retrieval of documents from the PCEHR.

e eHISC-UI: An extension of the core services provided by the eHISC-Core product, providing a web-
based user interface for fulfilling common interaction requirements with the PCEHR, including
features such as PCEHR Viewing (including Prescriptions), Level 1A Document Uploads (eHISC
Core can support all levels and types of document uploads), PCEHR Document Removal, PCEHR
Consent Withdrawal, Hidden PCEHR Disclosure, Assisted Registration, HPI-I Search and Data
Integrity.
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2. Architectural Detail

2.1 Component Model & Navigation

2.1.1 Home
The “Home” screen is the entry point into the eHISC-Ul Web product. It provides a “PCEHR View” menu item to access the PCEHR Web Viewer feature.

“PCEHR View” menu
displays “Patient List”
screen.

. > ’ #
Public version number. = ey o oy Z = e Bl 0‘
Tooltip displays internal | | e 1 It 3 ChamOﬂlX (" Controlled eHealth W

ITCONSULTING eHealth Record System

version number.

Internal Version: 1.0.0.2

n 1.0.0

Home Assisted Registration « HPI-| Search ~ PCEHR View ~

Available menus
(features) are
controlled by security
configuration.

Assisted Registration HPI-l Search PCEHR View ’
« Current Patients « HPI-| Validation « Current Patients The Personally 1”
« New Applicant « Demographics Search

« New Dependant
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2.1.2

Patient List

The annotated image below illustrates the functional design for the “Patient List” screen accessed via the “PCEHR Web Viewer” menu item on the “Home” screen.

Title to be “Hospitals” if
no hospital is selected,
or “Patients at <Hospital
Name>" when a hospital
is selected.

Results to display:
Name, Date of Birth,
Location (Ward,
Room, Bed), MRN,
IHI.

Sorting of results (asc
/ desc). Default sort:
Name, Date of Birth.

Results contain
patients who have an
advertised PCEHR and
are currently resident
in hospital.

Results do not
contain patients with
any current alerts.

Patients at Royal Chamonix Hospital

Hospital *

Royal Chamonix Hospital

Q search

Name

N, ALEXANDER

IBBS, GEORGE

HOBBS, LUDWIG PHILIP

L IONES LILY MAY

Definition of “current” to
allow for configurable
window of discharge - eg
not discharged, or
discharged within x days
of current date.

LAM, BE D

Showing 1 to 6 of 6 entries

Summary of
matching
results.

Date of Birth

/052009

16/01/1928

20/03/1990

26/04/1995

30/08/1990

13011972

Date of Birth

4 Location

AGI

AG:B3

AG:B2

W1 B3

Wa:B2

W5 B4

Location

Display format for IHI:
nnnnN NNNN NNNN nNNn

MRN
TEST-CCA_13
TEST-PCEHR_22
TEST-PCEHR_23
RENDERING

TEST-PCEHR_24

TEST-IHI_4

MRN

IHI

8003 6034 5679 9228

8003 6043 7063 1431

8003 6067 9186 4386

8003 6083 3334 5684

8003 6067 8912 9891

8003 6081 6670 3479

IHI

Filter to select location
(hospital).

Filtering based on partial
match of contents of any
text-based column in
results.

“View Patient Summary”
button displays “Patient
Summary” screen for
selected patient.

Paging of results.
Page size: 10.
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2.1.3 PCEHR Access Check & Gain Access

The “PCEHR Access Check & Gain Access” capability enforces only appropriately authorised access to
patient information available within the PCEHR. It does this by providing two key components:

e The “PCEHR Access Check” is used to protect any patient-centric function or capability where
interaction with the PCEHR for that patient is required. It ensures that a check is made for the
current status of access for the current HPI-O (via the selected hospital), and takes steps to prevent
a user at that HPI-O from accessing information in a patient's PCEHR without appropriate access if
required.

e The “Gain Access” screen supports a user explicitly requesting access to a patient's PCEHR, either
through the “with code” or “emergency” gain access functions supported by the PCEHR.
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The diagram below illustrates the logical activities required to support the PCEHR Access Check & Gain

Access capability:

H'econditio%

Patient-centric
function selected

AccessGranted

Check Access
Satus

Unknown, Without Code

Gain access
(without code)

Yes

=

Nih Code—y

“Gain Access”

Secify Access
Code

Gain access
(with code)

E’nergenC\l

isplay & acknowledg
conditions

eJ

Gain access
(emergency)

N

Perform selected
function
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The key activities and decisions are:

Activity / Decision

Description

Notes

Check Access Status

Checks the status of access for the
current HPI-O (via the selected hospital)
to a patient’'s PCEHR.

Via eHISC-Core service
PCEHRService.lsPcehrAdvertised

Access Status =
“Access Granted”

The HPI-O already has access to the
patient’'s PCEHR, so proceed directly to
the originally selected patient-centric
function.

Access Status =
“Unknown” or
“Without Code”

The access status is either unknown or
the HPI-O does not already have access
to the patient's PCEHR, but the PCEHR
has indicated that access can be gained
without code.

In either case, attempt to gain access
without code.

Gain access (without
code)

Automatically gain access to the
patient’'s PCEHR without a code.

Via eHISC-Core service
PCEHRService.GainAccessWithoutCod
e

Success

For gain access (without code).

In the case of success, proceed to the
originally selected patient-centric
function.

In the case of failure, redirect to the
“Gain Access” container to attempt to
explicitly gain access through another
access mechanism.

Access Status =
“With Code”

The HPI-O does not already have
access to the patient's PCEHR, but the
PCEHR has indicated that access can
be gained with a code if required.

“Gain Access”

Logical container that is executed as
part of the overall “PCEHR Access
Check” when the patient’s access status
is “With Code”, when access cannot be
obtained automatically, or when a user
explicitly navigates to the “Gain Access”
screen.

Select Access Type

Provides options for gaining access to
the patient’s PCEHR using “with code”
or “emergency’.

Access Type = “With
Code”

The user chooses to enter an access
code provided by the patient to gain
access to their PCEHR.

Must conform to “CIS Connecting to the
PCEHR System” conformance
requirement 019048 “Ability to submit
provider access consent codes (PACC
or PACCX)”

Specify Access Code

The user enters the access code
provided by the patient.
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Gain access (with
code)

Gain access to the patient's PCEHR
using the access code provided by the
patient.

Via the eHISC-Core service
PCEHRService.GainAccessWithCode

access (emergency).

In the case of success, proceed to the
originally selected patient-centric
function.

In the case of failure, notify the user of
the failure condition then redirect to the
start of the “Gain Access” container to

allow retry.

Access Type = The user chooses to request emergency | Must conform to “CIS Connecting to the

“‘Emergency” access to the patient’'s PCEHR. PCEHR System” conformance
requirement 019116 “Conditions of
emergency access”

Display & Display the conditions specified as part

acknowledge of conformance requirement 019116

conditions and ensure they are acknowledged by

the user.

Gain access Gain emergency access to the patient's | Via the eHISC-Core service

(emergency) PCEHR. PCEHRService.GainAccessEmergency

Success For gain access (with code) or gain

3 February 2015
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The annotated image below illustrates the functional design for the “Gain Access” screen accessed via the “PCEHR Access Check” function or the “Gain Access”
button on the “Patient Summary” screen for a selected patient.

Ability to navigate back to
“Patient List” or “Patient

Q, Patients at Royal Chamonix Hospital / & Patient Summary for LAM, BERNARD
Summary” screens

<Patient Name>".

Title to be “Gain Access for %i Gain Access for LAM, BERNARD

Display reason for being
redirected (if relevant).

Section for gaining access

_ i Display error
“with code”. Supports © A code is required to access the patient's PCEHR. information (not
“CIS Connecting to the shown)
PCEHR System” .
conformance requirement
019048. Access Code
Individuals may set a Record Access Code (RAC) or Limited Document Access Code (LDAC) on their eHealth Record's restricted
Explanatory text. settings screen

“Submit Code” button

) ) If your patient has given you an eHealth Record access code, please enter it here: attempts to gain access
Field for entering access “with code” using the
code. r— Submit Code access code specified.

Section for gaining
“emergency” access.

Required conditions.
Supports “CIS
Connecting to the PCEHR
System” conformance
requirement 019116.

Emergency Access

By selecting the Emergency Access option, you are declaring that access to this eHealth Record is necessary to lessen or prevent
a serious threat to an individual's life, health or safety or to public health or public safety and your patient's consent cannot be
obtained. This will override any access controls set by the individual and will permit access to all active documents for five days.
Your Emergency Access will be recorded on the eHealth Record's audit log and the individual may be notified.

% | understand and require emergency access to this eHealth record

"I understand...” button
acknowledges conditions
and attempts to gain
“emergency” access.

Upon successfully gaining access, automatically
redirect to originally selected function or screen.
Upon failure, redisplay screen including error
information.
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2.1.4 Patient Summary

The annotated image below illustrates the functional design for the “Patient Summary” screen accessed via the “View Patient Summary” button on the “Patient List”
screen for a selected patient.

Abllle to r.1aV|gate back to patients at Royal Chamonix Hospital Galr.1 Access butt?‘n .
“Patient List”. provides access to “Gain

Access” screen for
selected patient.

Ik
2

ain ACcess

Title to be “Patient Summary

for <Patient Name>". “Print” button (not shown)

displays separate window

Discharge Summary ) Shared Health Summary ) Prescription & Dispense View &) containing a printable view.
Only available when the

“Prescription & Dispense
View” tab is selected.

F L Patient Summary for DUNCAN, ALEXANDER

Tabs or menus group each
document type (and count of
documents of that type)
available through the patient’s

PCEHR (asc alpha sort).

Selecting an item displays pe to search

documents of that document

type. Refer to the “Document Service Start Service End Creation v Organisation Author Actions

List” component.

In addition, the “Prescription & 17/05/2013 29/05/2013 14/06/2013 DHSITESTORGD6G Paul, McKee u

Dispense View” item provides

access to the Prescription 17/05/2013 29/05/2013 14/06/2013 DHSITESTORGDSG Paul, McKee u

Dispense View. Refer to the

“Prescription Dispense View" 17/05/2013 29/05/2013 14/06/2013 DHSITESTORGDY McKee, Paul & |

component.
17/05/2013 29/05/2013 14/06/2013 DHSITESTORGDS McKee, Paul u
15/05/2014 02/06/2014 24/05/2013 DHSITESTORGDS Simon, Biber u
31/07/2012 08/08/2012 21/09/2012 DHS5670 Massey, Gordon u
31/07/2012 08/08/2012 20/09/2012 DHSITESTORGDS Biber, Simon u
31/07/2012 08/08/2012 20/09/2012 DHS5670 Biber, Simon u
Service Start Service End Creation Organisation Author Actions

Showing 1 to 8 of & entries First
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2.1.5 Document List

The annotated image below illustrates the functional design for the “Document List” component of the “Patient Summary” screen for a selected patient.

Results to display:

< Filtering based on partial
match of contents of any

Creation Daic) Q, search = Type to search
Organisation, Author. For text-based column in
gilssgi/rgServliJ:;n;?gt asl(sgnd Service Start Service End Creation y Organisation Author Actions results.
Date.
17/05/2013 14/06/2013 DHSITESTORGDG Paul, McKee u “View Document” button
. displays “Document View”
Sorting of results (asc /
sse). SRl sa 17/05/2013 29/05/2013 14/06/2013 DHSITESTORGDG Paul, McKee u/\‘/ screen for selected
Creation Date desc. document.
17/05/2013 25/05/2013 14/06/2013 DHSITESTORGDS McKee, Paul u
Results exclude
Dispense & e- 17/05/2013 29/05/2013 14/06/2013 DHSITESTORGDS McKee, Paul u
Prescription
documents. 15/05/2014 02/06/2014 24/05/2013 DHSITESTORGDS Simon, Biber u
31/07/2012 08/08/2012 21/09/2012 DHS2670 Massey, Gordon u
31/07/2012 08/08/2012 20/09/2012 DHSITESTORGDS Biber, Simon u
31/07/2012 08/08/2012 20/09/2012 DHS5670 Biber, Simon u
Summary of
matching Service Start Service End Creation Organisation Author Actions
results. Paging of results
Page size: 10.
Showing 1 to 8 of 8 entries First Previous - Next Last
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2.1.6 Prescription Dispense View

The annotated image below illustrates the functional design for the “Prescription Dispense View” component of the “Patient Summary” screen for a specific patient.

“From” date defaults to 24
months ago. “To” date
defaults to today.

Require “From” and
“To” dates to be
selected then click
View to retrieve the

view for the specified
Aatac

Date selection allows
dd/mm/yyyy text entry, or
selection from a Date Picker
control. Date Picker control
allows the user to pick a
year (navigating by decade)
then a month and day.

From 02/06/2013 =

“« 2010-2019

jraphichMis 2010 2011 2012 B][Differe

JAKE F BERMAN

= To*

m Group By PBS item Code :J

Presjcription and Dispense View
by PBS Item fode 3-Feb-2010 To 6-Dec-2013

DoB 8-Jun-1962 (51y) SEX Male IHI 8003 6080 0000 2519

ifl'.f. Item Code
2845R
3-Nov-2012 Prescnbed PERINDOPRI th INDAPAMIDE HEMIHYDRATE — COVERSYL PLUS 5MG/1.25MG —
Smg/1.25mg e tablet dailly — Supply 30 — Dispense onginal and 4 repeats
Dispensed PERINDOPR th INDAPAMIDE HEMIHYDRATE — COVERSYL PLUS 5MG/1,25MG -
SmQ/1.25mg @ tablet dailly — Supply 30 — Onginal dispense
) ) [ ]
Patient Author
¢ JAKE F BERMAN PCEHR
Male

8-Jun-1962 (51y)
8003 6080 00
No Fixed Addr

Display date & time
document was
downloaded from
PCEHR (not shown).

Clinical Document Details

PCEHR Prescription and Dispense View

Drop-down selector
refreshes the document
to group by different
field properties
supported by NEHTA
XSLT. These fields are
“Prescription”
(Default), “Generic
Name”, “PBS Item
Code”, and “Brand
Name”

Display warnings (if
any) returned from

Display
prescription and
dispense view
contents as
HTML generated
from XML source
using provided
NEHTA XSLT &
CSS.
~—_
Clicking header rows
expands and contract
nested detail rows.

+ 6 Dec 2013 15:11+1100
Not Provided

2.25.28901529694678024567933857
149173559973
1

Document links redirect
the browser to view the
requested document
(require rewriting from
NFHTA <cniirce)

View is printable, refer to
“Print” button on “Patient
Summary” screen.

Ensure nested
displayed view does
not show any
scrollbars (horizontal
or vertical).
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2.1.7 Document View

The annotated image below illustrates the functional design for the “Document View” screen accessed via the “View Document” button in the “Document List”

component for a selected document, or from the “document” link on the “Prescription Dispense View” component.

Display as modal “pop-up”

when a document is I Discharge Summary for DUNCAN, ALEXANDER

selected.

Title to be “<Document Class>

for <Patient Name>". © Downloaded from the PCEHR System on 4-Feb-2014 9:58+10:30

Display document
contents as HTML . .
generated from Discharge Summary (Interim v0.3)

XML source using 29 May 2013

provided NEHTA ALEXANDER DUNCAN  DoB 5 May 2009 (32y SEX Male IHI 8003 6034 5679 9528
XSLT & CSS.

[ART OF DOCUMENT

MRN TEST-

“Close” button closes modal
pop-up.

“Print” button displays
separate window containing
a printable view of the
document.

“Share” button provides
URL for “Document View”.

p
Queenslard/Health 7
Author ee (Health Professionals nfd) ~a Department of Heatth and Human Services
Phone Tasmania
Discharge Exflove Hee pessliies
To
Event
Details of stay \
Display date & time Display warnings associated with
document was document if returned from
downloaded from PCEHR (not shown).
PCEHR. For demographic mismatch

warnings, format as (example):
"This document and the local
patient record have a Different
Sex and Different DOB and
Different Family Name".

Display embedded
images.

Link to
included

attachments
(not shown).
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Module - Web UI

2.1.8 Current Patient List

The annotated image below illustrates the functional design for the “Current Patients” screen accessed via the “Assisted Registration” menu item on the “Home”

screen.

Title to be “Patients
without a PCEHR".

Sorting of results
(ascending and

sort: Name

descending). Default

Results to display:

Location (Ward :
Room : Bed), IHI
(groups of 4 digits)

Name, Date of Birth,

Hospital

Royal Chamonix Hospital

Q search

L]

Name
BARR, Augustus

BATES, Layla

Results contain

patients who have an
active verified IHI but
do not have a PCEHR.

>BLACK‘»"JELL. Heather

COOK, Cilly
HAMPTON, Rick

HARDY, Lindsay

HINTQN, Glynn
MONTGOMERY', Alex
PARKER, Winola

Name

Showing 1 to 9 of 9 enfries

%O. Patients without a PCEHR

Date of Birth Location

18/04/1998 TestWard2::
13/02/1968 TestWard1:
19/05/1998 TestWard1::
26/02/1997 TestWard1:
21/M12/1963 TestWard1::
27/02/1994 TestWard2::
21/04/1993 TestWardz::
14/04/2006 TestWard1
18/10/2004 W1:R3:B4

Date of Birth Location

IHI

8003 6085 0004 3112

8003 8085 0004 2858

8003 6083 3337 6531

8003 6083 3337 6366

8003 8083 3337 6309

8003 8086 6670 8979

8003 6081 6670 8636

8003 6083 3337 6739

8003 8045 6877 7139

IHI

%]
%)
(D

Actions

Filter to select hospital
facility.

Filtering based on partial
match of contents of any
text-based column in
results.

“Register” button
displays “Adult Patient
Registration” screen for
selected patient.

“Register as Dependant”
button displays
“Dependant Patient
Registration” screen for
selected patient.

Paging of
results. Page

3 February 2015
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2.1.9 Adult Patient Registration

The annotated image below illustrates the functional design for the “Adult Patient Registration” screen accessed via the “Register” button on the “Current Patients”

screen for a selected patient.

Display the name of the
currently selected

Displays the selected
patient’s details:

Name, sex, date of birth,
Medicare card number or
DVA File Number.

.

Allows selection of
which information will
be accessible in the
PCEHR.

Allows selection of the
identity verification method
used.

.

Title to be “"PCEHR Assisted ) . B
Registration”. ? & PCEHR Assisted Registration

Registering Hospital
Hospital

Flinders Medical Centre

Applicant's Details

Family Name * Medicare Card Number
BATES 2950724051
Given Name * Is the individual of Aboriginal or Torres Strait Islander origin? * Allow selection of the indigenous
status of the patient.
Layla O No
Sex ) Yes, Aboriginal
O Yes, Torres Strait Islander
Female
) Yes, Aboriginal and Torres Strait Islander
Date of Birth * ) Not Stated
13/02/1968

Accessing Medicare Information via PCEHR (Optional)

Medicare information will not be accessible via the PCEHR, OR, only the following types of Medicare information which the
UNLESS the Individual chooses the foliowing: Individual nominates will be accessible via the PCEHR:
[C] All Medicare Information will be available [[] Medicare Benefits Schedule (MBS)

[ AND details of any past claims for Medicare Benefits
[C] Pharmaceutical Benefits Scheme (PBS)

[ AND details of any past claims for Pharmaceutical
[[] Australian Organ Donor Register (AODR)
[ Australian Childhood Immunisation Register (ACIR)

Application Form and Assertions
Identity Verification Method *

Please Selecl.. ﬂ
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Identity Verification Code Delivery

To access the individual's eHealth record online, the individual will need an Identity Verification Code (IVC). No IVC will be issued during
registration UNLESS the individual chooses QNE of the following options to select their preferred method for receiving the IVC. The
userfoperator is responsible for ensuring the accuracy of IVC delivery address submitied via the application.

Allows the entry of the IVC
code delivery method for i) Display the IVC
the patient. '

' Send the VC by SMS to: | Mobile Number

' Send the IVC by Email to: | Email Address

' Do not retrieve the IVC

ZZ;ZT}.ZT?S and [0 The individual declares that the information in this application is correct and any supporting evidence submitted by the individual is
correct. The individual consents to records containing their health information being uploaded to the eHealth record system by
registered healthcare provider organisations involved in the individual's care, subject to any express advice the individual gives to their
healthcare providers not to upload a particular record, a specified class of records, or any records.

Send the PCEHR . .
registration to eHISC for Submit Application

processing.

Collecti f th :
pgtiZEtl’Znazcepteance L Apply tO ReQISter
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2.1.10 Dependant Patient Registration

The annotated image below illustrates the functional design for the “Dependant Patient Registration” screen accessed via the “Register as Dependant” button on the
“Current Patients” screen for a selected patient.

Title to be "PCEHR Assisted
Registration (Dependant)”.

& PCEHR Assisted Registration (Dependant)

Registering Hospital
Display the name of the

currently selected Hospital

Royal Chamonix Hospital

Applicant's Details

Display the selected Family Name * Medicare Card Number

patient’s details: BARR 2950736481

Name, sex, date of birth, Given Name * Is the individual of Aboriginal or Torres Strait Islander Allow selection °_f the indigenous
Medicare card number. Augustus origin? * status of the patient.

Sex No
Male ‘Yes, Aboriginal

Yes, Torres Strait Islander
Date of Birth *

Yes, Aboriginal and Torres Strait Islander
18/04/1098

Mot Stated

Parent or Legal Guardian Representative
Family Name * N - Allow e_:ntry of the )
Individual ldentifier = authorised representative’s
Medicare card number and
Medicare Card Number IRN. The Medicare card
Given Name * number must be the same
as the dependant’s.

Allow entry of the
authorised
representative’s family
name, given name, sex
and date of birth. The
representative must be at
least 14 years older than
the dependant.

Sex*

Please Select v

Date of Birth *

]
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Accessing Medicare Information via PCEHR (Optional)

A'r"‘_"’:] S_E'feCt'O” @ " Medicare information will not be accessible via the PCEHR, OR. only the following types of Medicare information which the
Utlalfen il B UNLESS the individual chooses the following: individual nominates will be accessible via the PCEHR:

be accessible in the

IEE7 [RESAIR [ All Medicare Information will be available [J Medicare Benefits Schedule (MBS)

AND details of any past claims for Medicare Benefits
[} Pharmaceutical Benefits Scheme (PBES)

AND details of any past claims for Pharmaceutical
[ Awstralian Organ Donor Register (AODR)
[ Awstralian Childhood Immunisation Register (ACIR)

Application Form and Assertions

Identity Verification Method *

Allow selection of the
identity verification

Please Select v
method used.

Identity Verification Code Delivery

To access the dependant's eHealth record online, the authorised representative will need an Identity Verification Code (IVC). Mo IVC will be
issued during registration UNLESS the authorised representative chooses ONE of the following options to select their preferred method for
receiving the IVC. The userfoperator is responsible for ensuring the accuracy of IVC delivery address submitted via the application.

Allow the entry of a
delivery method for an IVC
that the authorised
representative can use to
access the dependant’s
PCEHR online.

Display the IVC
Send the IWVC by SMS to: | Mobile Number

Send the WVC by Email to: | Email Address

Do not retrieve the VC

Collect the authorised
representative’s declaration
of parental responsibility and
consent for the dependant’s
health information to be
uploaded to the PCEHR.

Apply to Register

| The authorised representative declares that the information in this application is correct and any supporting evidence submitted by the
authorised representative is correct.

The authorised representative declares that they have parental responsibility for the dependant and would like the System Operator to
use the fact that they both appear on the same Medicare card as evidence of this relationship.

Send the PCEHR

The authorised representative consents to records containing the dependant's health information being uploaded to the eHealth record
registration to eHISC for

system by registered healthcare provider organisations involved in the dependant's care, subject to any express advice the dependant

/NN 1

processing. or their authorised representatives give to their healthcare providers not to upload a particular record, a specified class of records, or
any records.
Submit Application
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2.1.11 New Applicant Registration

The annotated image below illustrates the functional design for the “New Applicant” screen accessed via the “New Applicant” button on the “Home” screen. This
screen is based on the “Adult Patient Registration” screen with additional fields as required.

Title to be “"PCEHR Assisted
Registration”.

Allows selection of the
hospital where the person
is being registered.

Collection of the person’s
details: Name, Sex, Date of
Birth, Medicare Number with
IRN or DVA file number.

Allow selection of the
indigenous status of the
person.

Allow selection of
which information will
be accessible in the
new PCEHR.

& PCEHR Assisted Registration

Registering Hospital
Hospital *

Please Select

Applicant's Details
Family Name *

Given Name *

sex ™

Please Select. 1]

Date of Birth *

Is the individual of Aboriginal or Torres Strait Islander origin? *

) No

(2 Yes, Aboriginal

(O Yes, Torres Strait Islander

( Yes, Aboriginal and Torres Strait Islander
) Not Stated

%

Individual Identifier ~

Medicare Card Number

DVA File Number

Accessing Medicare Information via PCEHR (Optional)

Medicare information will not be accessible via the PCEHR,
UNLESS the individual chooses the following

[[] All Medicare Information will be available

OR, only the following types of Medicare information which the
individual nominates will be accessible via the PCEHR.

[} Medicare Benefits Schedule (MBS)

[J] AND details of any past claims for Medicare Benefits
[ Pharmaceutical Benefits Scheme (PBS)

[J AND details of any past claims for Pharmaceutical
[ Australian Organ Donor Register (ACDR)
[ Australian Childhood Immunisation Register (ACIR)
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Application Form and Assertions

Allows selection of the Identity Verification Method *
identity verification method
UESE Please Select... v

|dentity Verification Code Delivery

To access the individual's eHealth record onling, the individual will need an Identity Verification Code (IVC). No VC will be issued during
registration UNLESS the individual chooses ONE of the following options to select their preferred method for receiving the WC. The
userfoperator is responsible for ensuring the accuracy of IWVC delivery address submitted via the application.

Allows the entry of the IVC
code delivery method for
the person.

Display the IVC

Send the IVC by SMS to: | Mobile Number
“ Send the IWVC by Email to: | Email Address

Do not retrieve the VC

Collection of the person’s
acceptance of the terms
and conditions and

consent for their health Apply tO Reg |Ster

information to be
uploaded to the PCEHR. [ The individual declares that the information in this application is correct and any supporting evidence submitted by the individual is

correct. The individual consents to records containing their health information being uploaded to the eHealth record system by
registered healthcare provider organisations involved in the individual's care, subject to any express advice the individual gives to their
healthcare providers not to upload a particular record, a specified class of records, or any records.

Send the PCEHR . . .
registration to eHISC for Submit Application

processing.
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2.1.12 New Dependant Registration

The annotated image below illustrates the functional design for the “New Dependant Registration” screen accessed via the “New Dependant” button on the “Home”

screen.
Title to be *PCEHR Assisted & PCEHR Assisted Registration (Dependant)
Registration (Dependant)”.
Registering Hospital
Hospital *
Allows selection of the
hospital where the person Please Select v
is being registered.
Applicant's Details
Family Name * i1 i
Individual Identifier *
Collection of the dependant’s Medicare Card Number
details: Family Name, Given Given Name *
Name, Sex and Date of Birth.
Sex*
Please Select... v
Date of Birth * Allow entry of the
- dependant’s Medicare card
= number and IRN. The
Medicare card number
Is the individual of Aboriginal or Torres Strait Islander must be the same as the
- . origin? * authorised
Allow selection of the indigenous
status of the dependant. No
Yes, Aboriginal
Yes, Torres Strait Islander
Yes, Aboriginal and Torres Strait Islander
Not Stated
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Parent or Legal Guardian Representative

Allow entry of the Family Name * o T
authorised representative’s Individual Identifier *
family name, given name, Family Name
sex and date of birth. The i
representative must be at . Medicare Card Number
least 14 years older than Given Name *
the dependant. - -

=iven Name

Sex ™
Please Select... v

Allow entry of the authorised

D . . representative’s Medicare
ate of Birth card number and IRN. The

Medicare card number must

B be the same as the
dependant’s.
Accessing Medicare Information via PCEHR (Optional)
Medicare information will not be accessible via the PCEHR, OR, only the following types of Medicare information which the
Allow selection of UNLESS the individual chooses the following: individual nominates will be accessible via the PCEHR:
which information will
be accessible in the 1 All Medicare Information will be available ] Medicare Benefits Schedule (MBS)
new PCEHR.

AND details of any past claims for Medicare Benefits
[l Pharmaceutical Benefits Scheme (PBS)

AND details of any past claims for Pharmaceutical
[J Awustralian Organ Donor Register (AODR)
[ Awustralian Childhood Immunisation Register (ACIR)

Allow selection of the Application Form and Assertions
identity verification
method used. ldentity Verification Method *

Please Select...

3 February 2015 Approved for external use
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Allow the entry of a
delivery method for an IVC
that the authorised
representative can use to
access the dependant’s
PCEHR online.

Collect the authorised
representative’s declaration
of parental responsibility and
consent for the dependant’s
health information to be
uploaded to the PCEHR.

Send the PCEHR
registration to eHISCfor
processing.

Identity Verification Code Delivery

To access the dependant's eHealth record online, the authorised representative will need an Identity Verification Code (IVC). No IVC will be
issued during registration UNLESS the authorised representative chooses ONE of the following options to select their preferred method for
receiving the IVC. The user/operator is responsible for ensuring the accuracy of VC delivery address submitted via the application.

Display the VC
' Send the IVC by SMS to: | Mobile Number

' Send the WC by Email to: | Email Address

Do not retrieve the IVC

Apply to Register

[ The authorised representative declares that the information in this application is correct and any supporting evidence submitted by the
authorised representative is correct.

The authorised representative declares that they have parental responsibility for the dependant and would like the System Operator to
use the fact that they both appear on the same Medicare card as evidence of this relationship.

The authorised representative consents to records containing the dependant's health information being uploaded to the eHealth record
system by registered healthcare provider organisations involved in the dependant's care, subject to any express advice the dependant
or their authorised representatives give to their healthcare providers not to upload a particular record, a specified class of records, or
any records.

Submit Application
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2.1.13 Registration Response

For a successful response the “Registration Response” screen will display.

& PCEHR Assisted Registration

ronetrg o of successiul &PCEHR Registration Successful

The PCEHR Assisted Registration was successful. IVC code for the

patient if requested to

Your IVC code is PnfQ83D and it expires on 16/01/2014 be displayed.

For an unsuccessful registration an error message will display:

- Medicare Number must be a valid Medicare Card Number.

Displays the reason for the
unsuccessful registration.
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2.1.14 Patients Without IHI

2.1.14.1 Description

‘Patients Without IHI’ is a data integrity function allowing users to list patients who are unexpectedly missing
an IHI and currently an inpatient at, or recently discharged from, a selected hospital. A report of these
patients can subsequently be generated for manual investigation.

2.1.14.2 Process Overview

Patients Without IHI - Process Overview
View
_ Patients Patients
View Without Without IHI
—> Hospitals —> IHI Report
-
b Start
=) v v
Select Open

Hospital Report
= 4 v v
E Get R Get G:E:r:f:t Render
o) o Ld q _ — _
o Settings Hospitals without IHI Report
& A A A
T
o v v v
o
8 List List Hospital Patients
o Hospitals without IHI
T

Figure 1 - Patients Without IHI — Process Overview

2.1.14.3 Process Detail

Prerequisites User logged in to the eHISC- | Valid security details are required to login.
Ul Web application with
appropriate security access.

Start User requests the ‘Patients Located under Data Integrity > Patients Without IHI.
Without IHI’ page.

Get Settings eHISC-Ul Web loads Gets eHISC-Ul Web configuration settings from the
configuration settings. Settings table of the HipsWebDataStore database.

Retrieves from cache if present and stores in cache
after retrieval.
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Activity / Decision | Description

Detail / Notes

Get Hospitals eHISC-Ul Web gets a list of
all hospitals in eHISC that
are enabled for web

administration.

Gets a list of all hospitals from the ListHospitals
method of the eHISC ReferenceService web service.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Filters the hospital list to only include hospitals that
have a code in the DefaultHospitalCodeSystem code
system.

Retrieves from cache if present and stores in cache
after retrieval.

eHISC Core returns a list of
all hospitals in eHISC.

List Hospitals

Represents the ListHospitals method of the
ReferenceService web service.

Returns all Hospitals in eHISC.

Hospital records include at least the following
information:

e Hospital Name

e Hospital ID

e HPI-O

e HPI-O Name

e Hospital Codes and Code Systems

View Hospitals User receives a hospital

selection screen.

See View Hospitals.

Select Hospital User requests the ‘Patients
Without IHI' page for a

selected hospital.

User request includes the following field(s):
e Hospital Code

Get Recent
Patients without IHI

eHISC-Ul Web gets a list of
patients unexpectedly
missing an IHI who are
currently an inpatient at, or
recently discharged from, the
selected hospital.

Refers to loaded configuration settings to determine
PatientsWithoutlhiDaysDischarged and
DefaultHospitalCodeSystem.

Gets a list of patients from the ListPatientsWithoutlhi
method of the eHISC PcehrService web service
using:
e The Selected Hospital (Code,
DefaultHospitalCodeSystem)
e The PatientsWithoutlhiDaysDicharged value
to determine how many days of recently
discharged patients are returned

Retrieves from cache if present and stores in cache
after retrieval.

eHISC Core returns a list of
patients unexpectedly
missing an IHI currently at, or
recently discharged from, the
specified hospital.

List Hospital
Patients without IHI

Represents the ListPatientsWithoutlhi method of the
PcehrService web service.

Receives the following input:
e Hospital Code and Code System

e Discharge Days number indicating how
many days into the past to include
discharged patients from

3 February 2015
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Activity / Decision

Description

Detail / Notes

Resolves the Hospitalld for the provided hospital
details.

Determines the MinimumDischargeDate by
subtracting the provided Discharge Days from the
current date and time.

Returns patient data for each HospitalPatient in
eHISC who meets the following criteria:

e Associated with the Identified Hospital

o Hospitalld matches the provided
Hospitalld.
e No valid IHI assigned
o PatientMaster/PatientMasterlhi/lhi
field is null or empty.
e |HI Status is not Service Unavailable
o PatientMaster/PatientMasterlhi/lhiSt

atusld is either null or a value other
than ‘103’

e Currently inpatient at the selected hospital or
discharged from the hospital within a
configured number of days

o The most recent Episode for the
HospitalPatient has a DischargeDate
that is either null or after the
MinimumDischargeDate.

e Aged over 1 month old

o PatientMaster/DateOfBirth is more
than one month ago (e.g. before
1/2/2014 12:23:00 if now is 1/3/2014
12:23:00).
e Medicare Number is not in the eHISC
Medicare Number Exclusions list

o PatientMaster/MedicareNumber is
not present in the MedicareNumber
field of the MedicareExclusion table.

e Most recent episode has not had a
completed IHI investigation

o The most recent Episode for the
HospitalPatient does not have a true
IhilnvestigationComplete value.

Patient data to include the following information (as
available):

e Patient Name

e Date of Birth

e Sex

e MRN

¢ Medicare Card Number and IRN
e DVA File Number
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e Location (Ward, Room, and Bed) of the
patient’s most recent episode at the
selected hospital

View Patients
Without IHI

User receives a screen
displaying the Patients
Without IHI data for the
selected hospital.

See View Patients Without IHI.

Open Report

User requests the ‘Patients
Without IHI’ report for a
selected hospital.

User request includes the following field(s):
e Hospital Code

Render Report

Report display for printing the
‘Patients Without IHI'.

The report will open as a new window and display
the data without pagination (thus a continuous page),
the user will then be able to print the report using the
standard print functionality of the web browser.

Patients Without
IHI Report

User receives a report
displaying the requested
Patients Without IHI data.

See View Patients Without IHI.

3 February 2015

Approved for external use

33 of 100




2.1.14.4 Web User Interfaces

2.1.14.4.1 View Hospitals

View Hospitals screen allows the user to select a hospital to find patients without an IHI.

Patients Without [HI

OCD X{} (http:// | @
NEHTA

Home | Assisted Registration | HPI-1 Search | PCEHR Viewer | Data Integrity | Consent Management | Document Management

Display Hospital Selector

Patients Without IHI

x Hospital

[ Hospitals ||
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2.1.14.4.2 View Patients Without IHI

View Patients Without IHI Report a sortable list of the current and recent patients at a selected hospital who do not have an IHI (and are expected to have one).

Fatients Without IHI

a i:> X {} (http://

) @ )

Data to display (as available):

. Name

. Date of Birth
. Sex

. MRN

. Medicare Number

. DVA File Number

. Location (Ward:Room:Bed)
of current / most recent
episode at the selected
hospital.

—

Summary of
matching
results.

NEHTA

Home | Assisted Registration I HPI-I Search

PCEHR Viewer | Data Integrit;

Consent Management

Document Manaogement

J—

Patients Without IHI

=

Errors and feedback to be
displayed on top of page.

Hospital Selector to
change hospital.

‘ Search bar to filter across all

Hospital
| Hospitals %’q/#
l Search: I 1
— | Name =[Date of Birth = [Sex MRN + |Medicare Number = |DVA File Number + |Location E
JONES, Betty 2/3/1980 Female |JONES123 |5534123412 (1) Ward 3:Room 4:
SMITH, Andrew 1/4/1990 Male 56ASQ 7734123412 (1) Ward 2
SQUIRE, Lily 17211960 Female |SQ123L NX111111 W1R2:Bed3
JONES, Betty 2/3/1980 Female [JONES123 5534123412 (1) Ward 3Room 4:
SMITH, Andrew 1/4/1990 Male 56ASQ 7734123412 (1) Ward 2
SQUIRE, Lily 17211960 Female |SQ123L NX111111 W1R2:Bed3
JONES, Betty 2/3/1980 Female |JONES123 5534123412 (1) Ward 3:Room 4:
SMITH, Andrew 1/4/1990 Male 56ASQ 7734123412 (1) Ward 2
SQUIRE, Lily 1/2/1960 Female |SQ123L NX111111 W1R2:Bed3
JONES, Betty 2/3/1980 Female |JONES1Z23 5534123412 (1) Ward 3 Room 4

[~ Showing 1 to 10 of 33 entries

[F\rst | Prev | 1 | Next I Losf

columns (except actions)

Sortable columns. Default
sort Name ASC.

-

Paging of results
Page size: 10.
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2.1.14.4.3 View Patients Without IHI Report

View Patients Without IHI Report presents a report of the current and recent patients at a selected hospital who do not have an IHI (and are
expected to have one).

Display page
number count and
number of pages

NEHTA

Report - Patients Without [HI

Hospital: Royal Chamonix Hospital
Name Date of Birth Sex MRN Medicare Number DVA File Number Location
JONES, Betty 2/3/1980 Female JONES123 5534123412 (1) Ward 3:Room 4:
SMITH, Andrew 1/4/1990 Male 56ASQ 7734123412 (1) Ward 2::
SQUIRE, Lily 1/2/1960 Female SQ123L NXT11 W1R2Bed3
JONES, Betty 2/3/1980 Female  JONES123 5534123412 (1) Ward 3:Reom 4:
SMITH, Andrew 1/4/1990 Male 56ASQ 7734123412 (1) Ward 2:
SQUIRE, Lily 1/2/1960 Female SQ123L NXT11I11 W1R2Bed3
JONES, Betty 2/3/1980 Female JONES123 5534123412 (1) Ward 3:Room 4:
SMITH, Andrew 1/4/1990 Male S56ASQ 7734123412 (1) Ward 2::
SQUIRE, Lily 1/2/1960 Female SQ123L NXTI111 W1R2Bed3
JONES, Betty 2/3/1980 Female JONES123 5534123412 (1) Ward 3:Room 4:
SMITH, Andrew 1/4/1990 Male 56ASQ 7734123412 (1) Ward 2:
SQUIRE, Lily 1/2/1960 Female SQ123L NXT11I11 W1R2Bed3
JONES, Betty 2/3/1980 Female JONES123 5534123412 (1) Ward 3:Room 4:
SMITH, Andrew 1/4/1990 Male 56ASQ 7734123412 (1) Ward 2::
SQUIRE, Lily 1/2/1960 Female SQ123L NXTI111 W1R2Bed3
JONES, Betty 2/3/1980 Female JONES123 5534123412 (1) Ward 3:Room 4:
Page 10f 3 Printed on 12/05/2014 by msmith01 at Royal Chamonix Hospital —

Display printed
datetime, user and

Facility for audit.
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2.1.15 Disclose Hidden PCEHR

2.1.15.1 Description

‘Disclose Hidden PCEHR’ is a consent management function allowing users to record explicit disclosure (or
rescind disclosure) of a patient’'s PCEHR status to a specified healthcare provider organisation.

Some patients elect to keep their PCEHR hidden (not advertised) by default. Healthcare provider
organisations that would like to access PCEHRs for these non-advertised patients (e.g. to upload a

document) must have the PCEHR’s existence disclosed by the patient.

The associated capacity to rescind disclosure is required for those circumstances where a patient changes

their mind or a user operator makes a mistake.

Patients can disclose their PCEHR (or rescind disclosure) without an associated IHI or PCEHR in eHISC.

2.1.15.2 Process Overview

Disclose Hidden PCEHR - Process Overview
View View Disclose View
—>  Hospitals Patients Form Result
—
b ( start )
) A 4 A 4 \ 4
Select Select Update
Hospital Patient Disclosure
o
g Y Y Y Y
- Get . Get || Get Recent | | Get PCEHR | | Set PCEHR
a Settings Hospitals Patients Disclosure Disclosure
= K A 7y
ac
) \ 4 v v v
—
8 List List Hospital Get PCEHR Record
2 Hospitals Patients Disclosure Disclosure
T

Figure 2 - Disclose Hidden PCEHR - Process Overview
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2.1.15.3 Process Detalil

Activity / Decision | Description

Detail / Notes

Prerequisites User logged in to the eHISC-
Ul Web application with

appropriate security access.

Valid security details are required to login.

Start User requests the ‘Disclose Located under Consent Management > Disclose
Hidden PCEHR’ page. Hidden PCEHR.
Get Settings eHISC-Ul Web loads Gets eHISC-UI Web configuration settings from the

configuration settings.

Settings table of the HipsWebDataStore database.

Retrieves from cache if present and stores in cache
after retrieval.

Get Hospitals eHISC-Ul Web gets a list of
all hospitals in eHISC that
are enabled for web

administration.

Gets a list of all hospitals from the ListHospitals
method of the eHISC ReferenceService web service.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Filters the hospital list to only include hospitals that
have a code in the DefaultHospitalCodeSystem code
system.

Retrieves from cache if present and stores in cache
after retrieval.

eHISC Core returns a list of
all hospitals in eHISC.

List Hospitals

Represents the ListHospitals method of the
ReferenceService web service.

Returns all Hospitals in eHISC.

Hospital records include at least the following
information:

e Hospital Name

e Hospital ID

e HPI-O

e HPI-O Name

e Hospital Codes and Code Systems

View Hospitals User receives a hospital

selection screen.

See View Hospitals.

Select Hospital User requests the ‘Disclose
Hidden PCEHR’ page for a

selected hospital.

User request includes the following field(s):
e Hospital Code
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Activity / Decision | Description

Detail / Notes

Get Recent eHISC-Ul Web gets a list of Refers to loaded configuration settings to determine
Patients patients (IHI and PCEHR are | DiscloseHiddenPcehrDaysDischarged and
not required) who are DefaultHospitalCodeSystem.
currently an inpatient at, or Gets a list of patients from the
recently d|sch§rged from, the | | jstAllPatientswithPcehrStatus method of the eHISC
selected hospital. ConsentService web service using:

e The Selected Hospital (Code,
DefaultHospitalCodeSystem)

e The DiscloseHiddenPcehrDaysDischarged
value to determine how many days of
recently discharged patients are returned

Results are not cached.
List Hospital eHISC Core returns a list of Represents the ListAllPatientsWithPcehrStatus
Patients all patients (IHI and PCEHR method of the ConsentService web service.

not required) currently at, or
recently discharged from, the
specified hospital. The
patient list indicates the
known PCEHR participation
status for each patient.

Receives the following input:
e Hospital Code and Code System
e Discharge Days number indicating how
many days into the past to include
discharged patients from
Resolves the Hospitalld for the provided hospital
details.
Determines the MinimumbDischargeDate by
subtracting the provided Discharge Days from the
current date and time.

Returns patient data for each HospitalPatient in
eHISC who meets the following criteria:

e Associated with the Identified Hospital
o Hospitalld matches the provided
Hospitalld.

e Currently inpatient at the selected hospital or
discharged from the hospital within a
configured number of days

o The most recent Episode for the
HospitalPatient has a DischargeDate
that is either null or after the
MinimumDischargeDate.

Patient data to include the following information (as
available):

e Patient Name
e Date of Birth
¢ MRN

e Location (Ward, Room, and Bed) of the
patient’'s most recent episode at the
selected hospital

e PCEHR Participation Status (NoValidihi,
PcehrNotAdvertised, PcehrAdvertised,
RequestedUpload)
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Activity / Decision

Description

Detail / Notes

View Patients

User receives a screen
displaying the patient list for
the selected hospital.

See View Patients.
PCEHR Participation Status is displayed as follows:

e “Not Found” for “NoValidlhi”’ or
“PcehrNotAdvertised”

e “Found” for “PcehrAdvertised”
o “Disclosed” for “RequestedUpload”

Select Patient

User selects a patient to
change the PCEHR
disclosure for.

User request includes the following field(s):
e Hospital Code
e Patient MRN

Get PCEHR eHISC-Ul Web gets the Gets the PCEHR Disclosure Status for the selected
Disclosure PCEHR Disclosure for the patient using the GetPatientDisclosureDetails

selected patient to determine | method of the eHISC ConsentService web service

if they have already using:

disclosed their PCEHR. e The Selected Patient (MRN, Hospital Code,

DefaultHospitalCodeSystem)
Results are not cached.

Get PCEHR eHISC Core gets the PCEHR | Represents the GetPatientDisclosureDetails method
Disclosure Disclosure Status and last of the ConsentService web service.

audit note for the specified
patient.

Returns the PCEHR Disclosure Status for the
specified patient.
Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

Returns at least the following information:

e PCEHR Disclosure Status and latest audit
note if they have been disclosed before.

Disclose Form

User receives the disclosure
or rescind disclosure form as
appropriate.

Patients who have not explicitly disclosed their
PCEHR (status is ‘NoValidlhi’, ‘PcehrNotAdvertised’,
or ‘PcehrAdvertised’) receive a form allowing them to
disclose their PCEHR. This form requires a notes
field and confirmation. Patients who have previously
explicitly disclosed their PCEHR (status is
‘RequestedUpload’) receive a form allowing them to
rescind their PCEHR disclosure. This form requires a
notes field and confirmation.

Update Disclosure

User completes the Change
Disclosure Form (either to
Disclose or Rescind
Disclosure) and submits the
form.

User request includes the following field(s):
e Hospital Code
e Patient MRN
e Notes

e Confirmation of Disclosure or Rescind
Disclosure

e Intended Disclosure State (i.e. true to
disclose, false to rescind)
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Activity / Decision | Description

Detail / Notes

eHISC-Ul Web records the
new disclosure value in
eHISC.

Set PCEHR
Disclosure

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.
Records the Patient's PCEHR Disclosure state
(disclosed or rescinded) for the selected patient
using the RecordDisclosure method of the eHISC
ConsentService web service using:
e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)
e Intended Disclosure State (i.e. true to
disclose, false to rescind)
o Notes converted to bytes using UTF8
encoding

Results are not cached.

eHISC Core records the new
disclosure status.

Record Disclosure

Represents the RecordDisclosure method of the
ConsentService web service.

Updates the ‘PcehrDisclosed’ flag for the specified
patient’s HealthProviderOrganisationPatient record.

Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

e Intended Disclosure State (i.e. true to
disclose, false to rescind)

e Audit Information (Notes as byte array)

View Result The User receives a page
(updated form) indicating the
patient has now successfully
disclosed or rescinded

disclosure.

As list results are not cached, if the user returns to
the list page they will see correct updated data about
the patient’s disclosure.
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2.1.15.4 Web User Interfaces

2.1.15.4.1 View Hospitals

View Hospitals screen allows the user to select a hospital to find patients (with or without PCEHR or IHI) for the purposes of updating PCEHR disclosure.

Display Hospital Selector

Disclose Hidden PCEHR

LA X} fur ) @
Home | Assisted Registration | HPI-I Search | PCEHR Viewer | Data Integrit I Consent Management | Document Management
Disclose Hidden PCEHR
Hespital
\i Hospitals ]vl
[
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2.1.15.4.

View Patients screen allows the user to select a patient to change PCEHR disclosure for, either by filtering current/recent patients or searching by MRN.

2 View Patients

Data to display (as available):

Name

Date of Birth

MRN

Location (Ward:Room:Bed)
of current / most recent
episode at the selected
hospital.

PCEHR Status for patient
at the selected healthcare

Disclose Hidden PCEHR

a i:> X {} (http:t/

) @ )

live.

Data not cached so refreshing
the page refreshes the data

NEHTA

Home | Assisted Registration I HPI-I Search

PCEHR Viewer

Data Integrit;

Consent Management

Document Manaogement

Disclose Hidden PCEHR

Errors and feedback to be
displayed on top of page.

||

Hospital Selector to
change hospital.

Summary of
matching
results.

displayed.

Hospital — 1 |
| Hospitals l'l
‘ Search bar to filter across all
[Lseareh: | N columns (except actions)
[
Name +|Date of Birth = |[MRN = |Location + |PCEHR Status = |Actions
—
JONES, Betty 2/3/1980 JON Ward 3:Room 4: Found Disclose . . .
1] /,J Link to Disclose Form (either
SMITH, Andrew 1/4/1990 56ASQ Ward 2 Not Found Disclose <\\ Disclose if patient PCEHR Status
SQUIRE, Lily /21960 sQiz23L W1R2:Bed3 Dis Remove Disclosure is Found/Not Found or Remove
JONES, Betty 2/3/1980 JONES123 Ward 3:Room 4: Found \ Disclosure if patient PCEHR
SMITH, Andrew 1441990 56ASQ Ward 2 Not Found m\ Status is Disclosed).
SQUIRE, Lily 1/2/1960 sQizaL W1R2:Bed3 Disclosed Eemove Disclosure
JONES, Betty 2/3/1980 JONES123  |Ward 3Room 4 Eome] Pecees Sortable columns. Default
sort Name ASC.
K/ SMITH, Andrew 1/4/1990 56ASQ Ward 2 Not Found Disclose
SQUIRE, Lily 1/2/1960 SQi2aL W1R2:Bed3 Disclosed Remove Disclosure
JONES, Betty 2/3/1980 JONES123  |Ward 3Room 4 Found Disclose J Paging of results
Page size: 10.
L | —
| Showing 1to 10 of 33 entries rFirgg | Prev | 1 | Next | L_Qst_‘
/,J Lookup by MRN allows exact
Lookup by MRN: . search on MRN across all time. If
L ] [Lloown § result found that patient is

selected. Otherwise an error is

The Disclose PCEHR form allows users to disclose the existence of their PCEHR if they have not yet done so for the healthcare provider organisation of the
selected hospital.
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Data to display (as
available):

. Name + (MRN)

. Date of Birth

. Hospital

. Location
(Ward:Room:Bed) for
current/most recent
episode

Disclose PCEHR Existence

O C> X {} (http:// ) @

Notes is required.
Maximum length 5000
characters.

|

—

Confirmation required. ‘

“Disclose PCEHR"” marks the

success of this operation is

and only permitted if the

patient as having disclosed their
PCEHR to the healthcare provider
organisation, Feedback of the

NEHTA

Home | Assisted Registration | HPI-I Search | PCEHR Viewer | Data Integrity | Consent Management | Document Manogement

—

Confirm PCEHR Disclosure

[ Please confirm that the patient wishes to disclose their National eHealth Record (PCEHR)

\\l

‘J Title to be “Disclose
PCEHR Existence”

[ 1
Disclose PCEHR Existence
— |

Patient SMITH, Jane (SJ123456) [ Errors and feedback to be
| Date Of Birth 2/3/1980 displayed on top of page.

Hospital Royal NEHTA Hospital

Location Ward 1Room?2 Bed3

Notes
e N

Disclose PCEHR I

L

\l\

—

Confirmation text and
submit button to refer to
“Disclose PCEHR”

displayed. Repeat submission is

disabled until feedback is received

submission was unsuccessful.
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2.1.16 Withdraw Consent

2.1.16.1 Description

‘Withdraw Consent’ is a consent management function allowing users to record a patient’s intention to
withdraw document upload consent (or reinstate withdrawn consent) for documents relating to a single
episode at a hospital, This prevents documents being uploaded for a specified episode for patients with an
advertised or disclosed PCEHR.

Consent cannot be withdrawn if documents have already been uploaded until those documents are
removed.

The associated capacity to reinstate withdrawn consent is required for those circumstances where a patient
changes their mind or a user operator makes a mistake.

As patients can change the advertisement or disclosure of their PCEHR at any time, but may want to
withdraw consent in advance, no associated PCEHR or IHI is required in eHISC to withdraw (or reinstate)
consent.
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2.1.16.2 Process Overview

Withdraw Consent - Process Overview
View View View Consent View
—> Hospitals —>»  Patients > Episodes Form Result
—
b Start
=) ) 4 v \ 4 ) 4
Select Select é Select ‘3 Update
Hospital Patient Q Episode g Consent
2 3
L o
> a
g 2
3 v v v v v
% Get Get Get Recent List &.Count Che_ck Ens%lre No Update
) Settings > Hospitals Patients | Patient »  Existing »  Episode — Episode
“-_1'_’ g P Episodes | 1Episode | Consent Documents Consent
= A A A A A A
() v \ 4 \ 4 v v \ 4
o
o List List Hospital Get Patient Check Get Episode Record
gg Hospitals Patients Episodes Consent Documents Consent
=
46 of 100 Approved for external use 3 February 2015




eHealth Integration Sample Code - UI v2.0
Module - Web UI

2.1.16.3 Process Detail

Activity / Decision | Description

Detail / Notes

Prerequisites User logged in to the eHISC-
Ul Web application with

appropriate security access.

Valid security details are required to login.

Start User requests the ‘Withdraw | Located under Consent Management > Withdraw
Consent’ page. Consent
Get Settings eHISC-Ul Web loads Gets eHISC-Ul Web configuration settings from the

configuration settings.

Settings table of the HipsWebDataStore database.

Retrieves from cache if present and stores in cache
after retrieval.

Get Hospitals eHISC-Ul Web gets a list of
all hospitals in eHISC that
are enabled for web

administration.

Gets a list of all hospitals from the ListHospitals
method of the eHISC ReferenceService web service.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Filters the hospital list to only include hospitals that
have a code in the DefaultHospitalCodeSystem code
system.

Retrieves from cache if present and stores in cache
after retrieval.

eHISC Core returns a list of
all hospitals in eHISC.

List Hospitals

Represents the ListHospitals method of the
ReferenceService web service.

Returns all Hospitals in eHISC.

Hospital records include at least the following
information:

e Hospital Name

e Hospital ID

e HPI-O

e HPI-O Name

e Hospital Codes and Code Systems

View Hospitals User receives a hospital

selection screen.

See View Hospitals.

Select Hospital User requests the ‘Withdraw
Consent’ page for a selected

hospital.

User request includes the following field(s):
e Hospital Code
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Activity / Decision

Description

Detail / Notes

Get Recent
Patients

eHISC-Ul Web gets a list of
patients (IHI and PCEHR are
not required) who are
currently an inpatient at, or
recently discharged from, the
selected hospital.

Refers to loaded configuration settings to determine
WithdrawConsentDaysDischarged and
DefaultHospitalCodeSystem.
Gets a list of patients from the ListAdmittedPatients
method of the eHISC ConsentService web service
using:
e The Selected Hospital (Code,
DefaultHospitalCodeSystem)
e The WithdrawConsentDaysDischarged
value to determine how many days of
recently discharged patients are returned

Results are not cached.

List Hospital
Patients

eHISC Core returns a list of
all patients (IHI and PCEHR
not required) currently at, or
recently discharged from, the
specified hospital. The
patient list indicates
indication for each patient of
whether consent has been
withdrawn for the latest
episode.

Represents the ListAdmittedPatients method of the
ConsentService web service.
Receives the following input:

e Hospital Code and Code System

e Discharge Days number indicating how

many days into the past to include
discharged patients from

Resolves the Hospitalld for the provided hospital
details.

Determines the MinimumbDischargeDate by
subtracting the provided Discharge Days from the
current date and time.

Returns patient data for each HospitalPatient in
eHISC who meets the following criteria:

e Associated with the Identified Hospital

o Hospitalld matches the provided
Hospitalld.

e Currently inpatient at the selected hospital or
discharged from the hospital within a
configured number of days

o The most recent Episode for the
HospitalPatient has a DischargeDate
that is either null or after the
MinimumDischargeDate.

Patient data to include the following information (as
available):

e Patient Name
e Date of Birth
¢ MRN

e Location (Ward, Room, and Bed) of the
patient's most recent episode at the
selected hospital

e Latest Episode’s Consent Withdrawn
(True/False)
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Activity / Decision

Description

Detail / Notes

View Patients

User receives a screen
displaying the patient list for
the selected hospital.

See View Patients.

Select Patient

User selects a patient to
change the upload consent
for.

User request includes the following field(s):
e Hospital Code
e Patient MRN

List & Count
Patient Episodes

eHISC-Ul Web gets a list of
all episodes (current and
historical) at the current
hospital for the specified
patient.

eHISC-Ul Web determines
whether episode selection is
necessary by counting
whether there is more than
one episode for the patient at
the hospital.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Gets a list of patient episodes from the
ListPatientEpisodesinHospital method of the eHISC
PatientService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

Results are not cached.

The eHISC-UI retrieves the number of episodes for
the patient at the hospital from the
ListAdmittedPatients response.

If there is more than one episode an episode
selection screen is presented (“View Episodes”).

Otherwise the current episode is assumed to be the
episode to withdraw consent for and the
(withdraw/reinstate) consent form is presented
(“View Change Consent Form”).

Get Patient
Episodes

eHISC Core gets all
episodes (current and
historical) for the specified
patient and hospital.

Represents the ListPatientEpisodesinHospital
method of the PatientService web service.

Returns all Episode records for the indicated patient
and hospital.

Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

Returns at least the following information:
e Admission Date/Time
e Admission Reason
e Responsible Provider

e Episode Consent Status (Unknown,
NoConsentRecorded, WithdrewConsent)

View Episodes

User receives a screen
displaying the patient’s
episodes at a hospital.

Requires more than one episode present (otherwise
skips to Consent Form for the single episode).

See View Episodes.

Consent is withdrawn if episode consent status is
“WithdrewConsent”, otherwise it is indicated as not
withdrawn.
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Activity / Decision

Description

Detail / Notes

Select Episode

User selects a patient’s
episode to change the
upload consent for.

User request includes the following field(s):
e Hospital Code
e Patient MRN
e SourceSystemEpisodeld

Check Existing
Consent

eHISC-Ul Web gets the
upload consent for the
selected patient episode to
determine if they have
already withdrawn upload
consent.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Gets the upload consent for the selected patient
using the ListPatientEpisodesinHospital method of
the eHISC PatientService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

e Episode Admission Date/Time
Results are not cached.

Check Consent

eHISC Core gets the upload
consent for the specified
patient episode.

Represents the ListPatientEpisodesinHospital
method of the patientService web service.

Returns the upload consent for the specified patient
episode.

Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

e Episode Admission Date/Time
Returns at least the following information:

e Episode Consent Status (Unknown,
NoConsentRecorded, WithdrewConsent)

Ensure No Episode

eHISC-Ul Web gets a list of

Refers to loaded configuration settings to determine

Documents documents uploaded for the DefaultHospitalCodeSystem.
selected patient episode. Gets the list of uploaded documents for the selected
patient episode using the ListUploadedDocuments
method of the eHISC PcehrService web service
using:
e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)
e Episode Admission Date/Time
Results are not cached.
Get Episode eHISC Core gets the list of Represents the ListUploadedDocuments method of
Documents documents uploaded via the PcehrService web service.
eHISC to the PCEHR for the | Returns a list of documents uploaded via eHISC to
selected patient episode. the PCEHR for the specified patient episode.
Receives the following input:
e Patient MRN and associated Hospital Code
and Code System
e Episode Admission Date/Time
Returns at least the following information for each
document associated with the episode:
e Document ID
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Activity / Decision | Description

Detail / Notes

User receives the withdraw
or reinstate consent form as
appropriate.

Consent Form

Patients who have not withdrawn consent for the
indicated episode (status is ‘Unknown’ or
‘NoConsentRecorded’) receive a form allowing them
to withdraw consent. This form requires a notes field
and confirmation.

This form presents an error if documents have
already been uploaded for the indicated episode that
prevents withdrawing consent until those documents
are removed. See Consent Form (Withdraw
Consent).

Patients who have previously withdrawn consent for
the indicated episode (status is ‘WithdrewConsent’)
receive a form allowing them to reinstate upload
consent for the indicated episode. This form requires
a notes field and confirmation.

Update Consent User completes the Change
Consent Form (either to
Withdraw or Reinstate
Consent) and submits the

form.

User request includes the following field(s):
e Hospital Code
e Patient MRN
e Notes

e Confirmation of Withdraw or Reinstate
Consent

e Intended Withdraw Consent State (i.e. true
to withdraw, false to reinstate)

eHISC-Ul Web records the
new consent value in eHISC
for the indicated episode.

Update Episode
Consent

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Records the Patient’'s Withdraw Consent state
(withdrawn or reinstated) for the selected patient
episode using the RecordConsent method of the
eHISC ConsentService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

e Intended Withdraw Consent State (i.e. true
to withdraw, false to reinstate)

e Notes converted to bytes using UTF8
encoding

Results are not cached.

eHISC Core records the new
withdraw consent status for
the indicated episode.

Record Consent

Represents the RecordConsent method of the
ConsentService web service.

Updates the ‘ConsentWithdrawn flag for the specified
patient Episode record.

Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

e Episode Admission Date/Time

e Intended Withdraw Consent State (i.e. true
to withdraw, false to reinstate)

e Audit Information (Notes as byte array)
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View Result The User receives an As list results are not cached, if the user returns to
updated form indicating the the list page they will see correct updated data about
patient has now successfully | the patient’s consent.

withdrawn or reinstated
consent.
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2.1.16.4 Web User Interfaces

2.1.16.4.1 View Hospitals

View Hospitals screen allows the user to select a hospital to find patients who need PCEHR document upload consent withdrawn or reinstated for an episode.

Withdraw Consent

4 ED X {} (7 ) @)
Home | Assisted Registration | HPI-I Search | PCEHR Viewer | Data Integrit I Consent Management | Document Management

Display Hospital Selector

Withdraw Consent

Hospital

\i Hospitals ]vl
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2.1.16.4.2 View Patients

View Patients screen allows the user to select a patient to change an episode’s consent for, either by filtering current/recent patients or searching by MRN.

Withdraw Consent
QO X} G D
Home | Assisted Registration | HPI-1 Search | PCEHR Viewer | Data Integrity | Consent Management | Document Management Errors and feedback to be
displayed on top of page.
Sortable columns. Default B
sort Name ASC. .
Withdraw Consent J Hospital Selector to
change hospital.
P
Hospital ////—‘
. . . Hospitals v
D712 (12 Gl 7 (68 BNl = - ‘ Search bar to filter across all
ILsearen: | T columns (except actions)
. Name
. Date of Birth Name #[Date of Birth + [MRN 2 [Location < [Consent Withdrawn < [Actions
. MRN JONES, Bett 2/3/1980 JONES123 Ward 3:Room 4: Ye R c t L . .
, e e sreem o e //J Clicking “Review Consent” link
] Location (Ward:Room:Bed) SMITH, Andrew 1/4/1390 56ASQ Ward 2: No Review Consent ———+— | shows the episodes that the
of latest episode at the T [
lected h ital __— 1 |SQuUIRE, Lily 1/2/1960 SQ123L W1R2:Bed3 No Review Consent selected patient has had at the
selected hospita )
Latest Episo([j)e Consent JONES, Betty 2/3/1980 JONES123  |Ward 3:Room 4: Yes Review Consent current healthcare provider
L] . . . .
SMITH, Andrew | 1/4/1290 56ASQ Ward 2: No Review Consent organisation (‘View Episodes).
Dat t hed £ hi SQUIRE, Lily 1/2/1960 SQ123L W1R2:Bed3 No Review Consent
ata not cached so refreshing
JON /3119 JONESH Ward 3:Room 4: Ye R c
the page refreshes the data — ONES, Betty 2/3/1980 ONES123 /ard 3:Room es eview Consent
live. / SMITH, Andrew 1/4/1990 56ASQ Ward 2: No Review Consent
SQUIRE, Lily 1/2/1960 SQ123L W1R2:Bed3 No Review Consent
JONES, Betty 2/3/1980 JONES123 | Ward 3Room 4 Yes Review Consent J Paglng. of results
Summary of L \//j Page size: 10.
| —— |
matching 77 Showing 1to 10 of 33 entries [First | Prev | 1 | Next | Last }
results.
/J Lookup by MRN allows exact
Lookup by MRN: search on MRN across all time. If
L ] | Llookur J result found that patient is
selected. Otherwise an error is
displayed.
v
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2.1.16.4.3 View Episodes

View Episodes screen lists the episodes at the selected hospital for the selected patient.

Episodes at Test Hospital for SMITH, Jane

O C> X Q {http:// ] @
Titl be “Episod
(Hospieal for (pationt. NEHTA

Name)”

Home | Assisted Registration | HPI-I Search | PCEHR Viewer | Data Integrity | Consent Management | Document Management

B —
bata to display: Episodes at Test Hospital for SMITH, Jane /

Errors and feedback to be
displayed on top of page.

. Admission Date/Time

. Discharge Date/Time Search bar to filter across all

|
(or "= | search: | %::_T columns (except actions)
° Admissiqn Reasor] ] Admitted #|Discharged % |Admission Reason + |Responsible Provider ¥ [Consent Withdrawn + |Actions
* Responsible Provider 2/3/2014 12:03:00 Leg Pain Dr Test Test Yes Reinstate Consent i . i
. Consent Withdrawn Link to indicate Reinstate
2/2/2014 02:22:33 |22/2/2014 10:30:02 ﬂm Injury Dr Test Test No Withdraw Consent | Consent vs Withdraw
L— .
2/2/2014 02:22:33 |22/ 30:02 |Arm Injury Dr Test Test No Withdraw Consenl<\\ Consent depending on
existing Consent Withdrawn
M 22/2/2014 10:30:02 |Arm Injury Dr Test Test No Withdraw Consent 9
| status. Both go to the
L — 2/2/2014 02:22:33 |22/2/2014 10:30:02 |Arm Injury Dr Test Test Noe Withdraw Consent i i
Sortable columns. Default = C.onsent e V\_’h'Ch wil
sort Name ASC. r 2/2/2014 022233 [22/2/2014 103002 |Arm Injury Dr Test Test No Withdraw Consent display appropriately
) depending on existing
2/3/2014 12:03:00 |- Leg Pain Dr Test Test Yes Beinstate Consent COrEERE
2/2/2014 02:22:33 |22/2/2014 10:30:02 |Arm Injury Dr Test Test No Withdraw Consent
2/2/2014 02:22:33 122/2/2014 10:30:02 |Arm Injury Dr Test Test No Withdraw Consent
2/2/2014 02:22:33 |22/2/2014 10:30:02 |Arm Injury Dr Test Test No Withdraw Consent J Paging of results
Summary of | — Page size: 10.
matching | | Showing 1to 10 of 33 entries '|— First | Prev I 1 I 2 I Next I Lost%/ [
results. |
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2.1.16.4.4 Consent Form (Withdraw Consent)

The Withdraw Consent form allows users to withdraw consent if they have not yet withdrawn consent for the specified episode.

Withdraw Censent

a Q X {} (http://

) @D

Data to display (as
available):

. Name + (MRN)

. Date of Birth

. Hospital

. Location
(Ward:Room:Bed)

. Admission Date/Time

. Discharge Date/Time

. Responsible Provider

. Admission Reason

Notes is required.
Maximum length 5000
characters.

-
-

Confirmation required. ‘

“Withdraw Consent” marks the
current episode as consent
withdrawn in eHISC. Feedback of
the success of this operation is
displayed. Repeat submission is
disabled until feedback is received

—

NEHTA

Home I Assisted Registration I HPI-I Search I PCEHR Viewer

Data Integrity

Consent Management

Decument Manogement

Withdraw Consent for Episode

Patient
Hospital

| > Admission Date

Responsible Provider

SMITH, Jane (SJ123456)
Royal NEHTA Hospital

2/3/1980 12:20:39

Dr TEST TEST

Date Of Birth

Location
Discharge Date

Admission Reason

2/3/1980

Ward 1Re
(None)

Sore Foot

e —

om2:Bed3

—

Notes

— | |

‘J Title to be “"Withdraw
Consent for Episode”

Errors and feedback to be
displayed on top of page.

Null fields (e.g. not
discharged yet) to display
“(None)”

Yy A—

Confirmation text and
submit button to refer to

\ Confirm Withdraw Consent
O Please confirm that the patient wishes to withdraw consent to upload documents to their National
eHealth Record (PCEHR) for the indicated episode.
\
/>i Withdraw Consent —— j

“Withdraw Consent”

and only permitted if the
submission was unsuccessful.
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Data to display (as
available):

. Name + (MRN)

. Date of Birth

. Hospital

. Location
(Ward:Room:Bed)

. Admission Date/Time

. Discharge Date/Time

. Responsible Provider

. Admission Reason

Notes is required.
Maximum length 5000
characters.

Confirmation required.

“Reinstate Consent” marks the
current episode as no longer
consent withdrawn in eHISC.
Feedback of the success of this
operation is displayed. Repeat
submission is disabled until
feedback is received and only
permitted if the submission was
unsuccessful.

T
S

Reinstate Consent
O c> X {} (hrp7 g @
Home | Assisted Registration | HPI-1 Search | PCEHR Viewer | Data Integrit | Consent Management | Decument Management

Reinstate Consent for Episode

I |

/J Title to be “Reinstate
Consent for Episode”

Withdraw Consent Notes:
Patient requested withdrawal of consent.

(!) The patient has already withdrawn consent to upload documents for this episode (notes below).
Please complete the form below if you are sure you would like to reinstate consent.

Patient SMITH, Jane (SJ123456) Date OF Birth

Hospital Royal NEHTA Hospital Location

Admission Date 2/3/1980 12:20:39 Discharge Date

Responsible Provider Dr TEST TEST Admission Reason

2/3/1980

Ward 1Room2:Bed3

(None)

Sore Foot\ ]

Errors and feedback to be

T
ﬁ displayed on top of page.

Q Page to start with warning

indicating that the current
patient has previously
withdrawn consent and include
the Notes from the withdrawal.

| :
I Null fields (e.g. not

[T Reinstate Notes discharged yet) to display

“(None)”

Confirmation text and

Please confirm that you want to reinstate uploads to the National eHealth Record (PCEHR) submit button to refer to
— for the indicated episode. | “Reinstate Consent”
| Reinstate Consent I ﬁ
L4
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2.1.17 Remove Document

2.1.17.1 Description

‘Remove Document’ is a document management function allowing users to remove a document that has
been uploaded by the current healthcare provider organisation to the PCEHR.

This functionality can be required in a number of scenarios:
e A document was uploaded for the wrong individual (reason ‘Incorrect Identity’).

e A document was uploaded after the patient had signed a consent withdrawal, however the consent
withdrawal has not yet been actioned within eHISC (reason ‘Withdrawn’).

e A patient forgot to ask a document not be uploaded and has requested the document be removed
(reason ‘Withdrawn’). This scenario is less likely as patients should do this themselves using the
client portal.

e Information in a document is incorrect and clinical staff need to remove it prior to a corrected version
being uploaded rather than superseding (reason ‘Withdrawn’).

Users are able to view all of the documents a healthcare provider organisation has uploaded for a patient
who has a PCEHR and is either currently in-hospital or recently discharged. Users can also find patients via
their MRN at the current hospital.

Only documents uploaded via eHISC for the indicated patient by the selected hospital will be displayed. Prior
to removal, documents can be viewed to see the contents of the document as originally uploaded.

Removal of documents requires a chosen reason and notes describing the reason for removal.

58 of 100 Approved for external use 3 February 2015



eHealth Integration Sample Code - UI v2.0
Module - Web UI

2.1.17.2 Process Overview

Remove Document - Process Overview
. . Remove )
Vle.w Vl.ew Document List Document IS
—> Hospitals —>»  Patients > Barin Result
—
3 |
=) ) 4 v v ¢ \ 4
Select Select View View Select Remove
Hospital Patient Document Document Document Document
A
2 4 G" v 4 v
Get Recent et Get
% Get _ Get n : | Uploaded Render n Remove | |
) . > . Patients with Uploaded Document
i Settings Hospitals Document Document
a A A List 7Y A A
T A
a v v v v v
= . . . . Get Remove
o List List Patients List Uploaded
by Hospitals with PCEHR Documents pioaded PCEHR
‘é’ . Document Document
= x
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2.1.17.3 Process Detail

Activity / Decision | Description

Detail / Notes

Prerequisites User logged in to the eHISC-
Ul Web application with

appropriate security access.

Valid security details are required to login.

Start User requests the ‘Remove Located under Document Management > Remove
Document’ page. Document.
Get Settings eHISC-Ul Web loads Gets eHISC-Ul Web configuration settings from the

configuration settings.

Settings table of the HipsWebDataStore database.

Retrieves from cache if present and stores in cache
after retrieval.

Get Hospitals eHISC-Ul Web gets a list of
all hospitals in eHISC that
are enabled for web

administration.

Gets a list of all hospitals from the ListHospitals
method of the eHISC ReferenceService web service.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Filters the hospital list to only include hospitals that
have a code in the DefaultHospitalCodeSystem code
system.

Retrieves from cache if present and stores in cache
after retrieval.

eHISC Core returns a list of
all hospitals in eHISC.

List Hospitals

Represents the ListHospitals method of the
ReferenceService web service.

Returns all Hospitals in eHISC.

Hospital records include at least the following
information:

e Hospital Name

e Hospital ID

e HPI-O

e HPI-O Name

e Hospital Codes and Code Systems

View Hospitals User receives a hospital

selection screen.

See View Hospitals.

Select Hospital User requests the ‘Withdraw
Consent’ page for a selected

hospital.

User request includes the following field(s):
e Hospital Code
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Activity / Decision | Description

Detail / Notes

Get Recent eHISC-Ul Web gets a list of
Patients with patients (IHI and PCEHR are
PCEHR required) who are currently

an inpatient at, or recently
discharged from, the
selected hospital.

Refers to loaded configuration settings to determine
RemoveDocumentDaysDischarged and
DefaultHospitalCodeSystem.

Gets a list of patients from the ListAdmittedPatients
method of the eHISC PatientService web service
using:

e The Selected Hospital (Code,
DefaultHospitalCodeSystem)

e The RemoveDocumentDaysDischarged
value to determine how many days of
recently discharged patients are returned

e True to require PCEHR

Results are not cached.

List Patients With
PCEHR

eHISC Core returns a list of
all patients (IHI and PCEHR
required) currently at, or
recently discharged from, the
specified hospital.

Represents the ListAdmittedPatients method of the
PatientService web service.

Receives the following input:
e Hospital Code and Code System

e Discharge Days number indicating how
many days into the past to include
discharged patients from

¢ Indication of whether PCEHR is required

Resolves the Hospitalld for the provided hospital
details.

Determines the MinimumDischargeDate by
subtracting the provided Discharge Days from the
current date and time.

Returns patient data for each HospitalPatient in
eHISC who meets the following criteria:

e Associated with the Identified Hospital

o Hospitalld matches the provided
Hospitalld.

e Currently inpatient at the selected hospital or
discharged from the hospital within a
configured number of days

o The most recent Episode for the
HospitalPatient has a DischargeDate
that is either null or after the
MinimumDischargeDate.

e Hasan IHI
e HasaPCEHR

Patient data to include the following information (as
available):

e Patient Name
e Date of Birth
¢ MRN
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Activity / Decision

Description

Detail / Notes

View Patients

User receives a screen
displaying the patient list for
the selected hospital.

See View Patients.

Select Patient

User selects a patient to view
uploaded documents for.

User request includes the following field(s):
e Hospital Code
e Patient MRN

Get Uploaded
Document List

eHISC-Ul Web gets a list of
all documents uploaded for
the selected patient by the
selected hospital.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Gets a list of uploaded documents from the
ListUploadedDocuments method of the eHISC
PcehrService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

Results are not cached.

List Uploaded
Documents

eHISC Core gets all locally
stored uploaded documents
for the selected patient that
were uploaded by the
selected hospital.

Represents the GetUploadedDocuments method of
the PcehrService web service.

Returns all locally stored successfully uploaded
documents for the indicated patient and hospital
(refer to ClinicalDocument, ClinicalDocumentStatus,
and ClinicalDocumentVersion tables).

Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

Returns at least the following information:
e Associated Episode Admission Date/Time
e Associated Episode Discharge Date/Time
e Responsible Provider Name

e Status (Uploaded, Pending Remove,
Removed, Failed Remove)

e Document ID
e Document Type

Document List

User receives a list of
successfully uploaded
documents for the selected
patient and hospital.

See Document List.

View Document

User selects a document to
view.

User request includes the following field(s):
e Hospital Code
e Patient MRN

e Document ID
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Activity / Decision | Description

Detail / Notes

eHISC-Ul Web retrieves an
uploaded document in the
form it was originally
uploaded and renders it for
viewing.

Render Uploaded
Document

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Gets an uploaded document from the
GetUploadedDocument method of the eHISC
PcehrService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)
e Document ID
Retrieves from cache if present and stores in cache
after retrieval.

Rendering leverages and extends existing PCEHR
Web Viewer functionality to render the document
CDA package using the NEHTA stylesheet.

Get Uploaded
Document

eHISC Core gets a locally
stored uploaded document.

Represents the GetUploadedDocument method of
the PcehrService web service.

Returns a locally stored successfully uploaded
document.

Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

e Document ID
Returns at least the following information:
e Document CDA Package

User views the rendered
document as it was stored at
the time of upload.

View Document

Leverages and adapts existing PCEHR Web Viewer
functionality. See View Document.

User selects a document to
remove.

Select Document

User request includes the following field(s):
e Hospital Code
e Patient MRN
e Document ID

eHISC-Ul Web retrieves the
information about the
uploaded document that has
been selected for removal.

Get Document Info

Retrieves at least the following information:
e Associated Episode Admission Date/Time
e Associated Episode Discharge Date/Time
e Responsible Provider Name
e Associated Episode Responsible Provider
e Associated Episode Admission Reason

e Status (Uploaded, Pending Remove,
Removed, Failed Remove)

e Document ID

e Document Type

e Patient’s Name

e Patient’s Date of Birth
e Uploading Hospital
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Activity / Decision

Description

Detail / Notes

List Uploaded
Documents

eHISC Core gets all locally
stored uploaded documents
for the selected patient that
were uploaded by the
healthcare provider
organisation representing the
selected hospital.

See previous “List Uploaded Documents” step.

Remove Document
Form

User receives the remove
document form for the
selected document.

This form requires a reason, notes, and confirmation.
See Remove Document.

Remove Document

User completes and submits
the remove document form.

User request includes the following field(s):
e Hospital Code
e Patient MRN
e Document ID
e Reason
e Notes

e Confirmation of Removal

Remove Document

eHISC-Ul Web removes an
uploaded document from the
PCEHR.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Remove an uploaded documents from the PCEHR
using the RemoveDocument method of the eHISC
PcehrService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

e Document ID

Remove PCEHR

eHISC Core removes a

Represents the RemoveDocument method of the

Document document from the PCEHR PcehrService web service.
that was previously uploaded | Removes a document from the PCEHR.
via eHISC. . L
Receives the following input:
e Patient MRN and associated Hospital Code
and Code System
e Document ID
View Result The User receives an The document list can be refreshed to retrieve the
updated form page indicating | latest document state.
the patient has now
successfully placed a request
to remove the document.
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2.1.17.4 Web User Interfaces

2.1.17.4.1 View Hospitals

View Hospitals screen allows the user to select a hospital to find patients who need documents removed.

Remove Document

4 ED X {} (7 ) @)
Home | Assisted Registration | HPI-I Search | PCEHR Viewer | Data Integrit I Consent Management | Document Management

Display Hospital Selector

Remove Document

Hospital

\i Hospitals ]vl
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2.1.17.4.2 View Patients

View Patients screen allows the user to select a patient to remove documents from, either by filtering current/recent patients or searching by MRN.

Data to display (as available):

. Name
. Date of Birth
. MRN

Sortable columns. Default

sort Name ASC.

Remove Document

O Q X {} { http://

1 & D

Summary of
matching
results.

i

I

NEHTA

Home | Assisted Registration | HPI-I Search

PCEHR Viewer

Data Integrit; | Consent Management

Document Management

Remove Document

Errors and feedback to be
displayed on top of page.

Hospital Selector to
change hospital.

||

Hospital — 1 |
I Hospitals lvl
. ‘ Search bar to filter across all
[ search | 1 T columns (except actions)
|1
Name = [MRN = |Actions
JONES, Betty JONES123 View Uploaded Documents Lo .
Clicking “View Uploaded
1/4/1990 56ASQ View Uploaded Documents | 1 — >
| | < Documents” link shows the
/I SQUIRE, Lily 1/2/1960 sQi1z23L View Uploaded Documents —— | documents that have been
JONES, Betty 2/3/1980 JONES123 View Uploaded Documents uploaded by the current
SMITH, Andrew 1/4/1390 56ASQ View Uploaded Documents healthcare provider organisation
SQUIRE, Lily 1/2/1960 sQ123L View Uploaded Documents for the selected patient
JONES, Betty 2/3/1980 JONES123 View Uploaded Documents ( Document List )
SMITH, Andrew 1/4/1990 56ASQ View Uploaded Documents
SQUIRE, Lily 1/2/1960 sQiz2aL View Uploaded Documents
JONES, Betty 2/3/1980 JONES123 View Uploaded Documents J Paging of results
Page size: 10.
L— Showing 1to 10 of 33 entries I_First | Prev | 1 | Next | Lost“é
. /J Lookup by MRN allows exact
Lookup by MRN: " search on MRN across all time. If
Look . .
L ] [lecker result found that patient is

selected. Otherwise an error is
displayed.
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2.1.17.4.3 Document List

Document List displays a list of documents uploaded by the selected hospital for the selected patient.

Title to be “Documents
Uploaded by (Hospital)
for (Patient Name)”

vn Upoodsd by Teat H

l for EMITH, Jone

Q0> X Gur

] &)

Data to display:

. Document Type

(or *-"

. Status

. Admission Date/Time
. Discharge Date/Time

. Responsible Provider

Sortable columns. Default
sort Name ASC.

L]

-

Summary of
matching
results.

NEHTA

Homa | Apaintad Regiatration I HF1-1 Smarch | POEHR Wisswms | [iata Irsaarity | Comnimnt Manogamant | Decumes: Hansgemant

I

S~
Documenta Uploaded by Test Hoapital for SMITH, Jane

/

| = | 13—
[T Ramzied ¥ [Ducharges ¥ [Raicomibe Frovaer | # | Shabe ¥ [Ratns

Prasonplian 203, akai] Or Tewk Test Uipdomaded Wi Bl g

:I:M LIZVE0NE DEEA L2200 WMxDE Dr Tewt Tees Uipdoadad Wipw Homog <</

 [Prescnption TAEEOMW OZRRAD  |ZRSREOAA W03G02  |Or Test Test Pending Aemowe  |'iow Hoooeg T
Prusanplicn ErEIEO DR |ZEER0AA W02 Cr Test Test Uphesded Wi Hgmorg
Pragcriplizn TIEVE0E GLRRFI  (ZRVR/RMA WIG0Z  |Or Taak Teed Uplsaded igw Fln o
Prescrplicn FigdE0ie 03233 FEigiaeds W02 Cir Tamt Tmas Uipdzzdmd i Flm—oem
Prescnplicn FIER0IE 022233 |ERAE0AS 03002 Cr Teat Teet Uploaded ‘e Firmoer
Preeznplicn F{E{E01L 02 3233 FEAEI2018 W 002 Cor Taal Tret Uplezdmd diew Ar=oee
Prmacriplien FEIEDL 02 3233 FEEIZME 002 Cir Tasl Tmat Uipdeszdmd dimw Ar=oem
Preichiglien EIE/EOME 0222:33 |ERMR/Z0AS 103002 O Teal Twat Uiplexz e ‘Wi Arsiren

| Showng Tho 10 of 30 artnes Fret | Frow | 0| 2 | Mt | Last L

Errors and feedback to be
displayed on top of page.

Search bar to filter across all
columns (except actions)

p— v |

Clicking “View” opens the
document for viewing (*View
Document’).

Clicking “Remove” opens the
document removal form
(*‘Remove Document’).

E

Paging of results
Page size: 10.
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2.1.17.4.4 View Document

View Document is displayed as a modal from the Document List. It renders and displays the document as it was originally uploaded to the PCEHR.

Display warning message <:3 C> X {} {http:// ) @

indicating when the

document was uploaded Modal title to be
and that this rendered . — - “(Document Type) for
Eopy S iplbaded Discharge Summary for SMITH, Jane ose (Name)”

version and not a version
retrieved from the PCEHR.

(1) The following d t is displayed as uploaded to the PCEHR on 2/3/2014, Errors and feedback to be
This document was NOT retrieved from the PCEHR. displayed on top of page.

— Display rendered document

“Close” button or pressing
*ESC’ closes modal pop-up.

Close
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2.1.17.4.5 Remove Document

Remove Document screen is displayed as a modal and allows removal from the PCEHR of a document the current healthcare provider
organisation uploaded.

Data to display (as c] ﬂ? X ﬂ' {bug i1 | &)

available):

Modal title to be “Remove

. Name + (MRN) (Document Type) for

o Date of Birth Remove Discharge Summary for SMITH, Jane . (Name)”
. Hospital
. Document Type (from . e

T ’? SMITH, Jore [SJ1E25456] Cicts OT Bairih BN TED

list information) Errors and feedback to be
e  Responsible Provider -~ Pzl KERTR Haapbal Dacamarad Typs Frschorgs Bummany displayed on top of page.
0 Admission Date/Time Manpznnbis Provider O TEST TEST

. Discharge Date/Time

Adrrswon Dote FEETR B HR PR B | Db g Dot 2i% N 22099
. Admission Reason

Admmisaicn Aecaan Fheari |nass — Null fields (e.g. not
discharged yet) to display
“(None)”

Remove Reason is Ruxmiwy: Fliggon

required, and must be L} Inzomract Wdemtiy
either ‘Incorrect Identity’
or ‘Withdrawn’ Hatas

1 Withd eem

Notes is required.
Maximum length 5000
characters.

Cardiem Aemiss Chrical Dagumear

Flaes ton brim thaa? s wan! 2 rerrove Ta paben s ol decurm=t ran
L ther Melonol sHeath Fecord (AR

Confirmation required.

“Remove Document” sends a I
document removal request to the

PCEHR. Feedback of the success of
this operation is displayed. Repeat
submission is disabled until

“Close” button or pressing
*ESC’ closes modal pop-up.

feedback is received and only
permitted if the submission was
unsuccessful.
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2.1.18 Upload PDF Discharge Summary

2.1.18.1 Description

‘Upload PDF Discharge Summary’ is a clinical documentation function allowing users to take a PDF file containing a discharge summary document, and upload it to
a patient’s national eHealth record (PCEHR).

2.1.18.2 Process Overview

Discharge Summary - Process Overview
View View Upload Preview
—>| Patients > Episodes = PDF Form —> Document
g S 2
(%) o
2 Start v v ; v !
i Select Select o ; :
—O;f:t?e?:;;dg;‘icx;h—"" ! € T Complete Print Confirm
Patient Episode S Form Document Upload
Select menu item °>"
©
I
g \ 4 \ 4 \ 4 v A 4 A 4
- Get HPO GetRecent | | | List&Count Check PCEHR Validate _| Render CDA Print Upload
= Session Patients Patient & Consent Form "| Document Document Document
2 x Episodes x . <
E A 'y A A
E A 4 A 4 Y 3 Y A 4
8 List Hospital Get Patient Get Episode Crea.te Level SUpIoad gr
% Patients Episodes Details Search HPI-I 1A Discharge upersede
T Summary Document
Figure 3 - Discharge Summary - Process Overview
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2.1.18.3 Process Detalil

Activity / Decision | Description

Detail / Notes

Prerequisites User logged in to the eHISC-
Ul Web application with

appropriate security access.

Valid security details are required to login.

User has selected a hospital
OR hospital code supplied in
the embedded URL format.

Hospital code specified in URL will be resolved using
‘DefaultHospitalCodeSystem’ setting and set the
hospital selection for the session.

The controller will redirect to the Select HPO page if
the session does not contain a hospital selection.

Start User requests the ‘Discharge

Summary’ page.
OR
External system links to

embedded version with
patient pre-selected.

A menu item for this feature will be located under
Clinical Documentation > Discharge Summary.

The embedded process skips to step “Select
Patient”.

Get HPO Session - | eHISC-Ul Web loads

Gets eHISC-UI Web configuration settings from the

Settings configuration settings. Settings table of the HipsWebDataStore database.
Retrieves from cache if present and stores in cache
after retrieval.

Get Recent eHISC-Ul Web gets a list of Refers to loaded configuration settings to determine

Patients patients (IHI and PCEHR are | DischargeSummaryPatientListDaysDischarged and

not required) who are
currently an inpatient at, or
recently discharged from, the
selected hospital.

DefaultHospitalCodeSystem.

Gets a list of patients from the ListAdmittedPatients
method of the eHISC PatientService web service
using:
e The Selected Hospital (Code,
DefaultHospitalCodeSystem)

e The DischargeSummaryPatientList
DaysDischarged value to determine how
many days of recently discharged patients
are returned

Results are not cached.
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Activity / Decision

Description

Detail / Notes

List Hospital
Patients

eHISC Core returns a list of
all patients (IHI and PCEHR
not required) currently at, or
recently discharged from, the
specified hospital. The
patient list indicates if the
patient has a PCEHR.

Represents the ListAdmittedPatients method of the
PatientService web service.

Receives the following input:

e Hospital Code and Code System

e Discharge Days number indicating how
many days into the past to include
discharged patients from

Resolves the Hospitalld for the provided hospital
details.

Determines the MinimumbDischargeDate by
subtracting the provided Discharge Days from the
current date and time.

Returns patient data for each HospitalPatient in
eHISC who meets the following criteria:

e Associated with the Identified Hospital

o Hospitalld matches the provided
Hospitalld.

e Currently inpatient at the selected hospital or
discharged from the hospital within a
configured number of days

o The most recent Episode for the
HospitalPatient has a DischargeDate
that is either null or after the
MinimumbDischargeDate.

Patient data to include the following information (as
available):

o Patient Name

e Date of Birth

e MRN

e Location (Ward, Room, and Bed) of the
patient’'s most recent episode at the
selected hospital

e PCEHR participation status

View Patients

User receives a screen
displaying the patient list for
the selected hospital.

See view patients screen. There will not be an
embedded version of this screen.

Select Patient

User selects a patient to
upload or supersede a
document.

OR

External system links to
embedded version of this
page.

Request includes the following fields:
e Hospital Code
e Patient MRN
or
e Hospital Code
e Registered Enterprise Patient ID
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Activity / Decision | Description

Detail / Notes

List & Count
Patient Episodes

eHISC-Ul Web gets a list of
all episodes (current and
historical) at the current
hospital for the specified
patient, up to a configured
number of days in the past
(typically 365 days, one year
is sufficient).

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Gets a list of patient episodes from the
ListPatientEpisodesinHospital method of the eHISC
PatientService web service using:
e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

e The DischargeSummaryEpisodeList
DaysDischarged value to determine how
many days of recently discharged episodes
are returned

e Include Documents setting which defines if
the method should return information about
previously uploaded documents

e Document Code value which limits the type
of documents returned by the method.

Results are not cached.

An episode selection screen is presented (“View
Episodes”).

Get Patient
Episodes

eHISC Core gets all
episodes (current and
historical) for the specified
patient and hospital.

Represents the ListPatientEpisodesinHospital
method of the PatientService web service.

Returns all Episode records for the indicated patient
and hospital.
Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

o Days Discharged value.
e Include Documents setting.
e Document Code value
Returns at least the following information:
e Admission Date/Time
e Discharge Date/Time
e Admission Reason
o Responsible Provider
¢ Consent Withdrawn

e Document Status (None, Uploaded,
Removed)

User receives a screen
displaying the patient’s
episodes at a hospital.

View Episodes

See view episodes screen.

Select Episode User selects a patient’s
episode to upload or
supersede the discharge

summary for.

Request includes the following fields:
e Hospital Code
e Patient MRN
e SourceSystemEpisodeld
OR
e Hospital Code
e Registered Enterprise Patient ID
e SourceSystemEpisodeld
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Activity / Decision | Description Detail / Notes

Check PCEHR & eHISC-Ul Web gets the Refers to loaded configuration settings to determine
Consent details of the episode. DefaultHospitalCodeSystem,

(including Get DischargeSummaryAuthor and

Episode Details) DischargeSummaryRHP.

Gets the list of values for Clinical Specialty from the
ClinicalSpecialty table of the HipsWebDataStore
database.

Gets the details for the selected patient episode
using the GetEpisodeDetails method of the eHISC
PatientService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

e Source System Episode ID
Returns at least the following information:

e Admission Date/Time

e Discharge Date/Time

e Admission Reason

e Responsible Provider Name and 1D

e Discharge Summary Status (None,
Uploaded, Removed)

Get Episode eHISC Core gets details for Represents the GetEpisodeDetails method of the
Details the selected patient episode. | PatientService web service.

Returns a details of the specified patient episode.
Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

e Source System Episode ID
Returns at least the following information for each
document associated with the episode:

e Document ID

e Document Type

e Document Status (Uploaded / Removed)

Upload PDF Form User receives the upload For patient episodes that have no discharge
form showing upload or summary uploaded, the user receives a form
supersede as appropriate. allowing them to upload a PDF discharge summary.

For patient episodes that have a discharge summary
uploaded (status is Uploaded or Removed), the user
receives a form allowing them to select another PDF
to supersede the discharge summary for the
indicated episode.

Author and RHP are pre-populated with current user
or the responsible provider of the episode,
depending on DischargeSummaryAuthor and
DischargeSummaryRHP settings.

These forms require metadata and confirmation.
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Activity / Decision | Description

Detail / Notes

Complete Form User completes the Upload
PDF Discharge Summary
form (either to Upload or
Supersede) and submits the

form.

User request includes the following field(s):
e Hospital Code
e MRN or Registered Enterprise Patient ID
e Source System Episode ID
e Document Author (ID, names, HPI-I)

e Responsible Health Professional at Time of
Discharge (ID, names, HPI-I)

e Attached file names and contents (Body
PDF, Images, Logo)

e Document Status

e Mode of Separation

e Clinical Specialty

e Date and Time of Completion

e Confirmation of intent to upload

eHISC-Ul Web validates the
form contents.

Validate Form
(Upload PDF)

Validates the form contents.

Validates the HPI-I of the Author and Responsible
Health Professional (if entered) using the
HpiiValidation method of the eHISC HpiiService web
service using:

e HPI-I number

¢ Family Name

e Given Name
Results are not cached.

Render CDA
Document

eHISC-Ul Web creates a
CDA wrapper for the PDF
discharge summary
document and renders it for
viewing.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Gets a CDA wrapper for the document from the
CreateDischargeSummaryLevellA method of the
eHISC CdaService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

e Admission and Discharge Date/Time
e Document Author (ID, names, HPI-I)

e Responsible Health Professional at Time of
Discharge (ID, names, HPI-I)

e Attached file names and contents (Body
PDF, Images, Logo)

e Document Status
e Mode of Separation
e Clinical Specialty
e Date and Time of Completion
Stores in cache after creation, using these keys:
e Hospital Code
e Patient MRN
e Document Set ID
e Document ID

Rendering leverages and extends existing PCEHR
Web Viewer functionality to render the document
CDA package using the NEHTA stylesheet.
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Activity / Decision

Description

Detail / Notes

Create Level 1A
Discharge
Summary

eHISC Core creates a CDA
wrapper for the PDF
document.

Represents the CreateDischargeSummaryLevellA
method of the CdaService web service.

Creates a CDA discharge summary document that
wraps a PDF document body.
Receives the following input:
e PDF document
o Patient identifier
e CDA header metadata
e Attachment files
Returns at least the following information:
e CDA document
e Attachment files

Preview Document

User views the rendered
document as it would be
shown on the PCEHR.

Leverages and adapts existing PCEHR Web Viewer
functionality. See view document screen.

Print Document

User clicks the Print button
on the view document modal
window.

User request includes the following field(s):
e Hospital Code
e Patient MRN
e Document Set ID
e Document ID

Print Document

eHISC-Ul Web renders the
document in a new window
for printing.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Retrieve the document from the cache.

Views the document in a new window and invokes
the print function of the browser.

Confirm Upload

User clicks the Upload button
on the view document modal
window.

User request includes the following field(s):
e Hospital Code
e Patient MRN
e Document Set ID
e Document ID

Upload Document

eHISC-Ul Web uploads the
document to the PCEHR.

Refers to loaded configuration settings to determine
DefaultHospitalCodeSystem.

Retrieve the document from the cache.
Upload the document to the PCEHR using the

UploadOrSupersedeDocument method of the eHISC
PcehrService web service using:

e The Selected Patient (MRN, Hospital Code,
DefaultHospitalCodeSystem)

e CDA document
o Attachment files

e Document Format code for Level 1A
Discharge Summary
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Upload Document eHISC Core uploads or Represents the UploadOrSupersedeDocument
to PCEHR supersedes the document to | method of the PcehrService web service.
the PCEHR. Uploads a document to the PCEHR.

Receives the following input:

e Patient MRN and associated Hospital Code
and Code System

e CDA document
o Attachment files
e Document format code

View Result The User receives an The episode list can be refreshed to retrieve the
updated form page indicating | latest document state.

the patient has now
successfully placed a request
to upload the document.
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2.1.18.4 Web User Interfaces

2.1.18.4.1 View Patients

View Patients screen allows the user to select a patient, either by filtering current/recent patients or searching by MRN.

Discharge Summary
<::| |:> X {} (o7 ) @ A Link to SelecF HPO to
change hospital.
— 1
HIPS-UI "
- Logged in as NAME on behalf of HOSPITAL (HPO NAME) Errors and feedback to be
displayed on top of page.
Sortable columns. Default Home | Healthcare Identifiers | Patient Registration | Clinical Documentation | Secure Messoging
sort Name ASC.
/
Discharge Summary - Patients
Data to display (as available): Search: I E— )
I ) I 1 J T — Search bar to filter across all
. Name [~ ;
. Date of Birth Name #|Date of Birth + [MRN % [Location % [Has PCEHR < Actions columns (except actions)
R MRN JONES, Betty 2/3/1980 JONES123 Ward 3:Room 4 Yes Select
o Location (Ward:Room:Bed SMITH, Andrew 1/4/1990 56ASQ Ward 2 No Select T ;
( X ) Clicking “Select” link shows the
of latest episode at the SQUIRE, Lily 1/2/1960 sQ123L W1R2:Bed3 No Select X
) — | episodes that the selected
selected hospital | oS Betty 2/3/1980 JONES123 Ward 3 Room 4 Yes Select patient has had at the current
* PCEHR Status SMITH, Andrew 1/4/1990 56ASQ Ward 2 No Select healthcare provider organisation
SQUIRE, Lily 1/2/1960 sQi23L W1IR2:Bed3 No Select (*View Episodes).
JONES, Betty 2/3/1980 JONES123 Ward 3:Room 4 Yes Select
SMITH, Andrew 1/4/1990 56ASQ Ward 2 No Select .
Paging of results
SQUIRE, Lily 1/2/1960 sQi23L W1R2Bed3 No Select Page size: 10
JONES, Betty 2/3/1980 JONES123 Ward 3:Room 4 Yes Select
L 1L Showing 1to 10 of 33 entries [First | Prev | 1 | Next I Last |/ Lookup by MRN allows exact
Summary of search on MRN across all time. If
matching result found, episodes for that
results. Lookup by MRN: I— patient are shown. Otherwise an
B = | <I\ error is displayed and another

patient can be selected.

v
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2.1.18.4.2 View Episodes

View Episodes screen lists the episodes at the selected hospital for the selected patient. Also available as embedded without header/footer.

Discharge Summary - Episodes

O C> X Q {http:// ] @
Titl be “Disch i A
Surmmans - Eateodes for HIPS-UI ="

. ” Logged in as Dr Nila Batel on behalf of Test Hospital (Test Org)
(Patient Name)

Home | Healthcare Identifiers | Patient Registration | Clinical Documentation | Secure Messaging
J Errors and feedback to be
- displayed on top of page.
. . —1
Discharge Summary - Episodes for SMITH, Jane /
Sortable columns. Default
sort Admitted DESC. J Search bar to filter across all
| search: | %::_T columns (except actions)
Data to display: ™ Admitted +|Discharged %+ |Admission Reason ¥ [Responsible Provider + |Discharge Summary ¥ |Actions
. Admission Date/Time 10/4/2014 1122 - Arm Injury Dr Test Test Nene Upload - T
Disch Date/Ti Link to indicate Upload vs
y ( Ischarge Date/Time 5/4/2014 2203 |6/4/2014 1130 |Leg Pain Dr Test Test Uploaded Supersede |} supersede depending on
or v | e :
o Admission Reason 24/3/2014 12:22  |25/3/2014 1120 Arm Injury Dr Test Test None Upload <\\ existing Discharge Summary
R - ) status. Both go to the
. Responsible Provider 12/3/2014 1122 13/3/2014 1:10 Arm Injury Dr Test Test None Upload ) .
. . Upload Form which will
(N 8 loaded Y 6/3/2014 23:22 7/3/2014 1100 Arm Injury Dr Test Test None Upload display appropriately
one, Uploaded, ) -
Removed) r\~»313;zo14 0922 |4/3/2014 1050  [Arm Injury Dr Test Test None Upload depending on existing
status.
16/2/2014 10:03 20/2/2013 10:40  |Leg Pain Dr Test Test Uploaded Supersede
8/2/2014 1122 10/2/2014 10:30 Arm Injury Dr Test Test None Upload
4/2/2014 1422 6/2/2014 10:20 Arm Injury Dr Test Test Removed Supersede
2/2/2014 0122 3/2/2014 10:10 Arm Injury Dr Test Test None Upload J Paging of results
Summary of | — Page size: 10.
matching | | Showing 1to 10 of 33 entries ||—First | Prev I 1 I 2 I Next I Lost%’//Fj
results.
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2.1.18.4.3 Upload or Supersede PDF

Upload or Supersede PDF screen allows entry of the metadata and selection of the files to upload. Also available as embedded without header/footer.

Title to be “Discharge Summary - Upload PDF”
unless there is already a discharge summary
uploaded for this episode, in which case
“Discharge Summary - Supersede PDF”.

Details of selected patient
and episode appear at the

Discharge Summary - Upload PDF

a E:> X {} http://

]

(.

HIPS-UI ...
Logged in as Dr Nila Batel on behalf of Test Hospital (Test Org)

I Home | Assisted

HPL-| Seorch | PCEHR Viewer | Date Integrity | Censent Monagement | Document M %

Discharge Summary - Upload PDF

top.

Author’s ID and names are pre-
populated from current user or
episode (configurable).

Table to display:

. Type (Body PDF, Image or Logo)
. File Name

. Size (KB or MB)

Button to select discharge summary
body. Accepts PDF up to 10 MB.
User must select a body PDF before
completing the form.

Drop-down to select
document status.

Drop-down field to enter clinical
specialty (configurable list).

Validates form, calls Create Level
1A and displays the document in a
modal window.

|

|

i

Patient SMITH, Jane (SJ123456)

Hespital Royal NEHTA Hospital

Responsible Provider Dr Jeffrey Jones

Date Of Birth

mnqso/

Upload Status New

Admission Date 2/3/1980 12:20

Admission Reason  Heart Issue Discharge Date* 21/03/1980 14:45 E —
\ — Document Author Health at Time of Disch
——
User ID * [rbateiot ] User ID * [ienesot C'I:]:
Given Name *  [Nila | Given Name * [ Jefirey |
Family Name * [Botel ] Family Name * [ Jones ]
HPI-1 [ 8003 6100 0000 0001 | HPI- | 8003 6100 0000 0002 1|

r— Attached Files

Confirm Upload Clinical Document *

O Please confirm that you want to upload the discharge summary to
the patient's National eHealth Record (PCEHR)

-

Preview Document

[

-

1

Validation errors and feedback
to be displayed on top of page.

/
— |

Upload status shows whether the discharge
summary for this episode has been uploaded
or removed. (New / Uploaded / Removed)

I

]

Prepopulate discharge date/time from
episode if not null, otherwise require
user to enter.

RHP’s ID and names are pre-populated
from the user or responsible provider of
the episode (confiaurable).

I
| ]
\

HPI-I fields can be left empty otherwise
must start with "800361”, pass Luhn
check, and HPI-I search.

ﬁo remove item from table.

]

Button to add image attachment.
Accept JPG or PNG up to 10 MB.
Note: Internet Explorer 8 will not
support multiple attachments.

T

—_| Type Z[File Name = [Size = [Actions
Body DISCHARGE-SJ123456.PDF 600 KB Remove ———1 | |
Image XRAY-8J123456 JPG 13 MB Remove
Logo LOGOPNG 30 KB Remove
—— Select Discharge Summary PDF... I Add Attached Image... !
Document Status * Mode of Separation *
— | v Iv
Final Home
Interim Acute Hospital
Withdrawn Aged Care Service
Deceased
. . Other Health Service
Clinical Specialty * Psychiatric Care
— Ophthalmolo Self Discharge
Lo i ] Administrative Discharge

Administrative From Leave

Date and Time of Completion*

22/05/2014 15.21 E —_—

[

Drop-down to select mode of separation.

I

=

User must confirm
upload and enter the
document’s completion
date and time.
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2.1.18.4.4 Preview Document

Preview Document modal popup allows user to confirm the document contents before printing and uploading the document.

Title to be “Discharge Summary - Preview Document”

Print button opens new window
with the document rendered by
the style sheet and instructs
browser to print the window.

Message informs user
that the document has
not yet been uploaded.

Discharge Summary - Upload PDF

“Upload” button is shown as
“Supersede” if there is already a
discharge summary uploaded for
this episode. When the button is
clicked, invoke the eHISCweb
service, show the resulting status
and error messages to the user,
and hide the button.

Discharge Summary - Preview Document

(!) The following document has not yet been uploaded to the PCEHR.

Document is rendered using the
NEHTA generic CDA style sheet.

Document will contain a link to the
PDF body and show attached images
inline. These must be active so the
user can display the full PDF or
image.

“Cancel” button closes the
modal window. Changes
name to “Close” after upload
has been clicked.

Cancel
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2.2 Embedded Pages

The embedded pages allow for the eHISC-UI to be accessed directly from other systems where applicable.
The following section describes the embedded pages links. In all of the embedded pages no main site

header or footer will be displayed.

2.2.1 Adult Patient Registration

The Adult Patient Registration page as described in Section 2.1.9 can be access directly using the URLs

below.

http://[WebSite]:[Port)/EmbeddedAssistedRegistration/Hospitals/
[Hospital Code]/Patients/[MRN]/Register

This URL should be used when each
HPO has a separate MRN and they are
not shared between HPO'’s.

http://[WebSite]:[Port)/EmbeddedEnterpriseAssistedRegistration/
Hospitals/[Hospital Code]/Patients/[MRN]/Register

This URL should be used when multiple
HPO'’s have a single MRN for each
Patient across the Enterprise

http://[WebSite]:[Port)/EmbeddedEnterpriseAssistedRegistration/
Hospitals/[Hospital
Code]/Patients/[MRN]/[StatePatientld]/Register

This URL should be used when multiple
HPQO’s each create an MRN for each
Patient, but there is a single Patient Id
which links the MRN across the
Enterprise

Where:

- [WebsSite]:[Port] is the configured WebSite address and Port number for the eHISC-UI

- [Hospital Code] is the Health Provider Organisation (HPO) Code from where the Patient is being

registered from.

- [MRN] is the Patient’'s MRN for the HPO.

- [StatePatientld] is the Enterprise or State Patient Id that links multiple MRN’s to one Patient.

2.2.2 Dependent Patient Registration

The Dependent Patient Registration page as described in Section 2.1.10 can be access directly using the

URLSs below.

http://[WebSite]:[Port]/EmbeddedAssistedRegistration/Hospitals/
[Hospital Code]/Patients/[MRN]/RegisterDependent

This URL should be used when each
HPO has a separate MRN and they are
not shared between HPO's.

http://[WebSite]:[Port)/EmbeddedEnterpriseAssistedRegistration/
Hospitals/[Hospital Code]/Patients/[MRN]/RegisterDependent

This URL should be used when multiple
HPQO’s have a single MRN for each
Patient across the Enterprise

http://[WebSite]:[Port)/EmbeddedEnterpriseAssistedRegistration/
Hospitals/[Hospital
Code]/Patients/[MRN]/[StatePatientld]/RegisterDependent

This URL should be used when multiple
HPQO’s each create an MRN for each
Patient, but there is a single Patient Id
which links the MRN across the
Enterprise
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Where:
- [WebsSite]:[Port] is the configured WebSite address and Port number for the eHISC-UI

- [Hospital Code] is the Health Provider Organisation (HPO) Code from where the Patient is being
registered from.

- [MRN] is the Patient's MRN for the HPO.
- [StatePatientld] is the Enterprise or State Patient Id that links multiple MRN’s to one Patient.

2.2.3 Patient Summary

The Patient Summary page as described in Section 2.1.4 can be access directly using the URLs below.

http://[WebSite]:[Port)/EmbeddedPcehrView/Hospitals/[Hospital | This URL should be used when each

Code]/Patients/[MRN]/PatientSummary HPO has a separate MRN and they are
not shared between HPO'’s.

http://[WebSite]:[Port]/EmbeddedEnterprisePcehrView/Hospitals/ | This URL should be used when multiple

[Hospital Code]/Patients/[MRN]/PatientSummary HPQO’s have a single MRN for each
Patient across the Enterprise

http://[WebSite]:[Port]/EmbeddedEnterprisePcehrView/Hospitals/ | This URL should be used when multiple

[Hospital Code]/Patients/[MRN]/[StatePatientld]/PatientSummary | HPO’s each create an MRN for each
Patient, but there is a single Patient Id

which links the MRN across the
Enterprise

Where:
- [WebsSite]:[Port] is the configured WebSite address and Port number for the eHISC-UI

- [Hospital Code] is the Health Provider Organisation (HPO) Code from where the Patient is being
registered from.

- [MRN] is the Patient’'s MRN for the HPO.

- [StatePatientld] is the Enterprise or State Patient Id that links multiple MRN’s to one Patient.

2.2.4 Upload PDF Discharge Summary

The Upload PDF Discharge Summary page as described in Section 2.1.18 can be access directly using the
URLSs below.

http://[WebSite]:[Port]/EmbeddedDocumentUpload/Hospitals/[Ho | This URL should be used when each
spital Code]/Patients/[MRN]/Episodes HPO has a separate MRN and they are
not shared between HPO's.

This URL will display the View Episodes
page for the given Patient as per section
2.1.18.4.2.

http://[WebSite]:[Port]/EmbeddedDocumentUpload/Hospitals/[Ho | This URL should be used when each
spital Code]/Patients/[MRN]/Episodes/[Episode ID}/Upload HPO has a separate MRN and they are
not shared between HPO’s.

This URL will display the Upload or
Supersede PDF page for the given
Patient and Episode as per section
2.1.18.4.3.
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URL

Description

http://[WebSite]:[Port]/EmbeddedEnterpriseDocumentUpload/Ho
spitals/[Hospital Code]/Patients/[MRN]/Episodes

This URL should be used when multiple
HPO’s have a single MRN for each
Patient across the Enterprise

This URL will display the View Episodes
page for the given Patient as per section
2.1.18.4.2.

http://[WebSite]:[Port)/EmbeddedEnterpriseDocumentUpload/Ho
spitals/[Hospital Code]/Patients/[MRN]/Episodes/[Episode
ID)/Upload

This URL should be used when multiple
HPO’s have a single MRN for each
Patient across the Enterprise

This URL will display the Upload or
Supersede PDF page for the given
Patient and Episode as per section
2.1.18.4.3.

http://[WebSite]:[Port)/EmbeddedEnterpriseDocumentUpload/Ho
spitals/[Hospital Code]/Patients/[MRN]
/[StatePatientld]/Episodes

This URL should be used when multiple
HPQO’s each create an MRN for each
Patient, but there is a single Patient Id
which links the MRN across the
Enterprise

This URL will display the View Episodes
page for the given Patient as per section
2.1.18.4.2.

http://[WebSite]:[Port)/EmbeddedEnterpriseDocumentUpload/Ho
spitals/[Hospital Code]/Patients/[MRN]
/[StatePatientld]/Episodes/{Episode ID]/Upload

This URL should be used when multiple
HPQO’s each create an MRN for each
Patient, but there is a single Patient Id
which links the MRN across the
Enterprise

This URL will display the Upload or
Supersede PDF page for the given
Patient and Episode as per section
2.1.18.4.3..

Where:

- [WebsSite]:[Port] is the configured WebSite address and Port number for the eHISC-UI

- [Hospital Code] is the Health Provider Organisation (HPO) Code from where the Patient is being

registered from.

- [MRN] is the Patient’s MRN for the HPO.

- [StatePatientld] is the Enterprise or State Patient Id that links multiple MRN’s to one Patient

- [Episodeld] is the Episode Id for the Patient in the HPO.
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2.3 Architecture Overview

The eHISC-UIl Web product is architected as a layered web application built with Microsoft technologies,

illustrated below.
Presentation

Business Logic

Resource Access

CrossCutting Concerns

Ve O J
74N Y

The layers in the application architecture are:

Presentation Provides a web browser based graphical user interface with which
users of the application interact.

Business Logic Encapsulates the business rules, validation, and business processes
for the application.

Resource Access Provides access to external resources such as databases and web
services.

Cross-Cutting Concerns Supports elements of the application architecture that are common
requirements across application layers and tiers.

Resources External resources such as databases and web services with which
the application interacts.
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The eHISC-UI Web product is built upon the following technology platform:

Core

Presentation

ASP.NET MVC 4.0
HTML 5.0
CSS 3.0
Javascript, JSON
Bootstrap
DataTables

uer

Business Logic

.NET Framework 4.5

Resource Access

Entity Framework 6.1 (database)
WCF 4.5 (web services)

Cross-Cutting Concerns

Configuration

System.Configuration

Security

Active Directory
MVC Authorization

Exception Management

[IS 7 Error Handling

Logging & Instrumentation

ELMAH.MVC

Caching System.Runtime.Caching.MemoryCache
Validation System.ComponentModel.DataAnnotations
Object Mapping AutoMapper

Dependency Injection Ninject

Shared Logic

.NET Framework 4.5

Object Serialization

Json.NET
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2.4 Interaction Model

The following UML sequence diagrams illustrate the anticipated interactions between the actors and
components that realise the PCEHR Web Viewer feature. The diagrams illustrate both eHISC-Ul Web
components and the services provided by eHISC-Core it is expected to interact with.

NOTE: Diagrams favour comprehension over strict compliance with the UML standard.

2.4.1 List Patients in Hospital

The diagram below illustrates the core interactions required to realise the “List Patients in Hospital” capability
to select a hospital and list patients currently resident within the selected hospital. This capability is utilised
by both the “List & View all Clinical Documents” capability (FR-1) and the “View Combined Prescriptions &
Dispensing” capability (FR-2).

ListPatientCurrentlyinHogital

HIPS-UI Web
HIPS.Web.UI HIPS.Web.Data.Hips HIPS-Core

Uer Feehr View Hospital Patient Reference Patient
Controller Repository Repostory Service Service

I I I I I I

' I I I I I

I I I I I

I I I I

Patients [ | | |

GetHowitals :

ListHospitals |

I I

I I

| I I I

Select HospitaI | | | |

Patients | : |

ListPatientdnHospital

N i
To "List & View all Clinical Documents or
"View Combined Prescriptions & Dispensing’
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List & View all Clinical Documents

The diagram below illustrates the core interactions required to realise the “List & View all
Clinical Documents” capability (FR-1) commencing with the selection of a patient listed as a
result of the “List Patients in Hospital” capability.

HIPS-Ul Web

HIPS. Web.Data.Hips

HIPS.Web.Ul HIPS-Core
User Feehr View Feehr View FCEHR
Controller Repository Service
I I | |
' I I I
1
/ From "Ligt Patients in Hospital' : :
I
ol I I
"FCEHR \ Slect PatIent| | |
Access Documents pctiveD |
IstActiveDocuments
Check GetDocumentListActive

"FCEHR
N | !

Access
Check Select Document | |
| I

Document
GetDocument: )
RetrieveDocument
I
I I
I I
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2.4.3 View Combined Prescriptions & Dispensing
The diagram below illustrates the core interactions required to realise the “View Combined

Prescriptions & Dispensing” capability (FR-2) commencing with the selection of a patient listed
as a result of the “List Patients in Hospital” capability.

HIPS-Ul Web

HIPS. Web.Data.Hips

HIPS.Web.Ul HIPS-Core
User Reehr View Reehr View FCEHR
Controller Repository Service

|

I

/ From "Ligt Patients in Hospital' :
|

I I

I

"PCEHR \ Select Patient
Access o———
escriptionDispe GetView
Check nseView GetView

Select Document | |

HmE_iR \ I |
Access Document

GetDocument
Check RetrieveDocument
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2.4.4 PCEHR Access Check & Gain Access

The diagram below illustrates the core interactions required to realise the “PCEHR Access Check & Gain
Access” capability (FR-3.2) commencing with the selection of a patient-centric function.

HIPS-UI' Web
L]
HIPS. Web.Ul HIPS.Web.Data.Hips HIPS-Core
- e - -
U - Reehr View Reehr View FCEHR
M Controller Repository Service
anager
I | | | |
- I I I I
| | | I
Select Fatientc_éptric function : : :
—AllowAccess—Pp I ) ] I
—————1IsRcehrAdvertsed———————p» . ]
enaavertss ——IsRcehrAdvertised—p
I
& — - — — — — -
P S — L]
{Gajn Access (without code)) _hccesﬁatus: "Unknown", "Witl I outCode"
GaJnAlccesszthoutCode—b | GainAco ithoutCodey
I
G
< . _|- ________ -
I - I
| | |
ST ! ! !
. . e e e
Gain Access I AIIowAcqe$ =false
GainAccess I I
<——————=—= | |
L | -
Gain Access (with code)) | | I
I I I
Enter code | |
GainAccess
GainAccessWithCod
GainAccessWithCod
D |
. 1 1 1
r L T T i’
Gain Access (emergen Q/))J | | |
Acknow ledge conditions Jl_ : :
GainAccess >
—GainAccessEmergen .
GainAccessEmergen
< — — — — — —
S—————————1 !
— + [ [
<Original function>———»f I |
L s I I
I '

90 of 100 Approved for external use 3 February 2015



eHealth Integration Sample Code - UI v2.0

Module

- Web UI

2.5 Deployment Model

251

Assumed Operating Environment

The following constraints are assumed to be placed upon the operating environment of the client system
from which end-users will utilise the PCEHR Web Viewer:

25.2

Supported client devices:

o PC, laptop, tablet running a supported operating system natively
Supported client platforms (operating system):

o Windows 7, Windows 8
Supported client web browsers:

o Microsoft Internet Explorer 10+

o Google Chrome 30+

o Mozilla Firefox 24+

Configuration required to meet CCA conformance requirements for rendering systems
(CDAR_RS 01):

o Web browser configuration:
=  Printing:
e The window title must be printed as the page header on every printed page.

e The page footer must include the “Page N of T” marker on every printed
page.
e Background colours and images must be printed.

e Content must be shrunk to fit the printed page.

= The web browser must not allow users to override the presentation and style of
documents rendered as HTML (eg via “developer tools”).

o Client system configuration:

= The client system must have appropriate software installed in order to open and
view document attachments including HTML, PDF, RTF and Plain Text.

= The client system’s screen resolution must be at least 1024x768 pixels.

Configuration

The following key configuration settings are configured through the web.config file. Where relevant, the file
contains a description of the purpose of each individual setting.

Setting Description

appSettings Contains sundry application settings, in particular used to configure the
ELMAH package for error logging.

connectionStrings Contains the database connection string to the eHISC-Ul Web
application database in SQL Server.

system.serviceModel/client Contains endpoint references to the deployed location of the eHISC-
Core services utilised by eHISC-Ul Web.
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Setting Description

mvcAuthorization Supports configuration of authorization rules for security features of
eHISC-Ul Web.

elmah Support further configuration of the ELMAH package for error logging.

applicationSettings/HIPS.Web.Ul. | Contains sundry application-specific settings.
Properties.Settings

A number of additional application-specific configuration settings are configured through the “Settings” table
in the application database.

2.6 Cross-Cutting

2.6.1 Dependency Injection
o Ninject is used for limited dependency injection:
o Creation & injection of repository classes and dependencies such as cache providers.

o Creation & binding of the PcehrAccessFilter to controller action methods decorated with the
PcehrAccessAttribute.

e Bindings are defined in HIPS.Web.UIl.App_Start.NinjectWebCommon.
e The following Nuget packages are utilised:

o Ninject

o Ninject.MVC3

o Ninject.Weh.Common

2.6.2 Caching

Caching is used where relevant within the repository classes implemented in the HIPS.Web.Data.Hips
project and the HIPS.Web.Modellnterface project:

e The HIPS.Web.Components.Cache.lCacheProvider interface defines an interface to be
implemented by cache providers.

e The HIPS.Web.Components.Cache.CacheProvider class implements the ICacheProvider
interface to provide an abstract base class for cache provider implementations.

e The HIPS.Web.Components.Cache.MemoryCacheProvider class inherits from the CacheProvider
class to provide a cache provider implementation based on the
System.Runtime.Caching.MemoryCache. It supports conditional memory-based caching with
absolute and sliding expiration.

e The HIPS.Web.Data.Hips project contains repository classes (PatientRepository,
PcehrViewRepository) that accept an ICacheProvider instance via their constructor that is used for
caching of successful results for each method invocation, with results cached by the runtime
signature of the method invocation (including parameters).

e The HIPS.Web.Modellnterface project contains repository classes (CachedHospitalRepository,
CachedSettingsRepository) that accept an ICacheProvider instance via their constructor that is used
for caching of successful results for each method invocation.
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e The MemoryCacheProvider is constructed and injected as relevant at runtime via Ninject. The
absolute expiration used by each MemoryCacheProvider instance is defined in the
“XXX_AbsoluteExpirationOffset” settings in the applicationSettings/HIPS.Web.Ul.Properties.Settings
section of the application’s web.config file.

o Further, the MemoryCache is configured via the system.web/caching/cache element in the
application’s web.config file.

2.6.2.1 Cache Dependencies

In order to ensure that items are removed / refreshed in the cache when the access level for an HPI-O
changes (eg through an explicit “gain access”), the HIPS.Web.Data.Hips.PcehrViewRepository:

e Creates cache dependencies between the list of documents for a patient and specific documents /
PD view results (in the corresponding repository methods).

o Removes the “list of documents” cache item for the patient following a successful execution of any
“gain access” repository method, causing dependent document and PD view items also to be
removed.

2.6.2.2 Implications of Caching
The following are noted as implications of the use of memory-based caching within the PCEHR Web Viewer:

e |tis recommended that the PCEHR Web Viewer not be deployed in a “web farm” (eg a network load
balancing (NLB) cluster) where multiple distinct servers may service a particular request.

¢ Auditing implemented by eHISC-Core services will only audit the invocation of these services: if a
service result is served from the cache instead of through another invocation of the providing
service, the opportunity to audit this access is denied from the eHISC-Core service.

2.6.3 Error Handling

Error handling is implemented using a combination of IS Error Redirection and ASP.NET Custom Errors.
This is a contributing rationale for using 1IS Express in development.

The error handling approach was designed to address the following technical intentions:

1. All errors will be displayed in a user-friendly format if possible. This includes ASP.NET runtime
issues (e.g. application start errors), unhandled exceptions, default ASP.NET unsuccessful
behaviours (e.g. file not found), and standard handling of intentional non-successful response codes
(e.g. access forbidden).

2. If rendering a user-friendly error fails, the displayed message should not unintentionally reveal
technical information.

3. It should be possible to intentionally return a response with a status code other than 200 if desired.
To meet these requirements the general high-level lifecycle of an error request is as follows:

1. Arequestis received by IIS and handled by the ASP.NET runtime for the eHISC Web Ul application.

2. The eHISC Web Ul application encounters an error or other non-standard operating condition.

3. The eHISC Web Ul application returns a response to IIS with a status code other than 200. For an
unhandled exception this may be a standard ASP.NET error page with a 500 status code.
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4. If the response’s TrySkiplisCustomErrors property has been set to true the response is returned
verbatim to the web client. This occurs because 1S Error Redirection has been configured to
process existing responses with the Auto behaviour which will pass-through existing responses if
indicated to do so.

5. Otherwise, IIS refers to the system.webServer/httpErrors web configuration to determine if a
mapping exists for the encountered status code. If it is a known status code IIS will execute the
specified URL and return its response instead (as per the ExecuteUrl and Custom error mode
behaviour settings). In the eHISC Web Ul product these mappings generally execute an action on
the ErrorController in order to display a user-friendly error.

6. If an additional error is encountered while executing the ExecuteUrl property (e.g. an error in the
ErrorController or while starting the ASP.NET runtime) this will be returned verbatim. For this reason
ASP.NET Custom Errors have been enabled for remote clients as a fallback to prevent exposure of
technical details.

Initial eHISC Web Ul configuration displays IS redirected errors for 403, 404, and 500 status codes. 401
status codes do not redirect due to behavioural issues in Internet Explorer when using Windows
Authentication and IIS Error Redirection.

By convention, errors intended for asynchronous clients (e.g. jQuery JSON requests) return a 422 status
code with the TrySkiplisCustomErrors property set to true to enable a verbatim pass-through response.

Function-specific strategies focus on errors directly relevant to the execution of a specific action. This
includes data validation errors, business rules violations, and connectivity issues with external systems (e.g.
eHISC or the PCEHR System). Where identified these errors will, as detailed in relevant functional
requirements, be presented in a function-specific manner. The presentation of these errors will, where
practical, allow users to correct and reattempt their intended action.

An example of the presentation of a function-specific error is the demographic mismatch warning presented
as part of the Document Viewer functionality.

[ -
B Document Viewer
PCEHR View / A Patients / [§ Documents
A\ [Different DOB][Different Family Name] (Status: DemographicMismatchWarning)

General-purposes strategies focus largely on unexpected technical errors. This includes infrastructure issues
and requests that cannot be processed for technical reasons. These errors will be presented as general
purpose errors to users, with additional error detail logged where practical and feasible.

An example of the presentation of general-purposes errors is the page displayed for unexpected technical
exceptions.

2\ Error

An unexpected error occurred
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Another example of a general-purpose error is the page displayed when a non-existed page is requested.
© Not Found

The requested page could not be found

2.6.4 Error Logging

Errors are logged using the Error Logging Modules and Handlers for ASP.NET or ELMAH package. This
package uses a handler registered in the web.config configuration file and records errors to a configurable
location such as a file or database store.

Additionally, the ELMAH package provides an interface to view logged errors which is by default located at
the /elmah URL path.

ELMAH is used to log:

o Unhandled errors: exceptions that are unexpected and have not been explicitly caught in application
code.

o Handled errors: invalid logic paths or exceptions caught in application code, that may be catered for
functionally (eg by displaying a message to the user), but which it is nonetheless desirable to log.
This is achieved through an explicit call to ELMAH, for example:

Elmah.ErrorSignal.FromCurrentContext().Raise(hew System.Exception(...));

3 February 2015 Approved for external use 95 of 100



2.7 Security Model

Security is implemented using a combination of 1IS Windows Security for authentication and the MVC
Authorization package for authorisation.

2.7.1 Authentication

When a user first navigates to the eHISC-UI Web site they will be presented with a log in page.

NHIPS

Home
Login.

User name Log in with current user account

Password
Windows

[ Remember me?
Login
=) b meresonay SV

Q Controll -eHeatlh‘ '
eHealth Record System

Privacy Policy | Version 4.2.0

The user has the options of logging in to the eHISC-Ul Web by entering a username and password and
clicking Log in or by logging in with the user account that is currently logged onto the PC.

The Windows Identity is then validated against Active Directory to determine if the user can be
authenticated.

If Active Directory authentication passes then the user groups are retrieved for authorisation, the user’s
profile image (if available), and first name and surname from Active Directory. The user’s associated HPO(s)
are retrieved from the eHISC-Core database. If only one HPO is associated to the user then the eHISC-UI
Web banner is updated to display the HPO logo and name.

User’s display name

Logged in as HIPS User [

on behalf of Royal NEHTA Hospital (Royal Chamonix Hospital)
LogOut
I User’s profile image

G-

\¥

ST\ Government of South Australia

The HPO logo the
user is associated
with.

. ' The HPO name the
. user is associated
S with.
Patient Registration
- Register Current Patients O ’
- Register New Adult @ e @Y
« Register New Child eHealth Record System

Privacy Policy | Version 4.2.0
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If the user has more than one HPO associated with them then the eHISC-Ul Web banner is updated to
display the user’s name and profile image and a hyperlink for the user top click to select which HPO they
want to be associated with for the current session.

Logged in as HIPS User3
[Select Health Provider Organisatio The user must
select which HPO to

associate with.

NHIPS

Home Healthcare Identifiers - Patient Registration ~ Clinical Documentation ~

If the user has no HPO’s associated with their access groups they will be presented with the following
message and not be granted access to any of the eHISC-Ul Web functions.

Once authenticated the user has the option of logging out of the eHISC-Ul Web application by clicking on the
Log Out link in the banner. This will log the user out of the session and return them to the Log in screen.

If the eHISC-UI Web application is inactive for a period of minutes specified in the web config file the user will
be automatically logged out of the eHISC-UIl Web application and the will need to log back in to continue.

If Active Directory authentication fails the user is presented with a page indicating they are unauthenticated.

@ Unauthorized

2.7.2 Authorisation

The MVC Authorization package enables security to be configured in a web.config configuration file on a per-
controller or per-action basis, as well as additional policies such as ‘deny anonymous users’. The
configuration is loaded statically — updates to the configuration require an AppPool restart as would typically
occur when changing the web.config file.

Typically this configuration will specify an Active Directory group that executing users must be a member of
in order to view the desired path.

By default eHISC-UI Web specifies an MVC Authorization package which requires users to not be
anonymous. However, this policy is overridden on error pages to allow anonymous users to see a user-
friendly error if appropriate.

An additional feature of the MVC Authorization package is the inclusion of HTML Helpers that prevent
rendering of Action Links (e.g. in the menu system) if the user has insufficient access.
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If the user is authenticated via Active Directory, but not a member of the Active Directory group required to
access the intended functionality (fails authorisation check), the user is presented with a page indicating they
require additional permissions.

@ Forbidden
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Appendix A - Assumptions, Constraints and Design Decisions

A.1 Assumptions

The following assumptions may affect the design specified in this document.

AS-1 All PCEHR document uploads for any healthcare provider organisation using eHISC occurs solely
through eHISC. Documents are not uploaded, removed, or superseded on behalf of the healthcare
provider organisation via any other system. Violations of this assumption would knowingly impact
design decisions related to the use of the document local store in eHISC.

AS-2 The viewing of uploaded documents stored in eHISC via existing PCEHR Web Viewer
functionality will not introduce additional CCA testing or functionality requirements. This
specifically includes an assumption that viewing copies of the PCEHR uploaded documents in
eHISC does not introduce new CCA requirements for the PCEHR Web Viewer functionality to
support non-PCEHR documents. It also includes the assumption that rendering uploaded
documents retrieved from eHISC using the NEHTA Stylesheet and PCEHR Web Viewer will be
implicitly CCA compliant.

AS-3 | The provision of in-application help text or instructions is not in scope.

AS-4 Applications using the embedded Patient Landing Page will implicitly leverage the PCEHR Web
Viewer's CCA compliance.

AS-5 Group-level security at a per-page level will be sufficient to meet all security requirements.

AS-6 | Allowing for jurisdiction-based field naming (e.g. different names for MRN, or “Facility” vs
“Hospital”) is not in scope.

A.2 Constraints

The following technical constraints apply to the functionality specified in this document.

Applications embedding the Patient Landing Page are expected to do so in the context of a single
window. Where possible, the Patient Landing Page functionality should therefore avoid opening
new web browser windows or tabs.

A.3 Design Challenges

The following design challenges apply to the functionality specified in this document.

TDC-1 | In order for the PCEHR Web Viewer screen to properly render and display a clinical document, the
contents of the document CDA package (including embedded objects and attachments) must be
“unwrapped” and cached on the web server so they can be referenced by relative location in the
NEHTA-provided XSLT stylesheet.
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TDC-2 | Leveraging existing PCEHR Web Viewer functionality and adapting it for the purpose of viewing
uploaded documents before removal may present some regression challenges with regard to
enabling new functionality without impacting existing functionality. An example of this is that
existing documents are loaded from the PCEHR rather than eHISC. Another example of this is the
GainAccess functionality wrapping existing PCEHR Web Viewer functionality.

TDC-3 | “Search by MRN” functionality allows users to search for patient records on MRN alone. As this
feature is used in various functionality, it is possible for a patient to be retrieved who is not
appropriate for the functionality (e.g. a patient without a PCEHR for the Remove Document
feature). In these cases the application should handle the issue gracefully (e.g. showing zero
documents to be removed on the Remove Document feature). If the Search by MRN finds no
matching patient for the MRN provided an error should be presented so as to allow users to
differentiate between mistyped/invalid MRNs and a correct MRN that is inappropriate for specific
functionality.

TDC-4 | Embedding the PCEHR Web Viewer as intended by the Patient Summary Page functionality
presents challenges as the existing functionality is designed for a fully-functional web browser.
One specific issue that emerges from this difference is the opening of new tabs/windows which
may present an issue for an embedded single-page application. See also the constraint CS-1.

A.4 Technical Design Decisions

The following design decisions apply to the functionality specified in this document.

TDD-1 | URLs may contain potentially insecure object references.

Unless explicitly indicated, no effort will be applied to assessing whether identifiers employed
within URLS represent a security risk or to addressing any identified risk. This aligns with the
statement of RR-2:XNFR-1, specifically with regard to OWASP 2013 Top 10 item A4 — “Insecure
Direct Object References”.

TDD-2 | Patient selection features will allow a “Search by MRN” function.

“Search by MRN” will allow exact-match searching for patients across all time to find the patient
with the specified MRN at the indicated Hospital. See also TDC-3 for related design challenges to
this feature.
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