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1 Introduction

1.1 Purpose

This document describes how to install the Clinical Package Validator (the Validator).

1.2 Intended audience

This document is intended for:

e  Testers who use the Validator to assist them in assessing whether their healthcare
software system produces clinical documents that conform to some clinical document
specifications, and clinical packages that conform to some clinical package
specifications;

e Developers who use the Validator to provide quick feedback during software
development; and

e Administrators who need to install the Validator for other users.

The Validator does not test all conformance specifications and you must carefully read the
Product Data Sheet for the Validator that indicates what is out of scope.

1.3 Scope

This document describes the system requirements, administrator rights, and supporting software
needed for installing the Validator. It also describes how to install and configure the Validator.

22 December 2020 Approved for external use 50of 21
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2 Before you begin
2.1 Prerequisites

Before installing and configuring the Validator, you must have:

e administrator rights to your PC;

e Windows 8 or above;

e 4GB minimum memory;

e  8GB recommended memory; and

e  1GB minimum disk space free.
If the following software is not already installed on your computer, it will be automatically
installed during the installation of the Validator (Section 3):

e  .NET Framework 4.7.2 or a later version
Unfortunately, Microsoft SQL Server Compact 3.5 will need to be installed manually (Section 3.2).
The Validator allows more than one version of the software to operate on the same computer
(Section 2.2) so it is no longer necessary for a user to uninstall previous versions of the Validator.
A NASH test certificate must be installed before a user can access template packages in the My
Health Record software vendor test (SVT) environment (Section 2.3), though the installation does
include a default set of the latest Template Packages should the user not have a NASH certificate.
You must also be aware that the Validator runs only a subset of the complete set of tests you
must run to validate whether a document is conformant with the clinical document specifications.

6 of 21 Approved for external use 22 December 2020
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2.2 Uninstall an earlier version of the Validator

The Validator allows more than one version of the software to operate on the same computer, so
there is no need to uninstall earlier versions of the Validator.

Follow the steps below if an earlier version of the Validator is already installed and you want to
remove it, otherwise go to Section 2.3.

1. If an earlier version of the Validator is already installed, select Uninstall a program from

the Windows Control Panel.
Control Panel

- cEN

r

=

(;)j - T @ + Control Panel v & ‘Eeelch Control Panel

Adjust your computer’s settings

View by: Category ¥

System and Security

Review your computer's status

Save backup copies of your files with File History
Find and fix problems

User Accounts and Family Safety
I Change account type
'?;' Set up Family Safety for any user

Appearance and Personalization
Change the theme
Change desktep background

Network and Internet

View network status and tasks

u:l

&

/ Hardware and Sound

Choose hemegroup and sharing options

Adjust screen resolution

Clock, Language, and Region

View devices and printers 1= Add a language
Add a device Change input methods
Change date, time, or number formats
E—# Programs
% i‘ Uninstall a program Base of Access

8,
A,

@

Let Windows suggest settings
Optimize visual display

2. Select the version of the Validator to be uninstalled and then select Uninstall.

Programs and Features = =
(\(—) - 1 » Control Panel » Programs » Programs and Features v & Search Programs and Features 0
Centrol Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
‘?:,' Turn Windows features on or
off Organize *  Uninstall Change  Repair = v @
Name ’ Publisher Installed On  Size
@Chnical Package Validator Australian Digital Health Agency  29/10/2020
& Microsoft Edge Microsoft Corporation 26/10/2020
[27 Microsoft Visual C++ 2008 Redistributable - x64 9.0.3...  Microsoft Corporation 28/10/2020
(2 Microsoft Visual C++ 2008 Redistributable - 86 9.0.3.. Microsoft Corporation 29/10/2020
@VMwara Tools Vhware, Inc. 29/10/2020 ¢
< >

—D Australian Digital Health Agency Product version: 3.2

&

Help link:  https://www.digitalhealth.gov.au/

Note: The Uninstall option may be selected from the menu or found by right clicking on the
mouse button.

3.

If the following security screen appears, select Yes to allow the Uninstall process to
proceed.

22 December 2020
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Programs and Features

I_\ Are you sure you want to uninstall Clinical Package Validator?

[ Inthe future, do not show me this dialogue box I Ves I| MNo

4. The uninstall process will continue to completion.

End

8of 21 Approved for external use 22 December 2020
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2.3 Install a NASH test certificate

As an alternative to importing template packages from the Agency website, the Validator allows a
user to import template packages from the My Health Record software vendor test environment,
provided a valid NASH organisation test certificate has already been installed.!

Follow the steps below to install a NASH organisation test certificate, otherwise go to Section 3.

1 Navigate to the folder that contains your NASH test certificates.
NN A= Certificate = =
“ Home Share View 0

© ~ 4 . » DISKI » Certificate v| ¢ | | Search Certificate o
X Favortes Name Date modified Type Size
B Desktop _ﬁ fac_sign 4/09/201811:43 AM  Personal Informati... 4KB

&4 Downloads

= Recent places

& Homegroup
1M This PC

E‘I_-I Metwork

1 itemn

Note: If you do not have any NASH organisation test certificates, contact the Department of
Human Services Online Technical Support helpdesk: otsliaison@humanservices.gov.au.

2 Double-click the relevant certificate to launch the Certificate Import Wizard and select Next.

=+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections, A certificate store is the system area where certificates are kept.

Store Location
(®) Current User

() Local Machine

To continue, dick Next.

Cancel

1 The Validator can apply any template package. A template package is something that meets the requirements in the PCEHR
Template Service - Template Package Technical Specification v1.0, available from:
https://www.digitalhealth.gov.au/implementation-resources/national-infrastructure/EP-1514-2012/NEHTA-1042-2012

22 December 2020 Approved for external use 9of21
DH-3354:2020


mailto:otsliaison@humanservices.gov.au
https://www.digitalhealth.gov.au/implementation-resources/national-infrastructure/EP-1514-2012/NEHTA-1042-2012

Australian Digital Health Agency

3 Select Next.

(€) = Certificate Import Wizard

File to Import
Spedfy the file you want to impart.

File name:
C: \Users\ser\Desktop \DISK1\Certificate \fac_sign.p12| Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- FKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store (,55T)

Cancel

4 Enter the password and select Next.

@ =* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[] Display Passwaord

Import options:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[C1Mark this key as exportable. This will allow you to back up or transpert your
keys at a later time.

Indude all extended properties.

Cancel

10of 21 Approved for external use 22 December 2020
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Select Next.

(«) = Centificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate

() Place all certificates in the following store

Browse...

Cancel

Select Finish.

(€) =¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

(o2 p =T EReE Ea =l Automatically determined by the wizard

Content PFX
File Name C:WsersYUser\Desktop'\DISK1Certificate\fac_sign.p12

Finish Cancel

Certificate Import Wizard

o The import was successful.

Note: If you are running the Validator you will need to restart it so it can detect the newly

installed NASH test certificate.

22 December 2020
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If this is the first NASH certificate you have installed, you may need to also import the NASH Root
and Organisation Certificates to complete the “trust chain” of the NASH Certificate which allows

the computer to trust the NASH certificate.
These should have been provided when you received your NASH Certificate:

- fac_signp12

e Type: Personmal Information Exchange

5

Installation procedure.txt
Type: Text Document

Test_MCA_sign.crt
A Type Security Certificate

O

tmaoca.cri
A Type Security Certificate

O

tmarca.cr
A Type Security Certificate

O

If you cannot locate them, request them from devsupport@servicesaustralia.gov.au.

To install the Root (tmarca.crt) and Organisation (tmaoca.crt) Certificates, Double click on the

Root file, and select Install Certificate ...
Then select Next.

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(@) Current User

{_) Local Machine

To continue, dick Next.

Cancel
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9 Choose Place all certificates in the following store and then select Browse ... and choose the

Trusted Root Certification Authorities Folder

(€) 2/ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically sel Select Certificate Store “
the certificate.

) Automatically select the Select the certificate store you want to use,

®) Flace all certificates in

~| Personal ~
5

_| Enterprise Trust

Intermediate Certification Autharities
Trusted Publishers

| Intristad Cartifirates
< >

Certificate store:

["]show physical stores

Cancel

Now select Next.

10 Finally select Finish

'C(-) z# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

DH-3354:2020

Trusted Root Certification Autharities
Content Certificate
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11

If a Security Warning appears, select Yes

N

Security Warning

You are about to install a certificate from a certification authority (C4)
claiming to represent:

Test Medicare Australia Root Certification Authority

Windows cannot validate that the certificate is actually from "Test
Medicare Australia Root Certification Authority”. You should confirm its
crigin by contacting "Test Medicare Australia Root Certification
Authority”, The following number will assist you in this process:

Thumbprint (shal): 48304E4F 62896C33 TTFAT22E ACSETE2F DEDBEC1E

Warning:

If you install this roct certificate, Windeows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes Mo

12

The Certificate Wizard will then confirm the import was successful.

Repeat the exercise from 8-11 with the Organisation certificate.

Certificate Import Wizard

o The import was successful,

oK.

End
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3 Installing the Validator and prerequisite software

3.1 Install Microsoft SQL Server Compact Edition 3.5 Service Pack 2 for Windows
Desktop

The Microsoft SQL Server Compact 3.5 Service Pack 2 for Windows Desktop is the software used
by the Validator to store terminology datasets. If it is not already present on the computer, the
Validator when run, will detect this, and prompt the user to install the software (see
Troubleshooting Section 4.2).

To install Microsoft SQL Server CE, you must install both the x86 and 64-bit versions in the
following order:

1 Select the SSCERuntime_x86-ENU.msi installation script in the ISSetupPrerequisites\{B1165B38-
CA52-11E0-A63D-7C004824019B} folder.

2 When the following screen appears, select Next.
# Microsoft SQL Server Compact 3.5 SP2 ENU El

Welcome to the Microsoft SQL Server
Compact Setup

Setup helps you install, repair or remove Microsoft SQL Server
Compact. To continue, dick Next.

M WARNING: This program is protected by copyright law and
international treaties.

csme‘

3 If you accept the license agreement terms, select | accept the terms in the license agreement
and then select Next.
3 Microsoft SQL Server Compact 3.5 SP2 ENU Ea
License Agreement

Please read the following license agreement carefully, You must accept the license
agreement before continuing forward.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SQL SERVER COMPACT 3.5 WITH
SERVICE PACK 2

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on which
unii rarsived it if any_Tha tarme alen annly tn any Mirrnenft

I @[ accept the terms in the license agreement |
()1 do not accept the terms in the license agreement

£ Ea& canw

22 December 2020 Approved for external use 150f 21
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4 To install the software select Install.
3 Microsoft SQL Server Compact 3.5 SP2 ENU E3

Ready to Install the Program
Setup is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit Setup.

Installation Path

C:\Program Files (x86)\Microsoft SQL Server Compact Edition),

<Back Instal 1 Cancel

5 If the following message is displayed select Yes.

% User Account Control n

. 1| Programname:  SQL Server Compact 3.5 5P2
——  Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer

@ Show details Yes No

Change when these notifications appear

6 To end the installation process, select Finish.
3 Microsoft SQL Server Compact 3.5 SP2 ENU E3
> Completing the Microsoft SQL Server Compact
Setup

Setup has installed Microsoft SQL Server Compact successfully.
Click Finish to exit.

[ Fmen |

7 If the computer uses a 64-bit operating system, the additional 64-bit drivers need to be installed.

Select the SSCERuntime_x64-ENU.msi installation script in the ISSetupPrerequisites\{B9E5C848-
CA52-11E0-9D02-80004824019B} folder and follow the steps to complete the installation process.

End

16 of 21 Approved for external use 22 December 2020
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3.2 Installing the Validator

This procedure requires that Microsoft .NET Framework 4.7.2 (or a later version) and Microsoft
SQL Server Compact 3.5 Service Pack 2 for Windows Desktop are installed. The installer will detect
if .NET Framework 4.7.2 is not installed and prompt the user to install. If Microsoft SQL Server
Compact 3.5 Service Pack 2 software is not already installed on your computer it will need to be
installed manually (Section 3.2).

To install the Validator, follow the steps below.

1 Locate the installer file (Clinical Package Validator x.y Install.exe, with “x.y” indicating the
Validator’s version number) and the ISSetupPrerequisites folder within the expanded .ZIP file
that contained this guide.

Save the installer file and the ISSetupPrerequisites folder to a preferred location on a local drive
(e.g. Desktop).

Note:
e The Validator installation may not work from a network drive.
e The installer file and the ISSetupPrerequisites folder must be co-located.

e The ISSetupPrerequisites folder contains prerequisite software that will be installed along with
the Validator if the prerequisite software is not already installed on your computer.

2 Open Windows Explorer and navigate to the installer file. Double-click the file to install the
software.
(N = DISK1 = =
“ Home Share View 0
© =~ 1l oisa v| & | | SearchDIsk1 P
X Favorites MName : Date modified Type
B Desktop Certificate File folder
4. Downloads |55etupPrerequisites File folder
= Recent places Clinical Package Validator 3.2 Install Application
@ Homegroup
1% This PC
t'-:‘I_-I Metwork
£
3 items
3 Note: Windows may mark files downloaded from the Internet as “Blocked”. This prevents the

Validator from running.

To unblock a file, right-click on it and select Properties, then select Unblock in the ‘General’ tab,
followed by OK.

4 Once the file is unblocked, continue installing the Validator by once again double-clicking the
installer file.

22 December 2020 Approved for external use 17 of 21
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5 If Microsoft .NET Framework 4.7.2 (or a later version) is not installed, this will be detected and
prompt the user to go ahead and install. Select Install.

Clinical Package Validator - InstallShield Wizard

4 Clinical Package Validator requires the following items to be installed on your computer.
LweFY  Click Install to begin installing these requirements.

Status  Reguirement
Pending Microsoft .NET Framework 4.7.2 Full

| I@'Insﬁall | | Cancel
5 When the InstallShield Wizard opens, select Next.
i Clinical Package Validator - InstallShield Wizard “

Welcome to the Installshield Wizard for
Clinical Package Validator

The Installshield(R) Wizard will install Clinical Package Validator
on your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

6 Select Install.

) Clinical Package Validator - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical

Destination Folder:
C:\DigitalHealth\CPV32\,

User Information:

MName;: User
Company:
InstallShield
< Back ” '@'Insiﬁll | | Cancel
18 of 21 Approved for external use 22 December 2020
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7 If the following security screen appears, select Yes to allow the installation to proceed.
% User Account Control Ed

to allow the following program from an
publisher to make changes to this computer?

Program name:  C:\Users\User Name\AppData\Local\Downloaded
Installations\{ AC5872C9-6271-43AF-9537-4...\Clinical

Package Validator.msi

Duhlich Unik

File origin: Hard drive on this computer
= |
(© Show detis [ e [
hange when th notification: g
12 The Validator will start installing.
#  Clinical Package Validator - InstallShield Wizard = =

Installing Clinical Package Validator
The program features you selected are being installed.

Please wait while the InstalShield Wizard installs Clinical Package Validator.

This may take several minutes.

Status:

Copying new files

|
InstalShield

< Back Next >
13 Once the Validator installation is complete, select Finish.

) Clinical Package Validator - InstallShield Wizard “

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Clinical
Package Validator. Click Finish to exit the wizard.

< Back Cancel

The Validator is now installed.

End
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4 Troubleshooting

4.1 Install the Validator in Administrator mode
The Validator may display unexpected behaviour if its installation was unsuccessful. If this
happens, follow the steps below.
1 Uninstall any previous versions of the Validator (Section 2.2).
2 Delete the C:\DigitalHealth\CPVxx directory.
3 Ensure the Installer file is on the desktop or a local drive (e.g. C:\).
4 Right-click the Installer file and select Run as administrator.
File Edit View Tools Help
Organize ~ [# open Bumn New folder
GIRDAC 4 Name Date modified Type Size
Nehta ﬁ3003619900019333—10170501 (For Testing) 2:06 PM  Personal Informati.. 6KB
::;::gg HCI\mca\PackageV““‘B'""'” AM  Application 91,954 KB
Quarantine Troubleshoot compatibili
QuestSoftware 1 7-zip " o 5
SWSetup E N
system.sav @l TortoiseSVN »
temp Scan for threats.
@ :;TD‘Z“T‘:'”‘““S ] Restore previous versions
4y fhm‘tca:‘::an(kage Validator 2.3 Install Date rm:(hﬁlz';\‘ 29/06/20159:52 AM Date crq an
:.an Ar H —— — coer
e — T |
figure CP Validator 23 G < [fomputepactagecap)
===
5 Enter the admin password if requested.
6 Complete the installation of the Validator (Section 3).
End
H “" H H H ”
4.2 Validator states “Missing SQL CE Drivers
1 When the Validator is run for the first time, it may display a message about missing SQL CE
Drivers. If so, follow Section 3.2 and install the necessary software.
Missing SQL CE Drivers
i _"‘-.I Mo SQLCE 3.5 Drivers have been detected. Please check you have
‘S installed them, and then try again.
End
20 of 21 Approved for external use 22 December 2020
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Acronyms

Acronym Description

AMT Australian Medicines Terminology

CDA Clinical Document Architecture. CDA is a trademark of Health Level Seven International and is

registered with the United States Patent and Trademark Office

CSS Cascading Style Sheets

DVA Department of Veterans' Affairs

IHTSDO International Health Terminology Standards Development Organisation
NASH National Authentication Service for Health

PBS Pharmaceutical Benefits Scheme

SNOMED CT Systematized Nomenclature of Medicine Clinical Terms

SNOMED CT-AU

Systematized Nomenclature of Medicine Clinical Terms — Australia

SVT

Software Vendor Test environment

XML

Extensible Mark-up Language
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