
National E-Health Transition Authority 

nehta 

Reference Platform 

 

Vendor End 2 End Portal 

Solution Design 

Version 1.4 

23 August 2012 

Confidential - Draft 



Reference Platform Vendor End 2 End Portal - Design 

ii Confidential - Draft  

National E-Health Transition Authority Ltd 

Level 25 

56 Pitt Street 

Sydney, NSW, 2000 

Australia. 

www.nehta.gov.au  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Disclaimer 

NEHTA makes the information and other material (“Information”) in this document available in good faith but 

without any representation or warranty as to its accuracy or completeness. NEHTA cannot accept any 

responsibility for the consequences of any use of the Information. As the Information is of a general nature 

only, it is up to any person using or relying on the Information to ensure that it is accurate, complete and 

suitable for the circumstances of its use. 

Document Control 

This document is maintained in electronic form. The current revision of this document is located on the NEHTA 

Web site and is uncontrolled in printed form. It is the responsibility of the user to verify that this copy is of the 

latest revision.  

Security 

The content of this document is confidential. The information contained herein must only be used for the 

purpose for which it is supplied and must not be disclosed other than explicitly agreed in writing with NEHTA. 

Copyright © 2012, NEHTA. 

This document contains information which is protected by copyright.  All Rights Reserved.  No part of this work 

may be reproduced or used in any form or by any means—graphic, electronic, or mechanical, including 

photocopying, recording, taping, or information storage and retrieval systems—without the permission of 

NEHTA. All copies of this document must include the copyright and other information contained on this page. 
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1 Introduction 

1.1 Background 

The Reference Platform is an environment used to test, implement, 

demonstrate and verify aspects of the NEHTA work program. 

1.2 Purpose 

This document describes the design for a Vendor End 2 End Portal on the 

External Reference Platform (XRP). The purpose of the portal is to enable 
collaboration and end to end testing between parties implementing the NEHTA 

specifications stack. 

The functionality of the portal will include (and not be limited to): 

- The ability for jurisdictions and vendors to upload and share generated CDA 
documents, CDA zip documents (packaged using the XDM profile) and HL7 v2 

MDM messages for the purpose of verification and testing. 

- A CDA package viewer which will allow vendors to upload and view contents 

of CDA zip documents packaged using the XDM profile. 

- Delivery of CDA Packages through SMD and HL7 v2 MDM messages through 
the use of HL7 v2 clients (Argus, HealthLink, Global Health) or SMD-compliant 

clients. 

- A CDA document/package upload service that permits vendors to 

programmatically upload a document via a web service.  The service returns a 
SOAP response object specifying whether the upload succeeded, and if it not, 

the reasons and/or warnings for the failure. 

1.3 Definitions, acronyms, abbreviations 

CDA Clinical Document Architecture 

EJBCA Enterprise Java Bean Certificate Authority 

MDM Medical Document Management 

NASH National Authentication Service for Health 

NEHTA National E-Health Transition Authority 

SMD Secure Message Delivery 

1.3.1 Terminology 

The keywords MUST, MUST NOT, SHOULD, SHOULD NOT, and MAY in this 

document are to be interpreted as described in IETF’s RFC 2119 [RFC2119]. 
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2 Portal Access 

2.1 Website 

The Vendor End 2 End portal is located at this URL: 

https://portal2.xrp.nehta.org.au/VendorEnd2End/ 

Browser support: 

1) Mozilla Firefox (all versions) 

2) Internet Explorer 8.0. For version 9.0, Compatibility Mode has to be 
turned on for XML to be rendered correctly.  

2.2 Certificates 

Vendors will be accessing the End 2 End Portal using NASH issued test 

certificates. Users will be identified by the HPI-O number available on the 
certificate. 

2.3 Portal Authentication and Authorization 

Upon logging onto the portal for the first time, users will be prompted to 
present a certificate for identification. Once authenticated, the user will then 

be directed onto the portal home page. 
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2.4 Portal Home Page 

The portal home page contains a menu of the modules / functionality 

available on the portal. 
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3 File Store 

This section serves as a document repository for the purpose of document 

sharing between vendors implementing NEHTA specifications. Users will be 
able perform different functions (validate, view, deliver, etc) on documents 

created by other users to test for conformance and interoperability.  

3.1 All Files 

 

 

This page displays a list of all the files that have been collectively uploaded by 

all organisations. Filters can be applied on organisation, file type and date on 
the list. Users have the option of downloading the files, or to view them 

online. Clicking on the file name will toggle a display of the description below 
it (as shown in the second entry in the above screenshot). 

Certain actions will be file type specific. For instance, against a CDA XML 
document, there will be an option to validate the file.  

Users will also be able to submit comments against the files. This is to 
facilitate the provision of feedback. A messaging vendor having received and 

parsed an eReferral CDA ZIP file successfully, may make a comment 

approving the file. A single file attachment can be added with each comment, 
to facilitate feedback such as a screenshot of what the CDA document looks 

like with their product. 

For instance, a GP vendor wishing to complete end-to-end testing for a 

Discharge summary will do the following: 
1) Select to deliver (to themselves) the discharge summary document 

through a messaging client; 
2) Render the document upon receipt; 

3) Take a screenshot of the locally rendered document and upload it against 

the discharge summary document with a comment to indicate that it was 
successful. This enables jurisdictions to know that their documents have been 

created correctly and can be rendered by their intended recipients. 

As another example, jurisdictions wishing to complete end-to-end testing for 

eReferrals will perform the same actions - select the eReferral document to 
deliver (to themselves); render the document locally, and finally to screenshot 

the output and upload it along with comments against the eReferral document 
as feedback for the file. 
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3.2 My Files 

 

This page displays all the files created by the organisation that is logged in. 
Filters can be applied to the list similar to the All Files page.  

The Comment icon displays the comments received for the file.  
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3.3 Upload New File 

 

This page allows users to upload new files. A file type can be selected from a 

list to describe the content of the file (ePrescription, Shared Health Summary, 
etc). A description of the file can also be entered which will be displayed in 

the All Files page. 
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4 Message Delivery Status 

In the All Files section, users can select files to be delivered to themselves 

via HL7v2 clients like Argus, HealthLink, Global Health, and also through 
Sealed Message Delivery (SMD).  

4.1 Deliver option in the Uploaded Files section 

 

When the deliver option is selected, a popup will appear allowing the user to 
select the delivery client. The uploaded file will then be delivered via the 

selected client to the organisation (via the organisation's HPIO number). 
 

The list of messaging clients planned to be supported at this time are: 

- HealthLink 

- Global Health 

- Argus 

- SMD (Sealed Message Delivery) 

As mentioned, the document can also be delivered via SMD. Your SMD service 
endpoint will need to have been registered with the Reference Platform. 
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4.2 Message Delivery Status 

Once a file has been selected to be delivered, it will appear in a list under the 

Message Delivery Status page. The list can be filtered by organisations, file 

types and date of delivery. Delivery statuses on individual files are also 
indicated in the list. 

 

 

Clicking on the comment icon (as shown above) will display a popup with all 
the comments that the current logged-in organisation has submitted for that 

file. The user will be able to submit a new comment with the option of 
including a file attachment.  
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5 File Viewer 

This section serves as a tool for viewing CDA XML files, CDA package ZIP files 

and HL7 v2 MDM files. If it is a CDA package ZIP file, a message will be 
displayed to indicate if the signature on the CDA package zip file can be 

verified. 

The user will be able to view a list of the content of the file, as well as to view 

individual files. For CDA documents, users will be provided with options to : 
a) View the raw XML; 

b) View the document with the NEHTA style sheet applied; 

c) Validate the CDA document according to conformance levels 1a, 1b, 2, 3a 
and 3b. 

 

 

 

The above example shows the viewer with a CDA document XML file. The user 

has the option to view the XML (xml view, pictured above), view with the 
NEHTA style sheet applied (Stylesheet view) and to apply CDA validation over 

the document. 

 



Reference Platform Vendor End 2 End Portal - Design 

10 Confidential - Draft v1.4 

 

This example shows the viewer with a CDA file. Here, the Stylesheet view is 
chosen, which renders the CDA document with the NEHTA style sheet applied. 

 

Clicking on a CDA validation level will display a report indicating the presence 

and location of any errors. 
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6 Sealed Message Delivery (SMD) 

Endpoint 

The portal will host a Sealed Message Delivery service, which can be invoked 
to submit a document up to the File Store. The service endpoint can be 

discovered and invoked through a series of look ups: 

1) Healthcare Identifiers Service lookup for the organisation “Bay Hill 

Hospital” (HPIO: 8003620000020052) – Bay Hill Hospital is a NEHTA 

test organisation. This will return the Endpoint Location Service 
endpoint. 

2) Endpoint Location Service lookup for the organisation, service category 
and service interface. This will return the SMD service endpoint, along 

with the encryption certificate. 

3) With the encryption certificate, the payload can then be encrypted and 

delivered to the Vendor End 2 End portal SMD endpoint. 

6.1 Healthcare Identifiers Service Lookup 

Healthcare Identifiers Service Endpoint: 

https://portal.xrp.nehta.org.au/MCAR3/ProviderSearchForProviderOrganisatio
n/Service.svc 

HPIO: 
http://ns.electronichealth.net.au/id/hi/hpio/1.0/8003620000020052 

 

Sample code: 

 

Request 
 
searchHIProviderDirectoryForOrganisation rpo = 

    new searchHIProviderDirectoryForOrganisation(); 

 

rpo.hpioNumber = 

    "http://ns.electronichealth.net.au/id/hi/hpio/1.0/8003620000020052"; 

 

Response 

 
searchHIProviderDirectoryForOrganisationResponse response =  

    client.searchHIProviderDirectoryForOrganisation( 

        ref prod,  

        ref sc,  

        ts,  

        user,  

        hpio,  

        rpo); 

 

string elsURL = response.searchHIProviderDirectoryForOrganisationResult 

    .organisationProviderDirectoryEntries[0] 

    .endpointLocatorService[0] 

    .serviceAddress; 
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6.2 Endpoint Location Service Lookup 

Endpoint Location Service Endpoint: 
https://portal.xrp.nehta.org.au/ELS2010/LookupTls/Service.svc 

Service Category: 
http://ns.electronichealth.net.au/pcehr/sc/PutDocument/2011 

Service Interface: 

http://ns.electronichealth.net.au/smd/intf/SealedMessageDelivery/TLS/2010 

Target: 

http://ns.electronichealth.net.au/id/hi/hpio/1.0/8003620000020052 

 

Sample code: 

 

Request 
 
listInteractions request = new listInteractions(); 

request.interactionRequest = new nehta.ELSv2010.InteractionRequestType(); 

request.interactionRequest.serviceCategory  =  

    "http://ns.electronichealth.net.au/pcehr/sc/PutDocument/2011"; 

request.interactionRequest.serviceInterface =  

    "http://ns.electronichealth.net.au/smd/intf/SealedMessageDelivery/TLS/2010"; 

request.interactionRequest.target =  

    "http://ns.electronichealth.net.au/id/hi/hpio/1.0/8003620000020052"; 

 

Response 

 
InteractionType[] response = client.listInteractions(request); 

string smdURL = response[0].serviceEndpoint; 

string certQual = response[0].certRef[0].useQualifier; 

string certType = response[0].certRef[0].qualifiedCertRef.type; 

string certValue = response[0].certRef[0].qualifiedCertRef.value; 

 

 

6.3 Secure Message Delivery 

Sealed Message Delivery Endpoint: 

https://portal2.xrp.nehta.org.au/VendorEnd2End/SMD/Service.svc 

 

Sample code: 

 

Request 

 
deliver request = new deliver(); 

request.message = new nehta.smd2010.SMD.SealedMessageType(); 

 

//Payload 

EncryptedPayloadType ep = new EncryptedPayloadType(); 

request.message.encryptedPayload =  

   (EncryptedPayloadType)DeserialiseElementToClass(payload.DocumentElement, ep); 

 

//Metadata 

request.message.metadata = new MessageMetadataType(); 

request.message.metadata.creationTime = DateTime.Now.ToUniversalTime(); 

request.message.metadata.invocationId = new UniqueId().ToString(); 

request.message.metadata.receiverOrganisation =  

   "http://ns.electronichealth.net.au/id/hi/hpio/1.0/8003620000020052"; 

request.message.metadata.senderOrganisation =  

   "http://ns.electronichealth.net.au/id/hi/hpio/1.0/800362xxxxxxxxxx"; 

request.message.metadata.serviceCategory =  

   "http://ns.electronichealth.net.au/pcehr/sc/PutDocument/2011"; 

request.message.metadata.serviceInterface =  

   "http://ns.electronichealth.net.au/smd/intf/SealedMessageDelivery/TLS/2010"; 
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//To receive a TRD populate routeRecord 

request.message.metadata.routeRecord = new RouteRecordEntryType[1]; 

request.message.metadata.routeRecord[0] = new RouteRecordEntryType(); 

request.message.metadata.routeRecord[0].interaction = new InteractionType(); 

request.message.metadata.routeRecord[0].interaction.serviceCategory =  

   "http://ns.electronichealth.net.au/pcehr/sc/PutDocument/2011"; 

request.message.metadata.routeRecord[0].interaction.serviceEndpoint =  

   "URL of your TRD endpoint"; 

request.message.metadata.routeRecord[0].interaction.serviceInterface =  

   

"http://ns.electronichealth.net.au/smd/intf/TransportResponseDelivery/TLS/2010"; 

request.message.metadata.routeRecord[0].interaction.serviceProvider =  

   "http://ns.electronichealth.net.au/id/hi/hpio/1.0/800362xxxxxxxxxx"; 

request.message.metadata.routeRecord[0].interaction.target =  

   "http://ns.electronichealth.net.au/id/hi/hpio/1.0/800362xxxxxxxxxx"; 

request.message.metadata.routeRecord[0].sendIntermediateResponses = false; 

 

Response 
 
deliverResponse response = client.deliver(request); 

response.status = DeliverStatusType.ok 

 

 

 

6.4 PCEHR Document Upload Service 

The PCEHR document upload service is provided to vendors as a means of 

programmatically validating CDA documents and packages. 

The following example is supplied as a guide to show the creation and sending 

of document upload requests utilising the vendor library. 

Details of connection errors, validation errors and validation warnings will be 

returned within the members of the registry response object. 

PCEHR Document Upload Service Endpoint: 

https://portal2.xrp.nehta.org.au/VendorEnd2End/PCEHR/DocumentRepository

Service.svc 

For more detailed information regarding the registry response object and the 

document exchange process, please refer to the PCEHR Document Exchange 
Service Technical Service Specification document found at the Nehta Software 

Developers Resource Centre (https://vendors.nehta.gov.au) 

 

Sample code: 

 

Request 

// Obtain the certificate for use with TLS and signing 

X509Certificate2 cert = X509CertificateUtil.GetCertificate( 

    "Serial Number", 

    X509FindType.FindBySerialNumber, 

    StoreName.My, 

    StoreLocation.CurrentUser, 

    true 

    ); 

 

// Create PCEHR header 

CommonPcehrHeader header = PcehrHeaderHelper.CreateHeader(); 

 

// Create the client 

UploadDocumentClient uploadDocumentClient = new UploadDocumentClient( 

    new Uri("https://UploadDocumentEndpoint"), cert, cert); 

 

// Add server certificate validation callback 

ServicePointManager.ServerCertificateValidationCallback += 

ValidateServiceCertificate;      

 

byte[] packageBytes = File.ReadAllBytes("CdaPackage.zip"); // Create a package 
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// Create a request from an existing package 

ProvideAndRegisterDocumentSetRequestType request = 

uploadDocumentClient.CreateRequestForNewDocument( 

    packageBytes, 

    FormatCodes.SharedHealthSummaryConformance3A, 

    HealthcareFacilityTypeCodes.Transport, 

    PracticeSettingTypes.SpecialistMedicalPractitionerServiceNEC 

    ); 

 

Response 

try 

{ 

    // Invoke the service 

    RegistryResponseType registryResponse = 

uploadDocumentClient.UploadDocument(header, request); 

 

    // Get the soap request and response 

    string soapRequest = uploadDocumentClient.SoapMessages.SoapRequest; 

    string soapResponse = uploadDocumentClient.SoapMessages.SoapResponse; 

} 

catch (FaultException fex) 

{ 

    // Handle any errors 

} 

 

 

PCEHR Document Upload Service Errors/Warnings 

The registry response object will indicate the success or failure of the upload. 

If the document upload is successful, the registry response object will return a 

status “success” status.  Also, the document will appear on the File Store 
page for further viewing. 

If the document upload fails, detailed information as to why it failed will be 
returned in the registry response object. 

 

This example shows a registry response object that has a failed status. 

 

 

As you can see, individual errors and/or warnings are returned in the 

RegistryErrorList member of the registry response. 


